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Shire of Ashburton
Audit And Risk Management Committee Meeting

The Chief Executive Officer recommends the endorsement of these minutes at the next
Audit And Risk Management Committee Meeting.
/\

‘i | I::
o

K Donohoe
Chief Executive Officer
13 October 2023

These minutes were confirmed by Council as a true and accurate record of proceedings at
the Audit And Risk Management Committee Meeting held on Tuesday, 10 October 2023.

Presiding Member

Date

Disclaimer

The Shire of Ashburton warns anyone who has an application lodged with Council must
obtain, and should only rely on, written confirmation of the outcomes of the application
following the Council meeting, and any conditions attaching to the decision made by Council
in respect of the application. No responsibility whatsoever is implied, or accepted, by the
Shire of Ashburton for any act, omission, statement, or intimation occurring during a Council
meeting.

Item 5.1.1 - Attachment 1 Page 6
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1 Declaration Of Opening

The Presiding Member declared the meeting open at 8:31am.

Shire President Declaration

In accordance with regulation 14C(2)(b) of the Local Government (Administration)
Regulations 1996, approves Councillor A Sullivan to attend the meeting via electronic
means, noting she is in instantaneous communication with the meeting.

Cr A Sullivan Declaration

In accordance with regulation 14CA(5) of the Local Government (Administration)
Regulations 1996, | declare that | can maintain confidentiality during the meeting or the
closed part of the meeting.

1.1 Acknowledgement Of Country

As representatives of the Shire of Ashburton Council, we respectfully acknowledge the local

Indigenous people, the traditional custodians of this land where we are meeting upon today
and pay our respects to them and all their elders past, present and emerging.

2 Announcement Of Visitors

Nil

Iltem 6.1 Page 4

Item 5.1.1 - Attachment 1 Page 8



Audit And Risk Management Committee Meeting Attachments 12 December 2023

Audit And Risk Management Committee Meeting Minutes 10 October 2023

3 Attendance

3.1 Present

Elected Cr K White Shire President (Presiding Member), Onslow
Members: Ward

Cr M Lynch Deputy Shire President, Tom Price Ward

Cr L Rumble JP Paraburdoo Ward

Cr A Sullivan Paraburdoo Ward (via electronic means)

Cr J Richardson Tableland Ward (from 8:50am)

Cr A Smith Tom Price Ward

Cr T Mladenovic Tom Price Ward
Employees: | K Donohoe Chief Executive Officer

C McGurk Director Community Development

D Kennedy Director Corporate Services

R Miller Director Infrastructure Services

A Johnston Manager Media and Communications

J Bray Manager Governance

L Milne Acting ICT Specialist

D Weerasingha Internal Auditor

A Furfaro Governance Officer
Guests: Nil
Members of | There were no members of the public in attendance at the
Public: commencement of the meeting.
Members of | There were no members of the media in attendance at the
media: commencement of the meeting.

3.2 Apologies

Cr R De Pledge
Cr M Gallanagh

Ashburton Ward
Pannawonica Ward

3.3 Approved Leave Of Absence

Nil

Iltem 6.1 Page 5
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4 Declaration By Members

4.1 Due Consideration By Councillors To The Agenda

Councillors noted they have given due consideration to all matters contained in this agenda.

4.2 Declaration Of Interest

A member who has an Impartiality, Proximity or Financial interest in any matter to be
discussed at this meeting must disclose the nature of the interest either in a written notice,
given to the Chief Executive Officer, prior to the meeting, or at the meeting immediately
before the matter is discussed.

A member who makes a disclosure in respect to an interest must not preside at the part of
the meeting which deals with the matter, or participate in, or be present during any
discussion or decision-making process relative to the matter, unless the disclosing member
is permitted to do so under Section 5.68 or Section 5.69 of the Local Government Act 1995.

The following declarations of interest are disclosed —
Nil

5 Confirmation Of Minutes
5.1 Confirmation Of Previous Minutes

5.1.1 Minutes Of The Audit And Risk Management Committee Meeting
Held On 8 August 2023

Committee Decision
Moved Cr L Rumble JP

Seconded Cr T Mladenovic

That the Minutes of the Audit And Risk Management Committee Meeting held
8 August 2023 (Item 5.1.1 Attachment 1) be confirmed as a true and accurate record.

For: Crs K White, M Lynch, L Rumble JP, A Sullivan, A Smith and
T Mladenovic

Against: Nil
Carried 6/0

Iltem 6.1 Page 6
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6 Public Agenda Items

6.1 Audit Log Status Update

File Reference CM52

Applicant or Proponent(s) Not Applicable

Author D Weerasingha, Internal Auditor

Authorising Officer D Kennedy, Director Corporate Services

Previous Meeting Reference | Ordinary Council Meeting 08 Aug 2023 - Item 6.2 —
084/2023

Disclosure(s) of interest Author — Nil
Authorising Officer — Nil

Attachments 1. AuditLog

2. Follow-up Report - Internal Audit Log - 22
September 2023

Report Purpose
Council is required to review the Audit Log Report and actions.

The purpose of this report is to provide Council oversight of the implementation of actions
resulting from internal audits and external reviews.

Council is requested to receive the Audit Log status updates.

Background

The Chief Executive Officer (CEO) is required to ensure adequate systems and processes
are established for the effective management and control of the Shire.

Internal audits and external reviews are examples of methods Council may use to ensure
sound management of the Shire is occurring.

Following the finalisation of an internal audit and/or external review, recommendations are
included in the Audit Log to ensure progress is monitored and recorded.

Comments

The Internal Auditor (SOA IA) has conducted a follow up internal audit on the Audit Log
covering findings reported by internal audits and Auditor General of Western Australia. This
report covers actions from 25 July 2023 to 22 September 2023.

This is the third Audit Log update by the SOA IA.
Within this report we have provided the following for your information:
a) Issues that have been closed since last report.

e Director Corporate Services assumed the responsibility as the officer responsible
for fraud controls by his email dated 24th August 2023. Basis of this change is that
the agreed action mentioned on the audit log to make Internal Auditor responsible
for fraud controls is not in compliance with Internal Audit Charter as Internal Auditor
cannot be held responsible for a management responsibility - design,
implementation or operation of any control including fraud related controls.

Iltem 6.1 Page 7
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The procurement department together with the governance department have
configured the Attain system to record exercise of delegation of authority. This has
contributed to the improvement showing under procurement as validated
22 September 2023.

The Executive Leadership Team (ELT) has considered, and a business case has
been approved within the 2023/2024 Annual Budget for a new record keeping
system. The new system considers capturing published social media posts and
website notices as recommended in audit report. Also, training timeframes and a
new continuous improvement plan has been established for record keeping. Risk
assessments for identifying record keeping terms has also been established. This
has contributed to improvements showing under the record keeping as validated
22 September 2023.

A directive for the building permit process has been drafted and is ready for ELT
approval. This has contributed to improvements showing under the Building Permit
Application Process as validated 22 September 2023.

b) Issues that are yet to be closed:

There are 160 issues pending to close over various processes as of 22 September
2023 (173 as of 25 July 2023). The significant items which have been categorised from
“Not Started” to “In Progress” on this report include:

Consultation report on waste facility for quantifying rehabilitation provisioning;
Drafting directives related to building services;
Further strengthening record keeping controls; and

Initiating RFQ process for implementation of Risk Management.

c¢) Onerecommendation owner has not provided a status update for the request made by
SOA IA on 15 September 2023.

d) There are no serious Internal Audit concerns mentioned in the attached report.

Internal Audit

A summary of the progress on the implementation of internal audit recommendations is
provided in the following table.

Review of 2019 FMR o (o} 4 4 (o} (o} 4 4 (o] 4
Procurement 2 2 5 6 16 15 23 23 7 8
Risk Management 3] 3 12 12 4 4 19 19 15 15
Grants Management 10 10 o o 1 1 n n 10 10
Records Management [21] 2 2 3 6 10 7 15 15 5 8
Records Management [22] 7 10 6 5 19 17 32 32 13 15
Cyber Security 4 4 16 16 3 3 23 23 20 20
Item 6.1 Page 8
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Business Continuity,

Disaster Recovery and 20 21 3 2 3 3 26 26 23 23

Incident Management

Building Permit Application 4 8 1 o 21 18 26 26 5 8

Process

Contract Management (o] (o] 7 7 10 10 17 17 7 7

Fraud and Corruption 15 19 5 1 7 7 27 27 20 20

Payroll & HR 1 1 5] 5 2 2 8 8 6 6
Totals ‘ 68 80 67 64 96 87 231 231 131 144

17 recommendations have been completed since last reported to the Audit and Risk
Management Committee on 25 July 2023.

Financial Audits

A summary of the progress on the implementation of financial audit recommendations is
provided in the following table.

;ﬁ;gﬂ‘;ﬁ;’ 30 June 0 0 0 0 3 3 3 3 ) 0
Financial =30 June 2019 (o] o] 1 1 3 3 4 4 1 1
Financial - 30 June 2020 2 2 1 1 2 2 5 5 3 3
Financial =30 June 2021 7 8 2 1 (o] 0] 9 9 9 9
Financial - 30 June 2022 5 6 1 0 (o} 0 6 6 6 6
IT General Controls 2021/22 3 3 7 7 (o] 0] 10 10 10 10

No recommendations have been completed since last reported to the Audit and Risk
Management Committee on 25 July 2023.

Consultation

The relevant members of the Executive Leadership Team and Middle Management Group
were consulted on the progress of the outstanding actions on the Audit Log.

Moore Australia (up to 4 July 2023) and the Shire’s Internal Auditor have been provided
updates to the Audit Log and verified evidence provided to close actions.

Iltem 6.1 Page 9
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Strategic Community Plan
Shire of Ashburton Strategic Community Plan 2022-2032

Strategic 4. Performance - We will lead the organisation, and create the

Obijective culture, to deliver demonstrated performance excellence to the
community.

Strategic 4.6 Visionary community leadership with sound, diligent and

Outcome accountable governance

Strategy 3 Deliver best practice governance and risk management.

Council Policy

Nil

Financial Implications
Current Financial Year
Nil

Future Financial Year(s)
Nil

Legislative Implications

In accordance with regulation 17 of the Local Government (Audit) Regulations 1996, the
CEO is to review the appropriate and effectiveness of a local government’s systems and
procedures in relation to:

¢ Risk management,
¢ Internal control, and
e Legislative compliance.

The CEO is to report to the Audit and Risk Management Committee, the results of each
review.

Risk Management

Risk has been assessed against the Shire of Ashburton Risk Management Framework.

Inherent
Theme Risk Likelihood [Consequence|Risk Rating Risk Treatment
Compliance [Compliance failures |Possible (3)[Major (4) High (10-16)lmplement process
if areas identified for improvements as a
improvement are result of internal
not addressed. audits/external reviews
and provide regular
progress reporting to the
Audit and Risk
Management
Committee.
Iltem 6.1 Page 10
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Based on the inherent risk rating and risk treatments, the residual risk to the Shire is
considered to be high.

Voting Requirements

Simple Majority

Officer Recommendation

That with respect to Audit Log Status Update, the Audit and Risk Management Committee
recommends that Council, receives the updated Audit Log as detailed in Attachment 1.

Committee Decision
Moved Cr A Smith

Seconded Cr T Mladenovic

That with respect to Audit Log Status Update, the Audit and Risk Management
Committee recommends that Council, receives the updated Audit Log as detailed
in Attachment 1.

For: Crs K White, M Lynch, L Rumble JP, A Sullivan, A Smith and
T Mladenovic

Against: Nil
Carried 6/0

Iltem 6.1 Page 11
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6.2 Regulation 17 Review

File Reference CM52

Applicant or Proponent(s) Not Applicable

Author D Weerasingha, Internal Auditor
Authorising Officer D Kennedy, Director Corporate Services

Previous Meeting Reference | Ordinary Council Meeting 08 September 2020 - Item 9.2

Disclosure(s) of interest Author — Nil
Authorising Officer — Nil
Attachments 1. SOA Regulation 17 Review Report 2023
2. SOA Regulation 17 Review Report 2023 - Airport -
Confidential

Report Purpose

Council is required to review the attached Shire of Ashburton Regulation 17 Review report
(report).

The purpose of this report is to present the results of the Chief Executive Officer's (CEO)
review of the appropriateness and effectiveness of the Shire of Ashburton’s (Shire) systems
and procedures in compliance with Regulation 17 of the Local Government (Audit)
Regulations 1996.

Council is requested to receive the Regulation 17 Review report (refer to Attachment 1).

Background
Regulation 17 of the Local Government (Audit) Regulations 1996 prescribes as follows:

(1) The CEO isto review the appropriateness and effectiveness of a local government’s
systems and procedures in relation to —

(@) risk management.
(b) internal control; and
(c) legislative compliance.

(2) The review may relate to any or all the matters referred to in sub regulation (1)(a),
(b) and (c), but each of those matters is to be the subject of a review not less than
once in every 3 financial years.

(3) The CEO is to report to the audit committee the results of that review.

The last such review was carried out in 2020 by M/S AMD and was presented to the Audit
and Risk Management Committee on 8 September 2020.

Management of the Shire has requested Internal Audit (IA), as an independent party, to
carry out the review. Council adopted the Internal Audit Charter in accordance with the
International Internal Audit Standard 1000. The charter and Department of Local
Government, Sport and Cultural Industries (DLGSC) Operational Guidelines no. 9 detail the
Internal Auditor functionally reports to Audit and Risk Management Committee while
administratively report to CEO or his delegate.

Iltem 6.2 Page 12
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The use of third-party specialist reports was to leverage specialised expertise for informed
recommendations. The review was conducted in accordance with the established standards,
principles, and guidelines governing review practices.

Review tests and evidence are limited to Annexure 1 which provides factual findings
resulting from the review tests, while the main body of the report offers a general assessment
based on management information.

Due to the inherent limitations in any internal control structure, it is possible errors or
irregularities may occur and not be detected. Further, the internal control structure, within
which the control procedures that have been reviewed operate, has not been reviewed in its
entirety and therefore no opinion is expressed as to the effectiveness of the greater internal
control structure. It should also be noted that the review was not designed to detect all
weaknesses in control procedures as it was not performed continuously throughout the
period subject to review. The review conclusion and any opinion expressed in this report
have been formed on the above basis.

Comments

This report presents the findings of the comprehensive review of risk management, internal
controls, and legislative compliance within the Shire for the period of July 2020 to March
2023 (referred to as the "engagement period").

The scope of the review included an assessment of the Shire's significant business
processes. The review aimed to identify areas of good governance practices (refer to the
Review section of the report) and opportunities for performance improvement (refer to
Annexure 1 of the report) within each of these processes. To facilitate this evaluation, three
key rating criteria were applied.

Risk assessment of the theme: This criterion assessed the level of risk associated with
each risk theme. The risk assessments were informed by the Shire's 2022 risk assessment
and considered the subsequent control implementations.

Control assessment: The effectiveness of internal controls was evaluated based on audits,
assessments conducted during the engagement period, and other relevant assessment
tests.

Maturity of the process: The maturity of each business process was assessed based on
several factors, including the documentation of policies, directives, frameworks, procedures,
the regularity of reviews, the utilisation of computer applications, the segregation of duties,
and the corrective actions taken in response to audit findings and other assessment results.

For a comprehensive understanding of the rating criteria used in this assessment, please
refer to Annexure 2 of the report.

The review of risk management, internal controls, and legislative compliance for the Shire
has revealed both commendable governance practices and areas where enhancements are
required. The outcomes of this assessment will serve as a valuable resource for the Shire
in its ongoing efforts to enhance risk management, internal controls, and compliance with
legislative requirements.

This report provides a foundation upon which the Shire can strategically plan for
improvements and address identified issues. It is imperative that the Shire acts upon the
findings and recommendations contained in this report, to ensure the continued
effectiveness and efficiency of its operations. The summary provided below outlines the
ratings assigned to various areas and the number of identified improvement opportunities
during the engagement period, along with those that are pending completion at the end of
the engagement period.

Iltem 6.2 Page 13

Item 5.1.1 - Attachment 1 Page 17



Audit And Risk Management Committee Meeting Attachments 12 December 2023

Audit And Risk Management Committee Meeting Minutes 10 October 2023
S/N | Areas of review Ratings for Engagement Period No of | Audited
Risk  of | Control Maturity 82325 by
Theme Assessment | Assessment as of 25
of Process August
1 Assets Management and 3 SOA IA
Projects Management
2 Fleet 1 SOA IA
Waste Management 2 SOA IA
4 Natural Environment Related 1 SOA IA
Information
5 Workplace Health and Safety 1 SOA IA
6 Organisational Development 1 SOA IA
7 Swimming Pools 2 SOA IA
8 Caravan Parks 1 SOAIA
9 Community Grants and Gifts 1 SOA IA
10 | Onslow Airport 1 SOA IA
11 Risk Management 15 MA
12 | Legislative Compliance 1 MA
13 | Procurement 7 MA
14 | Grants Management 10 MA
15 Records Management 18 MA
16 | Cyber Security — 20 MA
17 | Business Continuity, Disaster | Moderate 23 MA
Recovery and Incident
Management
18 | Building Permit Application 8 MA
Process
19 | Contract Management Moderate | Adequate 7 MA
20 | Payroll and HR Moderate | Adequate 6 MA
21 | Fraud and Corruption Moderate | Adequate 20 MA
Total 149
IA- Shire of Ashburton Internal Audit
MA- Moore Australia
Iltem 6.2 Page 14
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Consultation

As per the Internal Audit Charter, the planning memorandum has been prepared and
discussed with the Executive Leadership Team (ELT) and approved by the CEO. Kick off
meetings were held with the relevant Director and process owners. After the audit execution,
an exit meeting was held with the process owners and directors. The draft report was
discussed with ELT and management comments were obtained from process owners and
directors. The final report was presented to ELT, where ratings and findings were discussed
in detail and the report was approved.

Strategic Community Plan
Shire of Ashburton Strategic Community Plan 2022-2032

Strategic 4. Performance - We will lead the organisation, and create the

Obijective culture, to deliver demonstrated performance excellence to the
community.

Strategic 4.6 Visionary community leadership with sound, diligent and

Outcome accountable governance

Strategy 3 Deliver best practice governance and risk management.

Council Policy
Council Policies » Shire of Ashburton
Nil

Financial Implications
Current Financial Year
Nil

Future Financial Year(s)
Nil

Legislative Implications

In accordance with regulation 17 of the Local Government (Audit) Regulations 1996, the
CEO is to review the appropriate and effectiveness of a local government’s systems and
procedures in relation to:

e Risk management,
e Internal control, and
e Legislative compliance.

The CEO is to report to the Audit and Risk Management Committee, the results of each
review.

Iltem 6.2 Page 15
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Risk Management
Risk has been assessed against the Shire of Ashburton Risk Management Framework.

Inherent
Theme Risk Likelihood |Consequence [Risk Rating Risk Treatment
Compliance [Compliance failures |Possible (3) [Major (4) High (10-16) [Implement process
if areas identified for improvements as a
improvement are result internal/ external
not addressed. reviews and provide

regular progress
reporting to the Audit
and Risk Management
Committee.

Based on the inherent risk rating and risk treatments, the residual risk to the Shire is
considered to be medium.

Voting Requirements

Simple Majority

Officer Recommendation

That with respect to the Regulation 17 Review, the Audit and Risk Management Committee
recommends that, Council, receives the Shire of Ashburton Regulation 17 Review Report
as detailed in Attachments 1 and 2.

Committee Decision
Moved Cr L Rumble JP

Seconded Cr A Smith

That with respect to the Regulation 17 Review, the Audit and Risk Management
Committee recommends that, Council, receives the Shire of Ashburton Regulation
17 Review Report as detailed in Attachments 1 and 2.

For: Crs K White, M Lynch, L Rumble JP, A Sullivan, A Smith and
T Mladenovic

Against: Nil
Carried 6/0

Iltem 6.2 Page 16
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7 New Business Of An Urgent Nature Introduced By Council
Decision

Nil

8 Next Meeting

The next Audit and Risk Management Committee Meeting will be held at 8:30am on
Tuesday, 12 December 2023 at Council Chambers, Onslow Shire Complex, Second
Avenue, Onslow.

Prior to the close of the meeting, the Internal Auditor gave a presentation on the status of
the Internal Audit Log, the Regulation 17 Review process and progress on the Strategic
Internal Audit Plan 2023/2024.

Cr J Richardson joined the meeting at 8:50am.

9 Closure Of Meeting

There being no further business, the Presiding Member closed the meeting at 8:57am.

ltem 6.1 Page 17
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INTERNAL AUDIT REPORT TO ARMC

STATUS OF AUDIT LOG AGENDA PAPER
SHIRE OF ASHBURTON
20 November 2023

Page | 1 Internal Audit — Shire of Ashburton .
shire of Ashburton
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Recommendation
Audit and Risk Management Committee (“ARMC”)

e note the status of the Shire's Audit Log, including Not Started, In-Progress and
Overdue recommendations (Please refer annexure 1- Table 1, 2 and 3 under audit log
section) and supported full Audit Log attached; and

¢ note the status of the High-Risk and Overdue recommendations per audit topic and
status of each recommendation. (Please refer annexure 2)

Introduction

Internal Auditor (SOA IA) has conducted follow up internal audit on audit log covering
findings reported by internal audits and auditor general of WA. This report covers from 22
September 2023 to 20" November 2023.

Executive Summary
Within this report we have provided the following for your information:

a) 29 actions were added to the audit log resulted fromm Regulation 17-2023 review.
Improvement actions were agreed with the respective process owners. Issues were
risk rated based on risk ratings assigned to the risk themes in the risk assessment
2022.

b) Issues that have been closed since last report includes 9 issues identified in regulation
17-2023 review, which was dated 31t March 2023, as below:

e An issue identified with airport not including Electrical Inspection 2022 on Airport
audit log, has been closed by Airport including such report in their audit log and
start monitoring;

e Anissue of not having comprehensive compliance monitoring framework has been
closed by implementing Attain system which alert, monitor and record compliance
and related controls;

e An issue of not conducting internal audit over regulatory compliance has been
closed scheduling an internal audit in 2024/2025 audit plan;

e An issue of not reviewing/ updating assets management plans since 2017 by
development of Strategic Assets Management Plan (2023-28) and individual Assets
Management Plans using an external consultant - M/S Assetivity, RFQ02.23 issued
January 2023;

e An issue of not using Communication Request Form when regulatory services
department request public announcements to publish on website, social media etc
by implementing such form;

e An issue identified with chemical storage of Tom Price swimming pool by re
arranging and tidying up as the first step towards reviewing layout and ladling
cabinets per Australian standards of chemical storage;

e An issue identified with Onslow caravan park of expired fire extinguishes and tags
by replacing 9 fire extinguishers;
c) Issues that have been closed since last report includes 2 issues identified in previous
internal audits (2020-2022 Internal Audit Plan) as below:

Implementing fraud and corruption related e-learning module for entire staff and
including fraud and corruption related question in the exit interview form.

Page | 3 Internal Audit — Shire of Ashburton .
shire of Ashburton
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d) Issues that are yet to be closed.

There are 181 issues pending to close over various processes as of 20" Nov 2023 (164
as of 22" Sep 2023). The significant items which have categorised from “Not Started”
to “In Progress” on this report in relation to:

e Review/ Develop of Fraud and Corruption Control Plan by Financial Audit
Controller in compliance to AS 8001:2027;

e Draft developing fuel consumption monitoring worksheet by manager Fleet;

e Reviewing landfill inspection checklist and regularise the filling of it by
manager Waste Services;

e Starte brainstorming and discussions on succession planning and retention
strategy by manager Organisational Development;

e Further improving Building Permits related directive;
e Working towards ISO 45001 certification;

¢ Developing a directive in relation to gifts/ volunteer of the month process by
manager Community Services; and
e Developing a compliance checklist to capture compliance related inspections
requirements by manager Airport Services.
e) Below table shows the responses received by internal audit for the request sent on
13t November 2023 requesting updated status:

S/N | Position Response Status

1 Manager Governance Received

2 Manager Finance Pending

3 Manager ICT Received from Director Corporate Services
4 Executive Manager LPRS Received

5 Senior Procurement Officer Received

6 Manager Organizational Development | Received

7 Manager Fleet Received

8 Manager Communities Received

9 Manager Facilities Received from Director Community Development
10 Manager Assets and Programming Received

1l Manager Waste Services Received

12 Manager Airport Services Received

13 Swimming Pool Coordinator Received

Serious Internal Audit Concerns

None

Audit Log

Within this report we have provided the following for your information:

a) Summary of the log relating High-Risk and Overdue (Please see annexure 1)
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Annexure 1- Summary Audit Log Status
Table 1: Status of Audit Log Items per Internal Audit Topic

Review of 2019 FMR 0 0 4 4 0 0 4 4 4 4 1 3 0 1 3 0
Procurement 2 2 5 5 16 16 23 23 7 7 2 5 0] 2 4 0
Risk Management 3 3 12 12 4 4 19 19 15 15 4 7 4 o 3 2
Grants Management 10 10 [0} 6] 1 1 n m 10 10 (o] 6 4 o (] (o]
[R;fords Management 2 2 3 3 10 | 10 15 15 5 5 2 3 0 2 2 )
erﬁords Management 7 7 6 6 1 | 1 32 2| 13| 3 0 13 0 0 10 o
Cyber Security 4 4 16 | 16 3 3 23 23 | 20 | 20 8 12 0 8 12 )

Business Continuity,
Disaster Recovery and 20 20 3 3 3 3 26 26 23 23 (o] 23 0 o 10 (o]
Incident Management

Building Permit

e 3 4 2 1 21 21 26 26 5 5 (o] 5 (o] (o] 5 o
Application Process
Contract Management (0] 0] 7 7 10 10 17 17 7 7 2 5 o] 2 1 (o]
Fraud and Corruption 9 15 8 5 10 7 27 27 17 20 8 9 (0] 3 2 (]
Payroll & HR 1 1 5 5 2 2 8 8 6 6 3 1 2 o 1 2
Regulation 17-2023 8 N/A 12 N/A 9 N/A 29 N/A 20 N/A n 5 4 o 2 4
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Table 2: Status of Audit Log Items per OAG Audit

Financial - 30 June

2016/17/18 o 0 o] o] 3 3 3 3 o o] o (o] o (o] o o
Financial - 30 June

2019 o 0 1 1 3 3 4 4 1 1 o 1 o [}] 1 o
Financial =30 June

2020 2 2 1 1 2 2 5 5 3 3 (o] 2 1 (o] 2 1
Financial =30 June 7 7 2 2 o | o 9 9 | 9| 9 5 4 0 2 2 0
2021

Financial - 30 June

2022 5 5 1 1 o ] 6 6 6 6 3 2 1 3 2 1
IT General Controls

202122 3 3 7 7 (o] 0 10 10 10 10 1 9 o 1 7 o

‘ Totals ‘ 17 17 12 ‘ 12 8 8 ‘ 37 37 29 29
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Table 3: Status of All Audit Log Items

Internal Audit

17 17 12

OAG

Summary of All ltems
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Annexure 2 - High-Risk & Overdue recommendations

Please see next page
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SOA IA 20 Nov 2023

Date of Report

22-pr21

Auditor

Moore
Australia

Audit Topic

Review of FMR

Shire of Ashburton

Finding Title

Bank
Reconcillations

Recommendation

/4. Bank Reconcillations Review and update
[systems to faciltate compliance with the
Finance Manual and agreed documented

Recommendation Owner

Manager Finance.

Management Comment in Report

[To be addressed by EOM April 2021.

Current Review Date:

Agreed Action

Evidence of reviews undertaken

Overdue Status

Overdue

Client Progress Update

[Progress update as at 2 May 2022
128 February 2022

Moore Australia / SOA IA Comment

12 June 2022: Meeling request sent to
RO to discuss the evidence required to
the

[Prior period
[Pric

in order to
bank reconciliations up to
(date with a significant reduction in

wal to be updated in
lconjunction with the commencement of the.
Inew system.

Status - Ongolr
[Progress Update: Prior period bank.
reconciliation issues are being addressed
land cleared in order to bring Council's bank|
reconciliations up to date with a significant
reduction in outstanding items. Bank
[Reconcillation tasks for al the Shire's bank
lacoounts have been incorporated in end of
imonth inancial checkiist. Currently Bank
[Reconciliations are performed manually
/and via excel. An upgrade to Ihision Altus
[Bank Reconciliaions is schedule 1o be
implemented in 2021/2022 Finance Manual

Status After Assessment

In Progress

22-npr21

Moore
Australia

Procurement

Documented
Policies &
Procedures

/6. Documented Policies and Procedures Create

lcheckists for tasks and controls noted within
|documented policies and procedures to assist
lwith and to evidence compliance

Manager Finance

[To be implemented

Examples of checkiists
(completed.

[Progress Update: Staff are currently
reviewing new procurement systems to be
implemented in 2021/202. The system

12 June 2022: Meeling request sent o
RO to discuss the evidence required to
finalse the implementation of the

landlor evelopment of various council
policies, processed and directives, that will
e inbuiltinto the system to ensure
lcompliance. Additional review of
ransactions associated with Muzzy’s is
loccurring with key stakeholders set to meet|
in the near future to resolved issues raised.
Status

(Ongoing

In Progress

22.npr21

Moore
Australia

Procurement

Variations,

8. Variations Update KCA 10 Purchasing,
(Creditors, Procurement and Payments to
provide for current requirements in refation to
\variations and approvals.

Manager Finance

Overdue

[8June 2022: Renae Lynch - This

[Frogress Update: The induction of new
systems impr

the overall

lprocess including the review of policies and|
directives as identiied by the reviewer. A
Inew procurement platform is currently
lbeing investigated which will include the
ability to in-buid shire requirements and
reflect the shire's workfiow for variations.
[Update — September 2021. Upgrade to
|Altus included in 2021-2022 budget, which
Imay include upgrade to Altus procurement
|/ Contract Management.

- Taryn Dayman.

In Progress

22-Apr21

Moore
Australia

Records
Management

Language
Control

(64 Language Control Review, improve and
update the systems and controls for language
[control within record keeping systers.

Manager Goverance

oM
12021

Tow
language control in systems.

Overdue

[SOA 1A 25 Aug 2023
|A direciivelprocedure will be developed in
Q4 of 2023/2024. Records projects have
lbeen prioritised to ensure readiness for
relocation

[SOAIA 25 Aug 2023
In Progress.

128 Feb 23,

the new Administration Building is being
buit,

28 Fob 23:
Improvements/standardised nari

lconventions are being implemented across
[tne Shire's records management system. A
[documented approach will be considered in

|As per client pd
in Progress.

records management system.

In Progress

22-Apr21

Moore
Australia

Records
Management

Language
Control

[65. Language Control Consider review of
historic records to identify any high risk
|considerations which require examination and
updates for compliance with approved record
keeping practices.

Manager Govemance

2021,

Overdue

[SOAA25 Aug 2023
[This project will take approximately 2 years
o complete.

128 Feb 23:
|A review of historic records is currently
lbeing undertaken. As par of his review,
Inaming conventions are being
standardised to allow for documents to be

[SOATA 25 Aug 2023
Iin Progress.

128 Feb 23;
|As per client progress update.
in Progress.

In Progress

105

01-Nov-22

Moore
Australia

lsupporting procedures that align with the WA

Operational
Procedures

01-Nov-22.

Moore
Australia

Cyber Security

Cyber Security

|Australian Government Information Security

Ensure the Cyber Security Framework and

Supporiing
Operational

by the CEO, Executive Leadership Team or the
relevant delegated authority

Manager ICT

[Agreed

Develop d
with the WA

that align with

WA Government y
the Australian Government Information
il

|Australian Government Information Security
il

Overdue

125 July 2023 SOA IA - No progress

update
18 February 2023: Cybersecurity
Framework is currently being drafted.

In Progress

Manager ICT

Have

[Agreet
lendorsed by the ICT
[Executive Leadership Team

Leadership Team

Overdue

25 July

lupdate.
8 February 2023: Cybersecurity
Framework is currently being drafted

In Progress

107

01-Nov-22

Moore
Australia

Cyber Security

Cyber Security

Ensure the Cyber Security Framework and

‘Supporting
Operational
Procedure:

by the CEO, Executive Leadership Team of the
relevant delegated authority

Manager ICT

[Agreed.

lprocedures approved
(Corporate Services.

Overdue

125 July 2023 SOA IA - No progress

update
8 February 2023: Cybersecurity
Framework is currently being drafted

In Progress
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SOA IA 20 Nov 2023

Shire of Ashburton

Current Review Date:

Datoof Report  Auditor  Audit Topic  Finding Title Recommendation RiskRating  Recommendation Owner Management Comment in Report Agreed Action Overdue Status Client Progress Update Moore Australia/ SOAIA Comment  Status After Assessment
Cyber Securtty_[Communicals the framework and supporiing [Agreed. Gommunicate the framework and__[Communicale the ramework and supporiing [25 July 2023 SOAIA - No progress
ramework and |operating procedures o alstaffwitin the staff within the Jupdate
108 | ONovz2 | 0% | CyperSecurty | Supporting organisaton Manager (CT |within the orgarisatin; organsation; 8 February 2023 Cypersecurty n Progress
perational Frameworkis currenty being drafled
Procedures
Cyber Socurity_[Gopies of he framework and operaiing [Agreed.Gopies of the [Copies of e 25 5y 202 Som A o pogress
Moore loperating fable and
109 | ornovzz | Meore Supporing " Manager (T oasiy accasito (o taffand lovant Overduo o Feruary 2025 Cypersecurty In Progress
Operational  [induction and ongoing basis ongaing basis; basis: Frameworkis currenty being drafled
cecures
Gyber Securiy Tevewing nd [Rgreed. Establish @ program of reviewing g Ty W SOATA- o rogers
1o | otNovzz | Mo | cyporsocury | Supporting |years Manager ICT y Overdue [ Feonuary 2025 Cybersecury In Progress
Operational Framework is currentl being crafted
Procedres
Vanagemont of |ESBISh a removeatie media arangemen or [Agres i part_ Optons wil need to be [Agres Tn part Optons wil need o be 25 July 2023-5111 1o be determined /25 July 2073 SOATA - Remains In
olicy thatoutines the Shires expectation on the discussed with ELT. (discussed with ELT
use, handing and protection of emovable o Feomary 2023 Cporsecurty
N g L i anager T amn e Y e (3t
& Trusted isidor
Program
Vanagementof [ESGBIEh arangements o reniorng [Rgree n part Op be [Agres Tn par. Optons wil need o be [25 July Z025-Si 25 July Remains In
unauthorised data access and excessive use of ELT. (iscussed wit ELT. Progress
removable med
w7 | otdovaz | M9 | Cyper oy | doces USB ansger T prighs Overse o Ferary 2028 Cyprsecuty (o
e ) Framework is curretl being crafted
Program
Gevelop and implement comprehensive = 50 203 [SOAIAZS Oct 2023
Contract ¢ Forwarded to WHS Consultant and In Progress
Directve Directive Financia Audit Coniroler for
commentirview. [SOAIA 25 Aug 2023
In Progress
Sep 2023
includes processes such as, but not limited to orat vesenttoDiectorCommunty | SOAIA 25 July 2023
-Regular and structured performance reviews; Senices for review, Deputy CEO cedin  |Remains in progress.
-Formal documentation requiremans for
performanca review moetings and 12023 iy
|communication with suppliers; 25 Aug 2023 Remains in progress.
Monitoring and resoling non-compiiance or Directive & Procedure is being developed.
poor coniract performance with contract in Draftstago. ot fo be approved by 023 My 23:
onvactang |ondilons: and Director boforo ELT approval - Foedback | Remains n progress.
-Mechanisms to ensure consistent processes to [rom staf rocened.
Moore | Conract Supplier
16 | ozDeczz | enre | O e Overdue 12023 orl 27 In Progress
Perornance - assessed and recorded i  fnal v 25 July 2023- Remains in progress.
racive & Procedur s b devopr
in Draft stage.yet fo be approved 128 March 23: Shiroin process of
Ditacor wrs ELT apora o asibac | doelophyposedutos ond Dreci
as yo.
2023 uly
Directive & Procedure i being developed,
in Draft stage, yet to be approved by
Director before ELT approva. No fesdback
as v,
2025 My 25
Drecivo & Proedur s bng dorioped.
" 25 Oct 2023 oA z0%
o determine whether the cumulative effect of St investigatng Software, ICT Group _n Progress
\variations requires a separate procurement s, Tat
process Jand rteniion monies Jand retention monies b v 2023
In Progress
22 50p 2023
Stilinvestigating Software, ICT Group | SOAIA2S July 2023
oping th DS
incorporate Contract Management.
12023 Juy 4
125 Aug 2023 Remains in progress.
(Coniract Management Software solutions
ors sl g ke . tho meantime (2023 ey 23
request to used Conlract Management | Remains in progress.
Contract Gontract . Forme 510 b spproved by LT, Fasdback )
1oz | ozDecz2 | Moo | Comeel | Comect Senior Procurement Offcer Overdue recei 12023 April 27: In Progress
Remains in progress.
25 July 2023-
(Contract Management Software solutions (31 January 2023:
requestto used Contract Management
[Forms is o be approved by ELT. No
feecback as yet.
2023 July 4:
(Conlract Management Software solutions
oro sl boingacked . n o moanime »
request to used Confract Management
[Forms s to be approved by ELT. No
[feedback as yet.
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SOA IA 20 Nov 2023

DatoofReport  Auditor  Audit Topic

Shire of Ashburton

Finding Title Recommendation Risk Rating

Recommendation Owner

Management Comment in Report

Current Review Dat

Agreed Action

Overdue Status

Client Progress Update

Moore Australia / SOA IA Comment

[All outdated poliies and procedures should be, [Outdated Public terest Disclosure (Outdated Public nerest Disclosure SOA1A 25 Aug 2023 [SOAIA25 Aug 2023
reviewed and updated to reflct better practice informaton and related poiicies and information and related poficies and The Gratity Policy and Risk Management Transferred to In Progress
Oudated Publc [and compliance requiremonts: procedures (o bo reviowed procadures to be reviewed Policy were reviewed by Council on
Intrest 1311212022 EP16 Grievance
Moore Disclosure Investigations and Resolution was repealed;
200 01-Feb-23 Australia | Corruption FY22 | Information and Manager Governance by Council on 8/11/2022 and is currently
Jated Policies oeing converted nto a Directive. The Public
and Procedures Interest Disclosure information on the
[wobsite and Authrisations Registor are
curently under review.
Moore Duplicate | Cheque processing should be closely monitored i
215 | ouFeb2s | e | PN 7| Cheque /ERT fand reviewed by management o ensure that Manager Finance. po ing “Invoices” and s 9 *and Overduo
References i cludir |documented in the finance mant i
Moore | Fraudand | Exponditure | VaNSacton without descriptons, including /An audit of the identified transactions o be _An audit of the identiied transactions (o be
21 | orrepas | Meore | Frawdand | 9GS g ones idenified through is audt, should be Manager Finance lconducted to confirm no fraudulent and (conducted o confirm no fraudulent and Overduo
ption ransactions e " o

Status After Assessment

In Progress

Not Started

Not Started
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SOAIA 20

No

Date of Report

Auditor

NOV 2023

Audit Topic

Shire of Ashburton

Finding Topic

Recommendation

Management Comment in Report

Current Review Date:

Agreed Action

Client Progress Update

Moore Australia/ SOA IA Comment

Status After Assessment

We recommend that a fll review of the fullasset
roup to ensure compliance with accourting pol
and recognise the elevant depreciation expenses in
22,
Incorrect
16 | 304un21 a6 Financlal | jepreciation rates Not tarted
[The Shie should ensure that all valuations are Tad not been ad not been SOA A 25 Aug 23 SOAIAZ5 Aug 23
reviewed and processed inthe financial report n the included n prior financial years, despite having a [included in prior financia years, despite having a [ASK (Consultan) issued TOM PRICEAND [Thansfere to In Proress
financial year which they relate to. report in 2017 from an independent valuer. |report in 2017 from an independent valuer. [PARABURDOO LANDFILL: CLOSURE COST
has now be s [ESTIMATE dated 27 June 2023
2019.nd 2019 and 2020)
financial years. financl years.
isnow|
N - . Rehabiltation g s s |52t th endfancalvear roces.foming o e end of rancyear rces e o
provision
Cinternal = ST[25 July 2023 SOATA -
[Document,review, approve and implement an ocument 1o b reviewed. Regularly reoccuring task has |Progress
ccess management policy that should include: 1 plans, incluing €y include: Jeen set
o Onboarding & offboarding o users, including into the , including
privileged and generic accounts i
o Generic account management i
SYnergySoft o yser access review requirements. Synergysoft. o
2 | sown2 0a6 e Financal _JEnsure new user provisions are adequately Manager iCT d a Overdue nProgress
documented and appropriate management
Management i received before account creation approval i received before account creation
[Regularly review user access to the SynergySoft [Regularly review user accessto the SynergySoft
application o ensure terminated users are disabled application to ensure terminated users are:
imely. disabied tmely.
Ensure SoD requirements and controlsare: ensure 50D requirements and controls are:
appropriately defined and implemented for the appropriately defined and implemented for the
[The Sie should consider mplementing s part of T
the preparation of inancial statements a formal s in place from time to[of
robust process to determine whether ndicators eist ofany
annual, that would tigeer a requirement Iy that would trigger a
perform a formal revaluation of Infrastucture, land carrying amount. requirement to perform a forma revaluation of
and buiding assets. Where indicators exist a robust requirements Where
foir value assessment should be performed capturing i
the requirements of AASB 13 Fair Value revaluations n the 2023 Financil year. should be performed capturing the requirements
[Measurements. This process s to ensure that the Process to be determined for the AASB 13 foir [of AASS 13 Fair Value Measurements. Tis
Shires infrastructure,land and builings assets are Iy for
recoded ot fair value in compliance with AASB 13 future years infrastructure, land and buildings assets are
Fair Value of e value Measurement and the Reulatons. recoded ot far value in compliance with AASB 13
" d P FairValue Measurement and the Regulations.
29 | 0wz 0a6 Financial [and buid or notthey Manager Finance i may entail obtaining relevant input from an Overdue Not tarted
Frequency of - |consider there are any prevailing market factors independent valuer as to whether or ot they
Valuations. |uhich may indicate that th far value of relevant consider there are any prevailing market factors
assets i likely to have been impacted to any [which may incicate that the fair value ofrelevant
sgnifcant / material extent from the prir year. assets s likely to have been impacted to any
ai value assessment has been performed sgnificant / materia extent from the prior v,
internally the Shire may consider having this Where o fir value assessment has been
10 obtain assurance over the valuation methodology aving ths assessment peer reviewed by an
applied, inputs and the reasonableness of the independent valuer to obtain assurance over the
valuation model appiied. [vluation methodology appiied, inputs and the
reasonabeness of the valuation model appled.
[T Shire should review the asset management A eror
Recognition of _|proeedures to ensure timely recording of newly hi
reciation of _[acduired assets and ensure accuracy of records in from the actual
0 | 3022 06 Financial | e o Al Manager Finance  kition date. o Overdue Not tarted
assets additons [acauisition records. end ofye end of year toensure
accuracy of ad
The Shire should conduct full review of the FAR to Aol Tates wil be Toll review of the FAR
verfy that the depreciation ates are consistent with conduction n FY23 and willutilse the 1o verify tha the depreciation rates are
51| s0mn2 ore Financial Fixed ASSet e shie's depreclation poicy. The review should . June G Not started
2023
and valuation will form a major partof the [t asset’s useful fe.
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12 December 2023

JAIA 20 Nov 2023

Shire of Ashburton

Current Review Date:

Auditor Audit Topic Finding Title Recommendation Risk Rating Recommendation Owner Management Comment in Report Agreed Action oé’; r:]n;e Client Progress Update Moore Australia / SOA IA Comment i;:t::sf"f:;
Fraud and Review, update, approve and implement the Fraud Review and implement the draft Fraud and Review and implement the draft Fraud and 20 Nov 2023 SOA IA 20 Nov 2023
01-Feb-23 Moorel Fraufi and Corruption Control |and Corruption Control Plan; Medium Director Corporate Services Ccrrruptlf:n Control Plan in line with appropriate Corruptlgn Control Plan in line with appropriate Not Due ARMC adopted a F&CCP in 2019. Financial Audit Controller currently updating [Changed to In progress In Progress
Australia | Corruption FY22 Framework accounting standards, to be approved by ELT. accounting standards, to be approved by ELT.
Limitations
Fraud and Draft, approve and implement a Fraud and Identified corporate documents, i.e Financial Identified corporate documents, i.e Financial 20 Nov 2023 SOA IA 20 Nov 2023
Moore Fraud and Corruption Control Corruption policy and procedure; Manual, to have reference to the Fraud and Manual, to have reference to the Fraud and ARMC adopted a F&CCP in 2019. Financial Audit Controller currently updating | Transferred to In progress
01-Feb-23 Australia | Corruption FY22 Ferework Medium Director Corporate Services |Corruption Plan, policy and procedures as Corruption Plan, policy and procedures as Not Due In Progress
P Limitations required. required.
Uilies) AVETGHESS Training and Induction programs should include Develop and implement a Fraud and Corruption Develop and implement a Fraud and Corruption 20 Nov 2023 SOA IA 20 Nov 2023
and Training for Fraud and Corruption; training program. training program. Online Fraud & Corruption Training Module added to the Shire's Corporate Transferred to Validated
01-Feb-23 Al:jl;s:lia COrFrLal:ii:[;dyzz Ethics and Fraud Director Corporate Services + Manager Organisational Development Closed Training Library and scheduled for all staff to complete periodically. Valldatelt/i\by SOA
P and Corruption
Control
Consider designing the Exit Interview Exit interviews objectives to be referenced in the |Exit interviews objectives to be referenced in the 20 Nov 2023 SOA IA 20 Nov 2023
Moore Fraud and Exit Interview  [questionnaires to include questions that help Fraud and Corruption Control Plan. Fraud and Corruption Control Plan. OD were asked to add this to Exit interview questionaire. Transferred to Closed Validated by SOA
01-Feb-23 Australia | Corruption FY22 Process identify and detect potential Fraud and Corruption Director Corporate Services Closed OD confirmed adding the question related to farud in exit interveiw email dated A
Opportunities  |risks the terminated staff may be aware of; 22 Nov 2023
IA agreed to recommend to review or develop an To produce Strategic Asset Management Plan Review/ Develop Strategic Assets Management Nov 2023 SOAIA 20 Nov 2023
Asset Management asset management strategy and plans aligned to 2023-2028, RFQ02.23 issued January 2023, PO  |Plan Developed-Synergy Record No #23109396 Transferred to Completed. Waste and Airport
10-Oct-23 SOA IA Reg 17-2023 | Strategy and Asset the new SCP. Manager Asse_ls and issued March 2023 to Assetivity Closed are developed as separate SBUs- Per the Validated by SOA
Management Plans BRd=nnd understanding by Assets Management 7
1A agreed to recommend to review or develop an To produce Strategic Asset Management Plan Review/ Develop Assets Management Plans for Nov 2023 SOA IA 20 Nov 2023
Asset Management asset management strategy and plans aligned to 2023-2028, RFQ02.23 issued January 2023, PO |each assets class covering all aspects of assets Developed-Synergy Record No #23109396 Transferred to Completed. Waste and Airport
10-Oct-23 SOA IA Reg 17-2023 | Strategy and Asset the new SCP. Manager Assgts and issued March 2023 to Assetivity management Closed are developed as separate SBUs- Per the Validated by SOA
Management Plans Programming understanding by Assets Management 1A
IA agreed to recommend monitoring consumption The Fleet Department are in the process of Implementation of Fleet Fuel consumption 20 Nov 2023 SOA IA 20 Nov 2023
10-Oct-23 SOA 1A Reg 17-2023 Fuel stock on 'regular basis and record the monitoring and Manager Fleets ping a sep i to gapgure this | monitoring Not Due Excel spreadsheet in progress. Transferred to In progress In Progress
actions taken based on results. data effectively for consumption monitoring.
IA agreed to recommend that management review IA agreed to recommend that management review [An internal review will commence of the checklist 20 Nov 2023 SOA IA 20 Nov 2023
10 Landfill inspection |the checklist for adequacy and ensure compliant Director Infrastructure and  |the checklist for adequacy and ensure compliant (and undertaken a SWOT analysis of the 2010 Checklists have been reviewed, formal feedback and assessment is ongoing | Transferred to In progress.
-Oct-23 SOAIA Reg 17-2023 " ! . N . . ) X " " N . Not Due . In Progress
checklist recordkeeping practices are in place. Manager Waste Services  |recordkeeping practices are in place. checklist vs the outlined condensed version that is for next stage. GAP and SWAT analysis
in application now
Landfill inspection IA agreed to recommend that management review Director Infrastructure and IA agreed to recommend that management review |Regularise recordkeeping for checklist 20 Nov 2023 SOA IA 20 Nov 2023
10-Oct-23 | SOAIA Reg 17-2023 " the checklist for adequacy and ensure compliant . the checklist for adequacy and ensure compliant Not Due  [Ongoing, all new checklists are going into the digital filing system location Transferred to In progress In Progress
checklist . N . Manager Waste Services . . .
recordkeeping practices are in place. recordkeeping practices are in place.
IA agreed to recommend that appropriate record Regulatory Services has agreed to implement the |Implement the use of the Communications 20 Nov 2023 SOA IA 20 Nov 2023
keeping needs to be implemented to record all use of the Communications Request Form located |Request Form located on AIMS Forms implemented Validated
Natural events pre-|information communicated to community. Also, the on AIMS and to record each request on a d db OA
10-Oct-23 SOA IA Reg 17-2023 information to  |Communication Request Form needs to be Manager Regulatory Services [spreadsheet and record into Synergy on an Closed 25 Oct 2023 SOA IA 25 Oct 2023 -
community completed to request any communication on Shire appropriate file set up for the purpose. In progress, Media Request Forms to be used when required, none to date Transferred to in progress (Media Request
website and social media. Form is already in use)
IA recommends that effective succession planning The Shire’s Recruitment and Retention Strategy is [ The Shire’s Recruitment and Retention Strategy is 20 Nov 2023 SOA IA 20 Nov 2023
Sl and retention strategies be implemented, and due for a review, which is scheduled for Q3 (Jan — [due for a review, which is scheduled for Q3 (Jan — Focus group established, meeting on 24/11 to commence update procedure | Transferred to In progress.
lanning and | Programs be conducted towards improving the e March) for the 2023/24 year. The majority of March) for the 2023/24 year. Team email communication was verified
10-Oct-23 SOA IA Reg 17-2023 P 9 organisational maturity. Medium 9 g recommendations as outlined in this strategy Not Due |25 Oct 2023 In Progress
retention of Development ) . )
employees document and as endorsed by our CEO, have Recruitment and Retention Strategy review due Jan-March 24 only. SOA IA 25 Oct 2023
since been implemented. Not started
IA agreed to recommend that chemical storage IA agreed to recommend that chemical storage Chemical storage tidy up has been addressed and 20 Nov 2023 SOA IA 20 Nov 2023
Chemical storage layout be reviewed as per Australian standards layout be reviewed as per Australian standards the old chemicals have been disposed as per AS Chemical storage tidy up has been addressed and the old chemicals have Validated dated by SOA
10-Oct-23 SOA IA Reg 17-2023 of swimming pools and WHS regulations. It is also recommended to Low Swimming Pool Coordinator |and WHS regulations. It is also recommended to  |standards. Closed been disposed as per AS standards.
keep the chemical storage clean and tidy. keep the chemical storage clean and tidy.
IA agreed to recommend that chemical storage Chemical storage tidy up has been addressed and | The layout of chemical storage will be reviewed 20 Nov 2023 SOA IA 20 Nov 2023
layout be reviewed as per Australian standards the old chemicals have been disposed as per AS |per AS Standards and each cabinet/block will be In regard to signage and labelling each chemical, my plan is to get signs made [Transferred to In progress
and WHS regulations. It is also recommended to standards. The layout of chemical storage will be |tagged by end of October. up and once arrived put them up in respected areas. | am estimating this will
Elicril SEREED keep the chemical storage clean and tidy. reviewed per AS Standards and each be done in 3 weeks time as the signs need to be made.
10-Oct-23 SOA IA Reg 17-2023 of swimmin pogls Low Swimming Pool Coordinator |cabinet/block will be tagged by end of October. Overdue In Progress
9 In the meantime | will print out labels and place them where the chemicals are
located. (Email by Kaine Bartley)
IA agreed to recommend that the management Noted. Service contract procedure is drafted to Service contract procedure is drafted to ensure 20 Nov 2023 SOAIA 20 Nov 2023
review all the fire extinguishers regularly and take ensure moving forward no areas are missed when |moving forward no areas are missed when service The procedure was adopted (Director Community Development email dated 20 | Procedure was observed. Transferred to
actions to update the tags to avoid potential non- service inspections and defect works are carried  |inspections and defect works are carried out. Nov) Completed.
Fire extinguishers compliances. IA also recommends that out. Manager Facilities will take actions to replace
10-Oct-23 SOA IA Reg 17-2023 in Onslow Ocean do9um§ntatlon of sennclng(renewal of fire » ey Manager Facilities tags or renew fire extmgul.shers as appllcable._ Closed dated by SO
View Caravan Park extinguishers are shared with both the Facilities Caravan Park Manager will ensure the corrective
Manager and Caravan Park Manager to ensure actions are completed.
servicing and maintenance of fire extinguishers,
signage and tags.
IA agreed to recommend that the management Noted. Service contract procedure is drafted to Manager Facilities will take actions to replace tags 20 Nov 2023 SOA IA 20 Nov 2023
review all the fire extinguishers regularly and take ensure moving forward no areas are missed when (or renew fire extinguishers as applicable. Caravan New barcodes and yellow tags for the 9 extinguishers in OVCP email dated 21 |Transferred to Completed based on Photos and
actions to update the tags to avoid potential non- service inspections and defect works are carried  |Park Manager will ensure the corrective actions Nov by Roxanne John Barcodes photos provided by Roxanne john
Fire extinguishers compliances. IA also recommends that out. Manager Facilities will take actions to replace |are completed.
10-0ct-23 SOA IA Reg 17-2023 et vt dorfume_ntatlon of serwcmg(renewal of fire - e Caravan Park Malrllgger & |tags or renew fire extmgul_shers as appllcable._ Closed dated by SOA
Vit CavED Bk extinguishers are shared with both the Facilities Manager Facilities Caravan Park Manager will ensure the corrective
Manager and Caravan Park Manager to ensure actions are completed.
servicing and maintenance of fire extinguishers,
signage and tags.
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Assessment

Overdue
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Audit Topic Finding Title Recommendation Risk Rating Recommendation Owner Management Comment in Report Agreed Action Client Progress Update Moore Australia / SOA IA Comment

22-Apr-21

Moore
Australia

Review of FMR

Fixed Asset
Register

reviews of the Fixed Asset Register and

reconciliations are undertaken and maintained as

required by documented procedures.

1. Review systems to ensure practices for routine

Medium

Manager Finance

Review of Finance Manual to be undertaken by
EOM May 2021.

Provide evidence of reviews undertaken on the
Fixed Asset Register.

Overdue

Progress Update as at 2 May 2022
Request for Quote 07-21 Shire Property Assessments has been awarded that
incorporates data collection on all shire owned property in Tom Price,
Paraburdoo and Onslow, which will be used to verify data contained within the
Shire’s fixed asset register.

Additional asset classes will be programmed in future years.

Fixed Asset Register reconciliations are completed monthly and reviewed by
the Manager Finance and Administration, with the task have been incorporated
in end of month financial checklist.

Status

Completed

12 June 2022: Meeting request sent to RO to
discuss the evidence required to finalise the
implementation of the recommendation.

In Progress

22-Apr-21

Moore
Australia

Review of FMR

Fixed Asset
Register

2. Enforce individual accountability for compliance

with the Shire’s documented procedures.

Medium

Manager Finance

Review of Finance Manual to be undertaken by
EOM May 2021.

Awareness provided i.e. email commiunications
etc to remind employees about Shire’s
documented procedures.

Overdue

Progress Update as at 2 May 2022

Request for Quote 07-21 Shire Property Assessments has been awarded that
incorporates data collection on all shire owned property in Tom Price,
Paraburdoo and Onslow, which will be used to verify data contained within the
Shire’s fixed asset register.

Additional asset classes will be programmed in future years.

Fixed Asset Register reconciliati are cc monthly and revi by
the Manager Finance and Administration, with the task have been incorporated
in end of month financial checklist.

Status

Completed

12 June 2022: Meeting request sent to RO to
discuss the evidence required to finalise the
implementation of the recommendation.

In Progress

22-Apr-21

Moore
Australia

Review of FMR

Debtors

3. Implement checklists to evidence preparation,
review and monitoring of tasks as required by
Finance Manual procedures. This will allow for

management to routinely monitor compliance and

to assist with ensuring procedural requirements
are adhered to in a timely manner.

22-Apr-21

Moore
Australia

Review of FMR

Bank
Reconcilliations

4. Bank Reconciliations Review and update
systems to facilitate compliance with the Finance
Manual and agreed documented management
actions noted in the FMR.

22-Apr-21

Moore
Australia

Procurement

Documented
Policies &
Procedures

5. Documented Policies and Procedures Review
and update KCA 10 Purchasing, Creditors,
Procurement and Payments and FIN22
Procurement Directive to align with and provide
consistent and correct direction to staff for
procurement activities.

22-Apr-21

Moore
Australia

Procurement

Documented
Policies &
Procedures

6. Documented Policies and Procedures Create
checklists for tasks and controls noted within

documented policies and procedures to assist with

and to evidence compliance

22-Apr-21

Moore
Australia

Procurement

Delegation of
Authority

7. Delegation of Authority Enforce individual
accountability for compliance with the Shire’s
recordkeeping requirements and documented
procedures.

Medium

Manager Finance

Checklists to be implemented by EOM March
2021.

Examples of checklists implemented and
completed.

Overdue

Progress update as at 2 May 2022

*Rates and Sundry Debtors reconciliations are completed monthly and
reviewed by the Manager Finance and Administration, with the task have been
incorporated in end of month financial checklist.

«Incorporated into the EOM process and checklist is the provision to review end
of month reconciliations and ensure the checklists has been completed prior to
the preparation and finalization of the monthly financial statements.

Status

Complete

12 June 2022: Meeting request sent to RO to
discuss the evidence required to finalise the
implementation of the recommendation.

In Progress

Manager Finance

To be addressed by EOM April 2021.

Evidence of reviews undertaken.

Overdue

Progress update as at 2 May 2022:

28 February 2022

Prior period bank reconciliation issues are being addressed and cleared in
order to bring Council’s bank reconciliations up to date with a significant
reduction in outstanding items.

Bank Reconciliation tasks for all the Shire’s bank accounts have been
incorporated in end of month financial checklist.

Currently Bank Reconciliations are performed manually and via excel. An
upgrade to ltvision Altus Bank Reconciliations is schedule to be implemented in
2021/2022.

Finance Manual to be updated in conjunction with the commencement of the
new system.

Status - Ongoing

Progress Update: Prior period bank reconciliation issues are being addressed
and cleared in order to bring Council’s bank reconciliations up to date with a
significant reduction in outstanding items. Bank Reconciliation tasks for all the
Shire’s bank accounts have been incorporated in end of month financial
checklist. Currently Bank Reconciliations are performed manually and via
excel. An upgrade to Itvision Altus Bank Reconciliations is schedule to be
implemented in 2021/2022.Finance Manual to be updated in conjunction with
the commencement of the new system. Update — September 2021. Funds to
upgrade to Altus included in 2021-2022 budget. System to be implemented.

12 June 2022: Meeting request sent to RO to
discuss the evidence required to finalise the
implementation of the recommendation.

Manager Finance

To be implemented by EOM May 2021.

Closed

Progress Update: Staff are currently reviewing new procurement systems to be
implemented in 2021/202. The system implementation will incorporate the
review and/or development of various council policies, processed and
directives, that will be inbuilt into the system to ensure compliance. Additional
review of transactions associated with Muzzy's is occurring with key
stakeholders set to meet in the near future to resolved issues raised.

Status

Ongoing

12 December 2022: The Shire has provided an
Updated FIN22 Authority to purchase or
procure. Please refer to recommendation 181.

12 June 2022: Meeting request sent to RO to
discuss the evidence required to finalise the
implementation of the recommendation.

Manager Finance

To be implemented by EOM May 2021.

Examples of checklists implemented and
completed.

Overdue

Progress Update: Staff are currently reviewing new procurement systems to be
implemented in 2021/202. The system implementation will incorporate the
review and/or development of various council policies, processed and
directives, that will be inbuilt into the system to ensure compliance. Additional
review of transactions associated with Muzzy’s is occurring with key
stakeholders set to meet in the near future to resolved issues raised.

Status

Ongoing

12 June 2022: Meeting request sent to RO to
discuss the evidence required to finalise the
implementation of the recommendation.

Manager Governance

To be addressed by EOM March 2021.

Awareness provided i.e. email commiunications
etc to remind employees about Shire’s
documented procedures.

Closed

2023 May 29:

Procedure developed and available for staff on AIMS. Procedure details the
requirement to enter use of delegation in Attain and also requires staff to
include the Synergy record number as part of the Attain record.

Progress Update: Current process to be reviewed which may result in
amendments to employee delegations to mitigate the concerns raised by the
reviewers. A new Record Keeping Program is currently being implemented.
This program, in conjunction with reviewed process and procedures will be
aligned to ensure best practice and compliance is met.

Update — February 2022. A review of the proposed records keeping program
has indicated that it may not be the recommended program for the Shire. A
system health check is being conduct on the current Synergy Soft Records, to
assess its suitability either short term or long term.

2023 May 29:
Shire provided evidence of instructions and
location on intranet - closed.

12 June 2022: Meeting request sent to RO to
discuss the evidence required to finalise the
implementation of the recommendation.

In Progress

In Progress
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Date of
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Auditor Audit Topic

Moore

22-Apr21 | A istralia

Procurement

Shire of Ashburton

Finding Title

Delegation of
Authority

Recommendation

8. Delegation of Authority Review delegation
1.1.21 and consider updates where required if
there are impracticalities to a single officer being
required to approve all payments made from the
municipal and/or trust fund.

Risk Rating

Moore

2Apr21 | pystralia

Procurement

Delegation of
Authority

9. Delegation of Authority Implement systems and
controls where reviews of the record of exercise of
delegated powers or duties are performed for
compliance and accuracy verification.

Recommendation Owner

Manager Governance

Management Comment in Report

To be addressed by EOM March 2021.

Agreed Action

Current Review Date:

Overdue

Status

Closed

Client Progress Update

Progress Update: Current process to be reviewed which may result in
ar to I ions to mitigate the concerns raised by the

Status After

Moore Australia / SOA IA Comment
Assessment

12 December 2022: The Shire has provided a
Delegation of authority (01.01.16 - Payments

ploy
reviewers. A new Record Keeping Program is currently being i ited.
This program, in conjunction with process and p will be
aligned to ensure best practice and compliance is met. Update — February
2022. A review of the proposed records keeping program has indicated that it
may not be the recommended program for the Shire. A system health check is
being conduct on the current Synergy Soft Records, to assess its suitability
either short term or long term.

from the or Trust Funds) Documents.
In the Document, we can see that the Council
does give the CEO authority to make Payments
from municipal fund or trust fund, restrictions on .

making. The CEO also gives Delegates this NalicatedlbyMocre
power to subdelegates. Was reviewed on 12
April 2022

Australia

12 June 2022: Meeting request sent to RO to
discuss the evidence required to finalise the
implementation of the 1dation.

Moore

2280121 | pstralia

Procurement

Training

10. Training A risk based training matrix be
implemented to assist with ensuring staff are
offered relevant training to ensure their knowledge
of legislative and operational requirements is
maintained up to date.

Manager Governance

To be addressed by EOM March 2021.

Evidence of reviews undertaken.

Closed

SOA IA 25 Aug 2023

Attain has been configured to allow for an officer to enter the exercise of a
delegation on behalf of the person who holds the delegation. This is then
submitted to the delegation holder for review and approval.

28 Feb 23:

The Shire has introduced Attain. Staff with delegated authority are required to
record the use of their delegation in the system. The Internal Auditor will be
required to conduct an audit on sample entries on a regular basis to ensure
compliance with legislation and Shire procedure (attached). First audit to be
conducted in Aoril 2023,

SOA IA 25 Aug 2023
Transferred to Completed

28 Feb 23:

As per mgmt progress update. Validated by SOA

1A

Medium

Senior Procurement Officer

To be addressed by EOM April 2021.

Closed

Progress update as at 2 May 2022:

Procurement training for all staff is already in place, including new starter
Procurement e-learning module (recently developed and implemented). This
module has already been rolled out to the Shire's entire workforce as
mandatory refresher training. In addition, LG and Shire procurement practices
are covered in detail in our CEO 6 monthly Introduction to LG face to face
compulsory training. This training is currently for new starters, but the aim is to
get all staff enrolled in the near future. In addition, our procurement team
regularly invites Shire staff to face procurement training on LG and Shire
procurement practices. Our middle management group (MMG) and our
Governance Officer recently attended a comprehensive, bespoke 3-day face to
face LG Skills Development Programme, covering LG and Shire legislative and
operational requirements in detail. Our training calendar for the remainder of
this calendar year includes: LG Act (Essentials and Advanced) training (June &
July), Procurement and Contract Essentials course and Procurement Planning
and Risk course (facilitated by WALGA) (Sept/Oct)

Progress Update: Shire is currently invi a Human R online
management solution, including the onboarding of new staff. This platform will
assist with rolling out identified training requirements including those listed by
the reviewer. Update — September 2021. Funds for HR online management
system included in 2021-2022 budget. System has been sourced and
currently being implemented. Update — February 2022. Pulse implementation
being finalized, with training to cover modules scheduled for the end of March
2022 with Executive and Managers.

Moore received the evidence on training
material, attendance logs. Closed on 12 June
2022.

Validated by Moore
Australia

Moore

2:Apr21 | pstralia

Procurement

Conflict of Interest
& Confidentiality

11. Conflict of Interest and Confidentiality Persons
assessing or handling any significant procurement
should be required to declare any matters which
may impact or be perceived to impact on their
independence prior to the evaluation being
undertaken. Procedures for the declaration of
interests prior to procurement assessments being
undertaken should also be documented for high
value purchases and tenders.

Medium

Moore

228021 | pstralia

Procurement

Scope & Planning
of Projects

12. Scope and Planning of Projects Cost
Estimates including In addition to the
implementation of a risk based training matrix,
consider mechanism where project plans and cost
estimates are reviewed by appropriately qualified
personnel prior to invitations to provide
goods/services being issued.

Senior Procurement Officer

To be addressed by EOM April 2021.

Closed

Progress Update: D ions of interest are cc by staff for RFQ and
RFT.Formal procedures are under review to align with new requirement,
including providing guidelines of types of interest and definition of significant
procurement. A new procurement platform is currently being investigated which
will include the ability to in-build shire requirements and reflect the shire’s
workflow for declarations.

Update — September 2021. Funds to upgrade to Altus included in 2021-2022
budget, which may include upgrade to Altus procurement. System
demonstration to be arranged to ensure it meets the requirements of the
oraanization.

The Shire provided several copies of signed
Declaration and Confidentiality and Interest
forms on 5 different tenders / requests. Also
included was the Code of Conduct for Tender
Evaluation Panel Members. Closed on 12 June [NEUCEICLRAAILT )
2022. Australia

Senior Procurement Officer

Training being implement in relation to scope
preparation. External expertise to be engaged for
review as required.

Evidence of reviews undertaken.

Closed

Progress Update as at 12 January 2023

Relevant Staff have received contract management and Risk management
training from an external supplier. This is ongoing training the Shire are
committed to. Procurement will support this training by providing refresher
training for staff.

Progress update as at 2 May 2022:

In the 2020/21 year, we facilitated the following training: Understanding
Building and Construction Tenders and Contracts (Questamon); Project
Management (LG Pro); Contract Risk (LGIS); Project Management (AIMWA).
2021/22 - In addition to all of the LG and Procurement related training already
mentioned, the following AIM WA training is scheduled: Manage Projects (Aug)
and Applied Project Management (Oct).

Progress Update: Contract management training has been delivered to project
management staff. Ongoing training to be provided where identified. Third
party consultants are engaged to review scope of works for major projects.
Budget considerations are submitted by providing a business case, which
outlines a detailed scope of works. This area is under ongoing improvement to
ensure that the level of planning and budget estimates verified and accurate.

31 January 2023:
Validated.

Validated by Moore
Australia
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13. Tenders Review systems and controls in Recommendation to be implemented by June Progress Update 12 January 2023 23 February 2023:
relation to contract management and compliance 2021 with ongoing review. Shire is still receiving information around Contact management software. Training Register provided.
with tenders to ensure processes remain compliant Procurement are canvassing other LG to gauge the opinion of software they
and align with general good governance principles. may have.
Training may also assist for staff involved in tender
processes (including contract management) to Progress as at 2 May 2022
understand their obligations in relation to In additional to LG training already mentioned, the following WALGA training is
legislative compliance. scheduled for Sept/Oct this year: Procurement and Contract Essentials and
Procurement Planning and Risk.
22-Apr-21 Moore Procurement Tenders Senior Procurement Officer Closed datec By o0
P! Australia Progress Update: In addition to the new procurement platform, Altus Contract A
Management module has been released by ltvision and currently being
investigated as a platform to provide ongoing systems improvements. Contract
management training has been delivered to project management staff.
Increase procurement and understanding of legislation training identified, with
training being delivered over the next 12 months. Training will need to be
delivered regularly to ensure new staff are aware of the requirements. Update
— September 2021. Upgrade to Altus included in 2021-2022 budget, which may
include upgrade to Altus procurement / Contract Management.
14. Evaluations To help ensure probity and Probity Auditor engaged for projects $1m and Progress Update: In addition to the new procurement platform, Altus Contract |The Shire provided several Declaration of
fairness when assessing high value procurement over. Ad hoc probity also initiated. Management module has been released by Itvision and currently being Confidentiality an Interest forms indicating that
options, at least three persons should assess the Recommendation to be implemented. investigated as a platform to provide ongoing systems improvements. Update —|three or more employees performs evaluations
procurement option independently of each other. September 2021. Upgrade to Altus included in 2021-2022 budget, which may |on tenders and quotations. Meetings are set up
22-Apr-21 AMoorg EREERES Evaluations Documenteq processes should re(!uire a higher Medium Senior Procurement Officer Closed include upgrade to Altus procurement / Contract Management after eac_h in'dividual evaluation and an oyerall dated b 00
ustralia level of probity and due diligence (including evaluatuion is performed. Further, the Shire A
reference checking), the higher the value or risk also appointed Santo Casilli from Avant Edge
associated with the purchase. Consulting as the Shire's probity advisor and
auditor. Closed on 12 June 2022.
15. Panels and Pre Qualified Suppliers Undertake Recommendation noted Progress Update: The induction of new systems improvements will incorporate |As per the Purchasing Policy FIN 12, the Shire
a well considered, risk based approach prior to a complete review of the overall procurement process, including considering use WALGA or CUA for panel procurement.
assessing the merits of establishing and the use of Panels of Pre-Qualified suppliers. FIN 12 describes the procurement processes.
Moore Panels & Pre subsequently complying with Pre-Qualified Further, FIN 25 - Panels of Prequalified dated b 00
22-Apr-21 A " Procurement o N Supplier Panels. Ensure robust processes, Medium Senior Procurement Officer Closed Suppliers has been implemented since 8
ustralia Qualified Suppliers : . .
systems and controls are in place to support and September 2020 which describe the process for
monitor compliance. panel procurement activities including record
keeping requirements. Closed on 12 June
2022.
16. Variations Review and update FIN22 Recommendation to be implemented by June Provide updated Fin 22 showing the removal of 2023 April 27: 27 April 23: Fin 22 updated.
Procurement Directive to remove the ‘conditions of 2021 . ‘conditions of approvals for when entering into Requested mention of bartering removed — Revised FIN22 yet to be released
approvals for when entering into contract contract variations that consider the barter or by Manager Governance — Yet to be indorsed by ELT
Moore variations that consider the barter or exchange of exchange of services or facilities’ dated b 00
22-Apr-21 Australia Procurement Variations services or facilities’. Any ability to enter into Senior Procurement Officer Closed Progress update as at 12 January 2023 A
contract variations should align with FIN12 FIN22 Authority to Purchase and Procure Directive has been approved as of
Purchasing policy as adopted by Council. October please see attachments, this will be reviewed on a monthly basis by
Procurement and any changes that are required will be reported to CEO and
Directors
17. Variations Enforce individual accountability Recommendation to be implemented by June Progress Update: The induction of new systems improvements will incorporate |FIN 12 Purchasing Policy Section 1.4.8 provide
with documented procurement policies and 2021 . a complete review of the overall procurement process including the review of  [the requirements for Contract Renewals,
procedures and consider disciplinary action for policies and directi as identified by the revi . A new procurement Extensions and Variations. The Shire also
repetitive compliance breaches. platform is currently being investigated which will include the ability to in-build  [implemented PP 099 - Exemption Form for
Moore - . " shire requirements and reflect the shire’s workflow for variations. Update — employees to apply for exemptions (variations) alidated b oore
22-hpr-21 Australia Procurement Variations Senior Procurement Officer Clesed September 2021. Upgrade to Altus included in 2021-2022 budget, which may |The form must be completed, signed and A
include upgrade to Altus procurement / Contract Management. approved by either a Director or the CEO, in
accordance with their Financial Limits as set out
in FIN 22. Closed on 12 June 2022.
18. Variations Update KCA 10 Purchasing, Recommendation to be implemented by June Provide updated KCA 10 Progress Update: The induction of new systems improvements will incorporate |8 June 2022: Renae Lynch - This
Creditors, Procurement and Payments to provide 2021 . a complete review of the overall procurement process including the review of |recommendation is the responsibility of the
for current requirements in relation to variations policies and directives as i by the . A new proci Finance Manager - Taryn Dayman.
22-Apr-21 Moore Procurement Variations and approvals. Manager Finance Overdue |Platform is currently being investigated vwhich will include the ability to in-build TS
Australia shire requirements and reflect the shire’s workflow for variations. Update —
September 2021. Upgrade to Altus included in 2021-2022 budget, which may
include upgrade to Altus procurement / Contract Management.
19 Segregation of Duties Review and update Recommendation to be implemented by April 2021 |Screen shots showing the level of permissions Progress Update: New application, eftsure, is being acquired and will be 12 June 2022: Meeting request sent to RO to
levels of permissions within the Shire’s ERP to within the Shire's ERP. implemented in July 2021. This new application incorporates payment discuss the evidence required to finalise the
support segregation of duties protection, compliance monitoring and vendor onboarding by a third party. implementation of the recommendation.
Implementation of new system will reduce the Shire’s exposure to fraudulent
Moore Segregation of . . activities as well as increasing the segregation of duties within the accounts
22-Apr-21 Australia Procurement Duties Medium Manager Finance ST payable team. Processes and procedures will be updated at the time of IHEEeED
implementation, which will include a review of controls. Update — November
2021. Procurement to suitable solution has been complete, new system to be
implemented in the new year. Update — February 2020. EFTSure is currently
beina implemented and due to qo live in April 2022.
20. Segregation of Duties Update procedures to Recommendation to be implemented by April 2021 Progress Update: New application, eftsure, is being acquired and will be 28 Feb 23:
ensure appropriate interventions are available at . implemented in July 2021. This new application incorporates payment Implemented 3rd party software EFTSure.
various stages of the procurement process, protection, compliance monitoring and vendor onboarding by a third party.
including routine reviews of controls to ensure they Implementation of new system will reduce the Shire’s exposure to fraudulent
22-Apr-21 MODI‘e. Broement Segregation of |are being observed and maintained as required. Medium Manager Finance Closed activities as well as increasing the segregatign of duties within thg accounts Validated bylMoore
Australia Duties payable team. Processes and procedures will be updated at the time of Australia
implementation, which will include a review of controls. Update — November
2021. Procurement to suitable solution has been complete, new system to be
implemented in the new year. Update — February 2020. EFTSure is currently
beina implemented and due to qo live in Aoril 2022.
21. Approval of Invoices, Compliance with Policies Recommendation noted Provide examples of checklist created Progress Update: Continued monitoring of current practices to ensure 12 June 2022: Meeting request sent to RO to
and Procedures Consider the implementation of compliance.Checklists and workflows will be inbuilt into the new procurement  |discuss the evidence required to finalise the
22-Apr-21 Mocrg Procurement Approyal of author.ised.checklist.s and / or workflow diellgrams Medium Manager Finance Not Due systems to ensure compliance and meeting of best practice. implementation of the recommendation. Not Started
Australia Invoices to assist with compliance and understanding of
systems and processes to be followed.
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22. Vendor/Supplier Masterfile and Maintenance Recommendation to be implemented by April 2021 Progress Update: New application, eftsure, is being acquired and will be 28 Feb 23:
Review and update processes and forms for implemented in July 2021. This new application incorporates payment Implemented 3rd party software EFTSure.
additions / amendments to the vendor / supplier protection, compliance monitoring and vendor onboarding by a third party.
Vendor/Supplier Ma's?srﬁ'le to include declarations to sugporlt t'he Implg(nentation of new syst'sm will reduce ths Shire'§ exposure to fraudulent _
22-Apr-21 AMoore_ EREEGER Masterfile & venflca'tlon of change requests and their origin, High Manager Finance Closed activities as well as increasing the segregatl9n of duties within thel accounts Validated hy‘Moore
ustralia Mai authority to support the change request, validation payable team. Processes and procedures will be updated at the time of Australia
aintenance N . 3 5 aemn 5
checks for changes once completed (including implementation, which will include a review of controls. Update — November
routine monitoring of audit trails to ensure all 2021. Procurement to suitable solution has been complete, new system to be
changes performed have been authorised). implemented in the new year. Update — February 2020. EFTSure is currently
beina imol ited and due to ao live in Aoril 2022.
23. Progress Payments and Purchase Order Recommendation to be implemented by April 2021 [Provide updated procedures that include review of Progress Update: Review being performed as part of end of financial year and |12 June 2022: Meeting request sent to RO to
P Tracking Update procedures to include review of the status of outstanding purchase orders as part will continue throughout the year. Frequent reviews incorporated in the monthly discuss the evidence required to finalise the
rogress . N . it o P P N . N
Moore Payments and the status of outstanding purchase orders as part ) of end of month processes. checklist. ltis anticipated that new systems will also assist in the monitoring implementation of the recommendation.
22-Apr-21 A ’ Procurement of end of month processes. Ensure any controls Medium Manager Finance Overdue [and tracking of progress payments and purchase orders. Update — September In Progress
ustralia Purchase Order N . y . . ¥ .
Tracking developed are routinely and consistently applied. 2021. Upgrade to Altus included in 2021-2022 budget, which may include
upgrade to Altus procurement / Contract Management.
24. Exemptions for Purchasing Activities Update Recommendation to be implemented by April 2021 Progress Update: The induction of new systems improvements will incorporate |The Shire updated PP 099 - Exemption Form
policies and procedures to provide clearer o a complete review of the overall procurement process including the review of |on 8 June 2021 and it requires employees to
instruction and alignment for exemptions to occur. policies and directives as identified by the reviewer. A new procurement apply for exemptions. The form must be
Moore Exemptions for platform is currently being investigated which will include the ability to in-build |completed, signed and approved by either a Validated by Moore
22-Apr-21 Australia Procurement Purchasing Medium Senior Procurement Officer Closed shire requirements and reflect the shire’s workflow for exemptions. Ongoing Director or the CEO, in accordance with their Australia
Activities procurement training to be delivered. Update — September 2021. Upgrade to  [Financial Limits as set out in FIN 22. Closed on
Altus included in 2021-2022 budget, which may include upgrade to Altus 12 June 2022.
procurement / Contract Management.
25. Credit Cards Ensure processes exist to Recommendation to be implemented by April 2021 [Provide evidence of process to aintain adherence Progress Update: A review of credit card best practices currently in progress 8 February 2023: Council Policy EMP24
maintain adherence to and detect any deviation to and detect any deviation from established which may include the reduction of the number of card holders and the manner | Corporate Credit Card is currently under review.
from established documented procedures and documented procedures and controls in which a credit card may be used. Corporate Credit Card conditions of use to |lt is anticipated this policy will be submitted to
22-Apr-21 Moorel Procurement Credit Cards controls. Medium Manager Finance GrErlin be dgveloped ir} que with updgted policies, processes, and directives. Council in March 2023. In Progress
Australia Continued monitoring of practices to ensure compliance.
8 June 2022: Renae Lynch - This
recommendation is the responsibility of the
Finance Manager - Tarvn Davman.
26. Accounts for Payments listing to Council The Recommendation to be implemented by April 2021 [Provide examples of checklist created list of Progress update as at 2 May 2022 12 June 2022: Meeting request sent to RO to
list of payments made by the CEO under payments made by the CEO under delegated discuss the evidence required to finalise the
Moore SRS ,f°f delegated authority should be presented to a authority presented to Council Not applicable implementation of the recommendation.
22-Apr-21 0 Procurement Payments Listing o L s N Medium Manager Finance Overdue Not Started
Australia f q Council with only the minimum information
o Council . o
required by legislation, and not as a separate
confidential attachment.
27. Regional Price Preference Policy Where Recommendation noted Progress Update: The induction of new systems improvements will incorporate | The FIN 04 - Regional Price Preference Policy
regional price preferencing is to be applied to a complete review of the overall procurement process including the review of  (was approved on 10 November 2020 and
tender considerations, ensure policies remain in policies and directi asi ified by the revi . A new procurement implemented. Closed on 12 June 2022.
. : place which have complied with legislative platform is currently being investigated which will include the ability to in-build 0
22-Apr-21 AMoore. Procurement Regional Pncg requirements. Medium Senior Procurement Officer Closed shire requirements and reflect the shire’s workflow for applying Regional Price Validated by.Moore
ustralia Preference Policy y N L h Australia
Preference Policy. Ongoing procurement training to be delivered. Update —
September 2021. Upgrade to Altus included in 2021-2022 budget, which may
include upgrade to Altus procurement / Contract Management.
28. Resourcing Appointment of dedicated risk Recommendation to be considered by ELT Progress Update: Risk Management has been identified as a priority, The The new Manager Governance, Jasmine Bray
manager who is responsible for the coordination of funding of a new Audit and Governance position has been included in budget |commenced at the Shire. She will take
Moore Risk risk management activities. Regularly consider the consi ions and incc d in the ization review discussions. responsibility for risk mangement at the Shire. . Validated by Moore
22-Apr-21 - Management Resourcing resourcing of the risk management function and if Medium CEO Closed Update — September 2021. Organisational structure incorporating new position |Closed on 9 June 2022. Australia
it currently meets expectations. This may include has been endorsed by Council and funded in the 2021-2021 budget.
the convening of a risk management group to Recruitment to commence
support the risk manager
29. Alignment to Strategic Plan and Business Plan Recommendation noted Provide updated Strategic Community Plan 2017- SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Consider and document current and emerging 2027 and the Corporate Business Plan and how Risk Management considerations have been included in the Corporate In Progress
risks in the Strategic Community Plan 2017-2027 effective risk management is in place Business Plan.
and the Corporate Business Plan and how 28 Feb 23:
effective risk management is in place. 28 Feb 23: As per mgmt progress update.
Strategic risks will be considered for inclusion in the Strategic Community Plan
Moore Risk AIignrpent to during its next review in 2024. A new Corporate Business Plan will be 12 December 2022: Updated SCP adopted by
22-Apr-21 Australia Mana Strategic Plan & Medium Manager Governance Not Due  |developed in the coming months. council, mentions risk identification but does not In Progress
gement N PSR
Business Plan specify risks identified.
CBP review has not yet commenced.
12 June 2022: Meeting scheduled for 16 June
2022 to discuss the evidence required to
finalise the implementation of the
recommendation
30. Councill and Audit and Risk Management Recommendation to be implemented by EOM Provide updated CORP5 Risk Management Policy 25 Oct 2023 SOAIA 25 Oct 2023
Committee Review CORP5 Risk Management June 2021. to show the responsibilities of the Council, the Risk Management and Business Continuity RFQ closed on Friday, 13 October. |In Progress
Policy to better define the responsibilities of the Audit & Risk Management Committee, The panel are currently reviewing the submissions.
Council, the Audit & Risk Management Committee, management and other stakeholders. 25 Aug 2023 SOA IA
management and other stakeholders. 25 Aug 2023 SOA IA In Progress
A draft scope for RFQ has been prepared for the implementation of risk
management at the Shire. 31 January 2023:
Risk Framework does not cover responsibilities
25 January 2023: Status update of all relevant roles required.
Council adopted the review of the Risk Management Policy on 13 December |Have not received Policy.
X Council & Audit & 2022 No status change.
Moore Risk "
22-Apr-21 ! Risk Mgmt Medium Manager Governance Overdue § . In Progress
Australia | Management Committee 12 December 2022: Status update — Workshops were held with ELT and 25 January 2023: Elrich: We may need to
MMG, facilitated by LGIS, to review Policy CORP5 Risk Management. This is  [review again but it only tells you the
proposed to be presented to Audit and Risk Management Committee in responsibility of the CEO
February 2023.
12 December 2022: Workshops held to review
Progress Update: Term of reference to be reviewed based on department CORPS5 Risk Mgmt - No evidence received.
guidelines and best practice. To be presented for discussion with the audit
committee. 12 June 2022: Meeting scheduled for 16 June
2022 to discuss the evidence required to
finalise the implementation of the
recommendation.
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31. Council and Audit and Risk Management Recommendation to be implemented by EOM 25 January 2023: Council adopted the review of the Audit and Risk 8 February 2023:
Committee Review the current Audit and Risk June 2021. Management Committee Terms of Reference on 13 December 2022 Updated Audit and Risk Management
Management Committee Terms of Reference to Committee Terms of Reference were endorsed
Include risk management responsibilities and to 12 December 2022: The Audit and Risk Management Committee Terms of at the Council meeting held on 13 December
align with better practice principles. Reference are currently under review and are proposed to be presented to 2023.
Committee at its November 2022 meeting.
12 December 2022: The Audit and Risk
Moore Risk Council & Audit & Progress Update: Term of reference to be reviewed based on department Management Committee Terms of Reference N IE -
22-Apr-21 A " Risk Mgmt Medium Manager Governance Closed guidelines and best practice. To be presented for discussion with the audit are currently under review and are proposed to -
ustralia Management . " ) »
Committee committee. be presented to Committee at its November
2022 meeting - no evidence of such received.
12 June 2022: Meeting scheduled for 16 June
2022 to discuss the evidence required to
finalise the implementation of the
recommendation.
32. Risk Management Annual Work Plan and Recommendation to be implemented by EOM July (Provide annual workplan for risk management and SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Calendar Develop, approve, document, monitor 2021. training dates A draft scope for RFQ has been prepared for the implementation of risk In Progress
and report on a risk management calendar and management at the Shire.
annual work plan, which identifies the risk 28 Feb 23:
Moore Risk . management events that are scheduled to occur to 28 Feb 23: As per mgmt progress update.
R2senal Australia Management R=iilanavament ensure that all deadlines are met. Lex) LlagessiCoremance ST Annual Work Plan is currently being drafted for approval. DI
12 June 2022: Meeting scheduled for 16 June
2022 to discuss the evidence required to
finalise the implementation of the
recommendation
33. Risk Management Annual Work Plan and Recommendation to be implemented by EOM July |Provide annual workplan for risk management and SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Calendar Develop, approve, monitor and report on 2021. training dates A draft scope for RFQ has been prepared for the implementation of risk In Progress
a risk management training calendar and perform management at the Shire.
induction and regular training for management, 28 Feb 23:
Moore Risk staff, contractors and volunteers. Ensure that the 28 Feb 23: As per client progress update.
22-Apr-21 Australia Management Risk Management |risk manager and risk owners have induction and Low Manager Governance Overdue  [Risk Management Training program is currently being drafted for approval. In Progress
regular training to ensure they understand their
role and responsibility and better practice
principles. This can be performed via online
training and be integrated with other training
performed bv the Shire.
34. Risk Expert Document consideration of the Recommendations noted Progress Update: This will be addressed on the appointment of the new Audit [The new Manager Governance, Jasmine Bray
need for a risk expert in the identification and and Governance position Update — September 2021. Organisational structure [commenced at the Shire. She will take
management of key risks. incorporating new position has been endorsed by Council and funded in the responsibility for risk mangement at the Shire.
22-Apr-21 Moorg Risk Risk Expert Low CEO Closed 2021-2022 budget. Recruitment to commence The Shire a‘I‘so intr9duced the "Employee dated b 00
Australia Management Handbooks" covering on employee A
responsibilities, including aspects of risk
management.
Closed on 9 June 2022.
35. Risk Owners Review off boarding processes Recommendation to be implemented by EOM Progress Update: This will be addressed on the appointment of the new Audit |The new Manager Governance, Jasmine Bray
and ensure risk management processes and June 2021. and Governance position Update — September 2021. Organisational structure |commenced at the Shire. She will take
controls are updated to remove terminated staff incorporating new position has been endorsed by Council and funded in the responsibility for risk mangement at the Shire.
22-Apr-21 Moore_ Risk Risk Owners and to identify new risk owners. Medium Manager Organisational Closed 2021-2022 budget. Recruitment to commence The Shire aII‘so intrgduced the "Employee dated by Moo
Australia Management Development Handbooks" covering on employee A
responsibilities, including aspects of risk
management.
Closed on 9 June 2022.
36. Risk Register Create, implement and maintain Risk Register to be reviewed subject to consultant |Provide implemented organisational Risk Register SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
an organisational Risk Register and consider: - availability A draft scope for RFQ has been prepared for the implementation of risk In Progress
overlap, duplication and risk owners, shared risks management at the Shire.
and whether a residual risk falls within or outside 12 December 2022: Status update —
the Shire’s risk appetite- where business units risk 12 December 2022: Status update — Workshops were held with ELT and Workshops were held with ELT and MMG,
registers can be used as ab effective risk MMG, facilitated by LGIS, to review and prepare the Shire’s Risk Management (facilitated by LGIS, to review and prepare the
management tool- more regular reviews of risks Policy, Framework and Register in July 2022. The Operational Risk Register is |Shire’s Risk Management Policy, Framework
Moore Risk more than annually regular assessment of the currently being reviewed by staff and will be submitted to ELT for endorsement |and Register in July 2022. The Operational Risk
22-Apr-21 Australia Management Risk Register  |shared risks and the impact on the Shire, - the risk Manager Governance Not Due |in the near future. Register is currently being reviewed by staff In Progress
management categories to ensure they are and will be submitted to ELT for endorsement in
appropriate to assist with risk identification and Progress Update: Updating of the operation risk register and implementing the near future - no evidence received.
management, -application of professional strategic risk register to commence on the appointment of the new Audit and
judgement in assessment of effectiveness of Government position Update — September 2021. Organisational structure 12 June 2022: Meeting scheduled for 16 June
controls in line with documented systems and incorporating new position has been endorsed by Council and funded in the 2022 to discuss the evidence required to
controls 2021-2022 budget. Recruitment to commence finalise the implementation of the
recommendation.
37. Risk Appetite, Risk Tolerance Statements and Risk Register to be reviewed subject to consultant Provide risk appetite, risk tolerance and treatment SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Treatment Action Plans Develop, approve, monitor availability action plan A draft scope for RFQ has been prepared for the implementation of risk In Progress
and report on a risk appetite, risk tolerance and management at the Shire.
treatment action plans and then consider these 28 Feb 23:
within documented risk management practices. 28 Feb 23: As per client progress update.
Consider the effectiveness of controls to ensure Risk Appetite Statements currently being drafted based on risk categories.
that treatment action plans are not required to 12 December 2022: Workshops were held with
reduce risk to within risk appetite. ELT and MMG, facilitated by LGIS, to review
Risk Appetite, Risk and prepare the Shire’s Risk Management
Moore Risk Tolerance Policy, Framework and Register in July 2022.
2ZApr21 | pstralia Management Statements & Manager Governance Not Due Thesi documents are currgntly being ):eviewed In Progress
Treatment by staff and are proposed to be presented to

the Audit and Risk Management Committee in
February 2023 - no evidence received.

12 June 2022: Meeting scheduled for 16 June
2022 to discuss the evidence required to
finalise the implementation of the
recommendation.
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Date of
Report

Auditor

Moore

Audit Topic

Risk

Shire of Ashburton

Finding Title

Risk Management

Recommendation

38. Risk Management Strategy Develop, a risk
management strategy and review this at least on
an annual basis or when material risks are
identified.

Risk Rating

Recommendation Owner

Management Comment in Report

Risk Register to be reviewed subject to consultant
availability

Current Review Date:

Agreed Action

Provide risk management strategy

Overdue
Status

Client Progress Update

SOA IA 25 Aug 2023
A draft scope for RFQ has been prepared for the implementation of risk
management at the Shire.

12 December 2022: Workshops were held with ELT and MMG, facilitated by
LGIS, to review and prepare the Shire’s Risk N ment Policy, F

and Register in July 2022. These documents are currently being reviewed by
staff and are proposed to be presented to the Audit and Risk Management

Moore Australia / SOA IA Comment

SOA IA 25 Aug 2023
In Progress

12 December 2022: Workshops were held with
ELT and MMG, facilitated by LGIS, to review
and prepare the Shire’s Risk Management
Policy, Framework and Register in July 2022.
These documents are currently being reviewed

Status After
Assessment

22-Apr-21 |\ ciralia Management Sty Medium Manager Governance Not Due  |Committee in February 2023. by staff and are proposed o be presented to In Progress
the Audit and Risk Management Committee in
Progress Update: This will be addressed on the appointment of the new Audit |February 2023 - no evidence received.
and Governance position. Update — September 2021. Organisational structure
incorporating new position has been endorsed by Council and funded in the 12 June 2022: Meeting scheduled for 16 June
2021-2022 budget. Recruitment to commence 2022 to discuss the evidence required to
finalise the implementation of the
recommendation.
39. Special Activities and Project Risks Develop an Risk Register to be reviewed subject to consultant |Provide risk assessment tool for special projects SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
approved risk assessment tool for special projects availability and activities A draft scope for RFQ has been prepared for the implementation of risk In Progress
and activities which are being considered to be management at the Shire.
undertaken 31 January 2023:
25 January 2023: LGIS has developed a risk assessment tool for the Shire Tool provided is for the Shire's Risk Profile and
(attached) which can be adapted and used for events and projects. This will be [cannot be used for individual risk
circulated to staff in the first quarter of 2023. assessements.
Proposed to revert status to In Progress.
12 December 2022: Workshops were held with ELT and MMG, facilitated by
LGIS. As part of this work LGIS has developed a tool for the Shire to assess 25 January 2023: We have received the tool
29 Aor21 Moore Risk Special Activities & Manager Govemnance R nsks._Thls will be implemented following Council’s adoption of the documents ] ) I Proaress
P Australia Management Project Risks g mentioned above. 12 December 2022...W0rkshops were held with gl
ELT and MMG, facilitated by LGIS. As part of
Progress Update: This will be addressed on the appointment of the new Audit |this work LGIS has developed a tool for the
and Governance position. Update — September 2021. Organisational structure [Shire to assess risks. This will be implemented
incorporating new position has been endorsed by Council and funded in the following Council’s adoption of the documents
2021-2022 budget. Recruitment to commence mentioned above - no evidence received.
12 June 2022: Meeting scheduled for 16 June
2022 to discuss the evidence required to
finalise the implementation of the
recommendation.
40. Embedded Risk Management Consider and Risk Register to be reviewed subject to consultant |Provide evidence on how the risk management is 25 Aug 2023 SOAIA 25 Aug 2023 SOA IA
document how the risk management is integrated availability ir d and embedded within Shire p A draft scope for RFQ has been prepared for the i itation of risk In Progress
and embedded within Shire p i management at the Shire.
Moore Risk Embedded Risk [that can be considered include risk champions, 12 June 2022: Meeting scheduled for 16 June
gzanaal Australia Management Management  |workshops with management and staff. RlapsoeyCotenancs NER(ETD Progress Update: This will be addressed on the appointment of the new Audit |2022 to discuss the evidence required to In Progress
and Governance position. Update — September 2021. Organisational structure [finalise the implementation of the
incorporating new position has been endorsed by Council and funded in the recommendation.
2021-2022 budaet. Recruitment to cc
41. Audit and Risk Management Committee Recommendation to be implemented by EOM Provide examples of a summary of the risk SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Include a summary of the risk management September 2021. management activities on the agenda paper for A draft scope for RFQ has been prepared for the implementation of risk In Progress
Moore Risk Audit & Risk activities as an agenda paper for Audit & Risk Audit & Risk Management Committee meetings management at the Shire.
22-Apr-21 " Management  [Management Committee meetings. Medium Manager Governance Overdue 28 Feb 23: In Progress
Australia Management " :
Committee 28 Feb 23: As per client progress update.
Reporting requirements are being considered as part of the Risk Management |Client wishes to discuss with Moore.
Framework review. In Proaress
42. Executive Leadership Team Include a Recommendation to be implemented by EOM April | Provide examples of a summary of the risk SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
summary of the risk management activities as an 2021. management activities on the agenda paper for A draft scope for RFQ has been prepared for the implementation of risk In Progress
. o agenda paper for Executive Leadership Team ELT meetings management at the Shire.
22-Apr-21 Moorg RS Execgtlve mgeetingg. ’ ° Medium Manager Governance 9 Overdue ¢ 28 Feb 23: In Progress
Australia Management Leadership Team N
28 Feb 23: As per client progress update.
Reporting requirements are being considered as part of the Risk Management |In Progress
view.
43. Compliance with Legislative Requirements Recommendation to be implemented Provide risk management framework and SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Develop and implement a risk management supporting policies and procedures A draft scope for RFQ has been prepared for the implementation of risk In Progress
framework / strategy and supporting systems and management at the Shire.
procedures aligned to the current risk 31 January 2023:
Management Standard, ISO 31000:2018. 25 January 2023: LGIS has reviewed the Shire’s current Risk Management Framework received accounts for ISO standard,
Framework (attached). This will be circulated to staff for comment in the first yet to received Risk Management Policy.
quarter of 2023. This will be submitted to the Audit and Risk Committee for No status change.
endorsement once finalised.
12 December 2022: Workshops were held with
12 December 2022: Workshops were held with ELT and MMG, facilitated by ELT and MMG, facilitated by LGIS, to review
Moore Risk Compligncg with LGIS, to review and prepare the Shire’s Risk Management Policy, Framework |and prepare the Shire’s Risk Management
22-Apr-21 |\ stralia Management Legislative Medium Manager Governance NotDue  [and Register in July 2022. These documents are currently being reviewed by | Policy, Framework and Register in July 2022. In Progress
Requirements staff and are proposed to be presented to the Audit and Risk Management These documents are currently being reviewed
Committee in February 2023. by staff and are proposed to be presented to
the Audit and Risk Management Committee in
Progress Update: Risk management framework / strategies, systems and February 2023 - no evidence received.
procedures to be reviewed against and aligned with new standards, to be
carried out by the new Audit and Governance Officer. Update — September 12 June 2022: Meeting scheduled for 16 June
2021. Organisational structure incorporating new position has been endorsed 2022 to discuss the evidence required to
by Council and funded in the 2021-2022 budget. Recruitment to commence finalise the implementation of the
recommendation.
44. Staff Adherence and Audits Perform regular Recommendation to be implemented Provide examples for risk assessments 25 Aug 2023 SOAIA 25 Aug 2023 SOA 1A
external or internal independent assessment of undertaken Not Started Not Started
/ Risk Management to identify improvement
22-Apr-21 Moorg R S Adher.ence opportunitigs. v imp Medium Manager Governance Not Due |28 Feb 23: 28 Feb 23: Not Started
Australia Management and Audits y — . q 3
Risk Management review is required to be undertaken every three years in As per client progress update.
accordance with the Local Government (Audit) Regulations 1996. The next
iew i d in 2023,
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Current Review Date:

Auditor Audit Topic Finding Title Recommendation Risk Rating Recommendation Owner Management Comment in Report Agreed Action oé’; r:]n;e Client Progress Update Moore Australia / SOA IA Comment
45. Performance Indicators Develop, approve, Recommendation to be implemented Provide copy of KPI for risk management SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
document, monitor and report risk management Not Started Not Started
performance indicators or measures to allow
Moore Risk Performance  |expected performance and actual performance to Progress Update: To be incorporated as part of the above and coordinated by |12 June 2022: Meeting scheduled for 16 June
22-Apr-21 Australia Management Indicators be compared. Low Manager Governance Not Due theiew Audit and Governance Officer and development of a new system. Y 2022 to discuss the e\%dence required to
Update — September 2021. Organisational structure incorporating new position |[finalise the implementation of the
has been endorsed by Council and funded in the 2021-2022 budget. recommendation.
Recruitment to commence
46. Survey of Risk Owners, Management, Staff, Recommendation to be implemented Provide copy of survey undertaken. SOA IA 25 Aug 2023 SOAIA 25 Aug 2023
Survey of Risk (?ontractors and Volunteers Survey a selection of Not Started Not Started
_ Owners, risk owners, mana_gemgnt, s(a_ff, conl.ractors and/ . . _
22-Apr-21 Moorel Risk Management, or voluntg.ers to identify continuous improvement =y Manager Governance Not Due Progress Up(:jate: To be |ncurporat§d as part of the above and coordinated by |12 June 2022: Meetlng_ scheduled for 16 June
Australia Management Staff, Contractors opportunities. the new Audit and Governance Officer and development of a new system. 2022 to discuss the evidence required to
& \’lolun(eers Update — September 2021. Organisational structure incorporating new position [finalise the implementation of the
has been endorsed by Council and funded in the 2021-2022 budget. recommendation.
Recruitment to commence
47. Application of Grants Improve systems and Recommendations noted Provide set criterion for Grants Progress Update: Workflow to be developed that ensures that grant 12 June 2022: Meeting request sent to RO to
Moore Grants Application of controls through establishing set criterion to applications are assessed against council’s priorities and integrated planning |discuss the evidence required to finalise the
22-Apr-21 A i support decision making and authorisation for Medium Manager Finance Not Due  |documents prior to submission. Grant Register to be expanded to incorporate  [implementation of the recommendation.
ustralia Management Grants . . . " " y
grant applications the requirements of funding and monitor compliance and ensure best practice
is met.
48. Application of Grants Enforce individual Recommendations noted Awareness provided i.e. email commiunications Progress Update: Workflow to be developed that ensures that grant 12 June 2022: Meeting request sent to RO to
Moore Grants Application of accountability for compliance with the Shire’s etc to remind employees about Shire’s applications are assessed against council’s priorities and integrated planning |discuss the evidence required to finalise the
22-Apr-21 A 5 documented procedures Medium Manager Finance documented procedures. Not Due  |documents prior to submission. Grant Register to be expanded to incorporate  |implementation of the recommendation.
ustralia Management Grants i " B n 3
the requirements of funding and monitor compliance and ensure best practice
is met.
49. Acquittal of Grants Review documented Recommendations noted Provide updated Grants procedures Progress Update: Development of suitable reporting system to collate and 12 June 2022: Meeting request sent to RO to
Moore Grants procedures to include clearer requirements to monitor funding performance data which is reported regularly to each discuss the evidence required to finalise the
22-Apr-21 A ! Acquittal of Grants |support grant acquittals to assist with a higher Medium Manager Finance Not Due  |department for review and/or action to be delivered in the new financial year. |implementation of the recommendation.
ustralia Management > N .
level review for the timely completion and
submission of acquittals and audits.
50. Acquittal of Grants Establish authorised Recommendations noted Provide examples of checklists completed. Progress Update: Development of suitable reporting system to collate and 12 June 2022: Meeting request sent to RO to
checklists to be completed by each department monitor funding performance data which is reported regularly to each discuss the evidence required to finalise the
20-Apr-21 Moore_ Grants At & Gits managing grants to_e_vidence the romftine review of Medium Manager Finance Not Due department for review and/or action to be delivered in the new financial year. |implementation of the recommendation.
Australia Management grants and the provision of any required
information as required by internal policies and
procedures.
51. Compliance with Grant Conditions Create a Recommendations noted Provide Grant matrix Progress Update: To be incorporated into the reporting system — as above. 12 June 2022: Meeting request sent to RO to
22-Apr-21 Moore Grants Compliance with |grants matrix to allow higher level analysis and Medium Manager Finance Not Due discuss the evidence required to finalise the
Australia Management Grant Conditions |review of compliance with grant conditions and implementation of the recommendation.
clauses.
52. Compliance with Grant Conditions In addition Recommendations noted Provide copy of Grants Compliance Register Progress Update: To be incorporated into the reporting system — as above. 12 June 2022: Meeting request sent to RO to
Moore Grants Compliance with |to the recording of compliance for grant programs, . - discuss the evidence required to finalise the
AT Australia Management Grant Conditions |establish a register to maintain records of tiedum klanac=giinance fotbue implementation of the recommendation.
compliance and non-compliance.
53. Update internal resource library (intranet) to Recommendations noted Provide screenshots of intranet with live Progress Update: To be incorporated into the reporting system — as above. 12 June 2022: Meeting scheduled for 16 June
22.A Moore Grants maintain live documents as required by documents as Grants procedures 2022 to discuss the evidence required to
-Apr-21 " Governance Low Manager Governance Not Due - N N
Australia Management documented procedures. finalise the implementation of the
recommendation.
54. Governance Clarify KCA 3 Grants to define Recommendations noted Provide updated KCA 3 with updated compliance Progress Update: To be incorporated into the reporting system — as above. 12 June 2022: Meeting request sent to RO to
22-Apr-21 Moore_ Grants Governance {o] [ I requi ; its ar]q create Low Manager Finance requirements Not Due Fliscuss the ?vidence required to finglise the
Australia Management support documents as required to facilitate implementation of the recommendation.
compliance.
55. Enforce individual accountability with Recommendations noted Awareness provided i.e. email commiunications Progress Update: To be incorporated into the reporting system — as above. 12 June 2022: Meeting scheduled for 16 June
20.A Moore Grants documented procedures. etc to remind employees about Shire’s 2022 to discuss the evidence required to
-Apr-21 " Governance Low Manager Governance Not Due - N N
Australia Management documented procedures. finalise the implementation of the
recommendation.
M Grant: 56 Governance Undertake an evaluation of current Recommendations noted Provide evidence of evaluation undertaken Progress Update: To be incorporated into the reporting system — as above. 12 June 2022: Meeting request sent to RO to
22-Apr-21 A oore rants Governance grant programs to identify non-compliant grants Low Manager Finance Not Due discuss the evidence required to finalise the
ustralia Management n . 0 0 9
and action as required. implementation of the recommendation.
57. Governance Document appropriate Recommendations noted Progress update as of 10 January 2023: 28 Feb 23:
22-Apr-21 Moorg Grants Governance procedures relating to management of community Low Manager Communities Closed Awaiting council approval Council Pplicy - Qommunity Donations, Grant.s
Australia Management support grants. and Funding received and adopted by Council.
Proaress Update: Review of RECO08 is currently being conducted.
58. Record Keeping Practices The Shire Recommendation to be implemented Provide evidence on what the Shire found SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
in igate an pp! 1 to manage Executive Leadership Team minutes 16/02/2023 Transferred to Completed
information that can detect and classify high risk
and high value information across different An automated system that detects high risk documents across different 28 Feb 23:
repositories including Email, Shared Drives, repositories was considered and determined that this was in excess of the As per client progress update.
SharePoint, One Drive etc. Shire’s needs. A business case for a new Records Management System was
4 approved by the Executive Leadership Team and funds have been allocated in
22-Apr-21 A’:jl:t?;:a M;eazc::msent Rec;rr;jcz:ee:mg Medium Manager Governance Closed the 2023/2024 Annual Budget.
28 Feb 23:
An automated system that detects high risk documents across different
repositories was considered and determined that this was in excess of the
Shire’s needs. A business case for a new Records Management System has
been approved by the Executive Leadership Team. Funds are to be
considered as vart of the 2023/2024 Annual Budaet.
59. The Executive Leadership Team reinforces the Recommendation to be implemented Awareness provided i.e. email commiunications SOA IA 25 July 2023-Email sent on 18/07/2023 by the CEO advising of the SOA IA 25 July 2023 - Transferred to
importance of recordkeeping with the relevant etc to remind employees about Shire’s updated Recordkeeping Plan and employee responsibilities. Validated by SOA IA--CEO Email was verified
business units’ Management. The message should documented procedures. of such communication.
cascade down from the top to all levels within the Progress Update: A new record keeping system has been identified and is
organisation. currently in its implementation stage. The new system includes the capability to [12 June 2022: Meeting request sent to RO to
automatically capture data and records based on the Shire’s record keeping discuss the evidence required to finalise the
22-Apr-21 Moore Records Record Keeping T Manager Governance Closed  |"eduirements and wil be aligned to the Shire’s Record Keeping Plan as well as |implementation of the recommendation.
Australia Management Practices legislative requirements. Update — February 2022 — Record Keeping System is
currently being reviewed, as a review of the proposed new system has
indicated that it may not meet the Shire’s requirements. The Shire’s current
record keeping system Synergy Soft Central records is currently being
reviewed for its suitability short term and long term.

Status After
Assessment

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Validated by Moore
Australia

Validated by SOA
1A

Validated by SOA
1A
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60. Record Keeping Practices Enforce individual Recommendation to be implemented Awareness provided i.e. email commiunications SOA IA 25 July 2023-Email sent on 18/07/2023 by the CEO advising of the SOA IA 25 July 2023 - Transferred to
accountability for compliance with the Shire’s etc to remind employees about Shire’s updated Recordkeeping Plan and employee responsibilities. Validated by SOA IA-
recordkeeping requirements. documented procedures. CEO Email was verified of such communication.
Progress Update: A new record keeping system has been identified and is
currently in its implementation stage. The new system includes the capability to |12 June 2022: Meeting request sent to RO to
automatically capture data and records based on the Shire’s record keeping discuss the evidence required to finalise the
22-Apr-21 Moore Records Record Keeping Medium MenagerGovemancs Closed  |requirements and will be aligned to the Shire’s Record Keeping Plan as well as |implementation of the recommendation. dated by SOA
Australia Management Practices legislative requirements. Update — February 2022 — Record Keeping System is a
currently being reviewed, as a review of the proposed new system has
indicated that it may not meet the Shire’s requirements. The Shire’s current
record keeping system Synergy Soft Central records is currently being
reviewed for its suitability short term and long term.
61. Record Keeping Practices Ensure any updates Recommendation to be implemented Progress Update: A new record keeping system has been identified and is 8 February 2023: All updates to SynergySoft
to the EDRMS comply with legislation and currently in its implementation stage. The new system includes the capability to [Central Records are actioned by its provider, IT
appropriate systems and controls are in place to automatically capture data and records based on the Shire’s record keeping Vision who are fully conversant and compliant
facilitate its application throughout the requirements and will be aligned to the Shire’s Record Keeping Plan as well as |with State and local government record keeping
22-Apr-21 Monre‘ Records Record ngping organisation. Medium Manager Governance Closed legislative rgquirements. Update - February 2022 — Record Keeping System is|requirements. dated b 00
Australia Management Practices currently being reviewed, as a review of the proposed new system has A
indicated that it may not meet the Shire’s requirements. The Shire’s current
record keeping system Synergy Soft Central records is currently being
reviewed for its suitability short term and long term.
62. Record Keeping Plan 2015040 The Shire Recommendation to be initiated by EOM April Progress Update: The Shire’s Record Keeping Plan is being reviewed in Validated by Moore Australia and closed on 31
consider and implement necessary resources to 2021. conjunction with the implementation of the Shire’s new EDRMS and will October 2022
commence immediate review of the incorporate requirements and strategies that align to the new systems
o Recordkeeping Plan 2015040. capabilities. Staff are in regular contact with the State Records Office
22-Apr-21 AMoore. Reeas Recoldlieseing Manager Governance Closed regarding the review status as well as ensuring that the shire’s approach and dared o0
ustralia Management Plan 2015040 . N o q 3 p A
implementation meets legislative and best practice requirements. It is
envisioned that the Record Keeping plan will be finalized within the next 6
months. The plan will incorporate systems for continual monitoring and self-
evaluation strateaies.
63. Record Keeping Plan 2015040 Develop Recommendation to be initiated by EOM April Provide process how the Shire monitor 25 Aug 2023 SOAIA 25 Aug 2023 SOA IA
appropriate systems to monitor the implementation 2021. implementation of improvements within the RKP Recordkeeping Plan improvements spreadsheet Transfered to Completed
of improvements within the Plan, including self MS Planner quarterly reporting reminder
evaluated improvements and any actions noted by A spreadsheet of all identified recordkeeping plan improvements has been SOA IA 25 July 2023-
the State Records Office. developed to track implementation progress. This will be reported to ELT on a |Remains in Progress
quarterly basis with the first report to be submitted in October 2023.
2023 May 29:
SOA IA 25 July 2023-A spreadsheet to track the progress of the Have not received update on spreadsheet
implementation of improvements detailed in the Recordkeeping Plan has been |development.
created. The Records and Customer Service Coordinator has commenced
populating this spreadsheet. Quarterly progress updates are proposed to be 12 June 2022: Meeting request sent to RO to
submitted to ELT commencing in October 2023. discuss the evidence required to finalise the
2023 April 27: implementation of the recommendation.
Moore Records Record Keeping A spreadsheet is being developed to manage the implementation of dated by SOA
22-Apr-21 | ) stralia Management Plan 2015040 Manager Governance Closed  |improvements listed in the Recordkeeping Plan. Following approval of the Plan
by the State Records Commission, the spreadsheet will be finalised and it is
proposed to report quarterly on the progress to the Executive Leadership
Team.
Progress Update: The Shire’s Record Keeping Plan is being reviewed in
conjunction with the implementation of the Shire’s new EDRMS and will
incorporate requirements and strategies that align to the new systems
capabilities. Staff are in regular contact with the State Records Office
regarding the review status as well as ensuring that the shire’s approach and
implementation meets legislative and best practice requirements. It is
envisioned that the Record Keeping plan will be finalized within the next 6
months. The plan will incorporate systems for continual monitoring and self-
evaluation strategies.
64.Language Control Review, improve and Recommendation to be initiated by EOM April Provide evidence on how the Shire ensure SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
update the systems and controls for language 2021. language control in systems A directive/procedure will be developed in Q4 of 2023/2024. Records projects |In Progress
control within record keeping systems. have been prioritised to ensure readiness for relocation to an alternative
location whilst the new Administration Building is being built. 28 Feb 23:
22-Apr-21 Ahlf;[r’arleia Maizzzrvflint Language Control Manager Governance Overdue 28 Feb 23: f:]s;’z;:g::t progress update. In Progress
Improvements/standardised naming conventions are being implemented
across the Shire’s records management system. A documented approach will
be consi d in pre ion for the impl of a new records
nent svstem
65. Language Control Consider review of historic Recommendation to be initiated by EOM April Did the Shire review this? Provide evidence SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
records to identify any high risk considerations 2021. This project will take approximately 2 years to complete. In Progress
Moore Records which require examination and updates for
22-Apr-21 A ! Language Control |compliance with approved record keeping Manager Governance Overdue |28 Feb 23: 28 Feb 23: In Progress
ustralia Management N i . . . . )
practices. A review of historic records is currently being undertaken. As part of this As per client progress update.
review, naming conventions are being standardised to allow for documents to  |In Progress
be easilv located.
66. Training Review and update systems and Recommendation to be initiated by EOM April Progress as at 2 May 2022: 8 February 2023: All new staff are provided with
processes for records training to be routinely and 2021. The following courses are being scheduled to run this calendar: Introduction to |a records induction/training session within the
consistently included with general commencement Managing Business Records in LG; Classification and Indexing of Business first week of commencement. Records filing
inductions. Records; Retention and Disposal of Business records - all facilitated by guides and instructions are provided together
WALGA, to be delivered this calendar year still with follow up training as required. 0
22-Apr-21 Ah\f:t?;ﬁa M;Z(;r:‘sem Training Manager Governance Closed Valldzxz::;i;woore
Progress Update: Organisational training on the new EDRMS will be conducted |12 June 2022: Meeting request sent to RO to
as part of its implementation. Training for new employees will be incorporated |discuss the evidence required to finalise the
on induction utilising the appropriate platforms. Regular evaluation of the implementation of the recommendation.
Shire’s EDRMS performance, in line with the RKP, will provide guidance of the
onaoina trainina reauirements to be delivered.

Item 6.1 - Attachment 2

Page 44



Audit And Risk Management Committee Meeting Attachments

12 December 2023

JAIA 20 Nov 2023

Auditor

Audit Topic

Shire of Ashburton

Finding Title

Recommendation

67. Training In addition to the induction training,
refresher training is conducted for all
Management, staff, contractors and volunteers

periodically. Records training could, for example,

Risk Rating

Recommendation Owner

Management Comment in Report

Recommendation to be initiated by EOM April
2021.

Current Review Date:

Agreed Action

Overdue

Status

Client Progress Update

Progress as at 2 May 2022:
HR has requested Corporate Services to develop content in consultation with
HR for an online e-learning course. With Corporate Services.

Status After

Moore Australia / SOA IA Comment
Assessment

8 February 2023: Evidence of training provided

12 June 2022: Meeting request sent to RO to
discuss the evidence required to finalise the

22-Apr-21 AMoore_ Records Training initially be undertaken annually then increased in High Manager Governance Closed Progress Update: Organisational training on the new EDRMS will be conducted |implementation of the recommendation. palatcd hy.Moore
ustralia Management . : N . g N L . . Australia
timeframe when there is evidence of improvement as part of its implementation. Training for new employees will be incorporated
in compliance posture. on induction utilising the appropriate platforms. Regular evaluation of the
Shire’s EDRMS performance, in line with the RKP, will provide guidance of the
onaoina trainina reauirements to be delivered.
68. Training of a records management champion Recommendation to be initiated by EOM April Progress as at 2 May 2022: 8 February 2023: The Records and Customer
in either each core business unit, or as a general 2021. Appointed Records Coordinator, commencing in May. Also appointed Manager |Service Coordinator commenced 19 September
support function, to provide support and guidance Governance, commencing 1 June. Once these new employees commence, we |2022. This role is responsible for managing the
to all staff on records management matters. This will identify a records champion and work with them to arrange for super user | Shire’s records, systems and education of end
will allow for an “expert” in the field, with hands on training for the identified employee. Part of our blended learning framework is |users. The incumbent holds a Diploma in
Moore Records » understanding of the challenges of each system ) knowledge share, including, not allowing employees to work in isolation. Recordkeeping. Validated by Moore
220021 | 0T | amagement Training High Manager Governance Closed Australia
Progress Update: Organisational training on the new EDRMS will be conducted |12 June 2022: Meeting request sent to RO to
as part of its implementation. Training for new employees will be incorporated |discuss the evidence required to finalise the
on induction utilising the appropriate platforms. Regular evaluation of the implementation of the recommendation.
Shire’s EDRMS performance, in line with the RKP, will provide guidance of the
ongoing training requirements to be delivered.
69. Training Test backup procedures, usability and Recommendations noted Provide test backup procedured Progress update as at: 25 July 2023 SOA IA - No progress update
readability of backup tapes/discs on a regular Corporate Services to arrange via their external ICT or other consulting 12 June 2022: Meeting request sent to RO to
Moore Records - basis. providers discuss the evidence required to finalise the
22-Apr-21 A ! Training Medium Manager ICT Not Due implementation of the recommendation. In Progress
ustralia Management . . . .
Progress Update: The proposed new system is backed up in accordance with
industry best practices standards. Regular testing to take place one system is
operational. in line with the Shire’s Record Keepina Plan.
70. Key Performance Indicators Refine and Recommendation to be initiated by EOM April Provide riteria to assess the performance of the SOA IA 25 Aug 2023 SOAIA 25 Aug 2023
develop criteria to assess the performance of the 2021. recordkeeping program The Shire has not implemented coordinated performance monitoring and Not Started
recordkeeping program. reporting at this stage. As the organisation matures and more processes are
ut in place, this will be implemented. 12 June 2022: Meeting request sent to RO to
22-Apr-21 AM°°'e. RS ReyiQelionmenc Medium Manager Governance overdue || ° discuss the evidence iqu?red to finalise the Not Started
ustralia Management Indicators . . o . q 9 q
Progress Update: Collection and review of statistics will commence on the implementation of the recommendation.
implementation of the new EDRSM and will form part of the Shire’s
performance management platform and written into the Shire’s reviewed
Record Keepina Plan.
71. Key Performance Indicators Implement a Recommendation to be initiated by EOM April Provide evidence of survey completed SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
survey mechanism to measure levels of staff 2021. A survey will be considered at a later date. Records projects have been Not Started
satisfaction with recordkeeping operations. prioritised to ensure readiness for relocation to an alternative location whilst the
new Administration Building is being built. 12 June 2022: Meeting request sent to RO to
22-Apr-21 AMOO@ Records Key Pe.rformance Medium Manager Governance Overdue ¢ ¢ discuss the evidence ?equ?red to finalise the Not Started
ustralia Management Indicators " . - y . ; .
Progress Update: Collection and review of statistics will commence on the implementation of the recommendation.
implementation of the new EDRSM and will form part of the Shire’s
performance management platform and written into the Shire’s reviewed
Record Keepina Plan.
72. Website Management Investigate appropriate Recommendations noted Have the Shire decided on a system solution to SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
system solution to capture corporate information capture corporate information published in social The ability to capture published social media and website information was a Transferred to Completed
published in social media, including internet media, including internet website? consideration for a new Records Management System. A business case for a
website. new Records Management System was approved by the Executive Leadership (28 Feb 23:
" Team and funds have been allocated in the 2023/2024 Annual Budget. As per client progress update. :
22-Apr-21 Roo [ReEaD WD Medium Manager Governance Closed e In PF:'ogress = ? Validated by SOA
Australia Management Management 28 Feb 23: 1A
A business case for a new Records Management System has been approved
by the Executive Leadership Team. Funds are to be considered as part of the
2023/2024 Annual Budget.
Review the policies and guidelines and develop Agreed Evidence of updated policies, procedures and 2023 April 27: 2023 April 12:
supporting operating procedures to ensure they SOP's. +Digital Information and Records Policy (adopted by Council 11/10/22) Evidence of updated policies + procedures
reflect current practice requirements *Elected Member Recordkeeping (adopted by Council 14/3/23) provided as a part of updated RKP. Closed.
+Incoming and Outgoing Mail, Internal Mail and Records Disposal procedures |12 December 2022: Policy ADM04 Digital
(approved by Manager Governance 27/3/23) Information and Records has been reviewed
. *Records Directive and User Guide review to commence in May 2023. and submitted to Council for adoption 11
M R d RePC"I."‘. Keep‘ljng October 2022 - received - requires further Validated by Moor
15-Juk22 | oo ecords olicles an Medium Manager Governance Closed |12 December 2022: Policy ADMO4 Digital Information and Records has been  |evidence. BRI Y e
ustralia | Management 22 supporting . ’ . N Australia
Procedures reviewed and submitted to Council for adoption 11 October 2022.
31 October 22: Digital Information and Records Policy endorsed by Council 11
October 2022.
Review of operating procedures and directives commenced. Council minutes —
11 October 2022
Council attachments — 11 Qctober 2022
Ensure the records management policies and Agreed Was it approved by the CEO? Evidence 2023 April 27: 2023 April 27:
guidelines and operating procedures are approved +Digital Information and Records Policy (adopted by Council 11/10/22) Evidence of approved policies and procedures
by the CEO or Executive Leadership Team *Elected Member Recordkeeping (adopted by Council 14/3/23) relating to Records received. Validated.
*Incoming and Outgoing Mail, Internal Mail and Records Disposal procedures
Record Keeping (approved by Manager Governance 27/3/23) 2023 April 12:
15-Jul-22 AMoorg Records Policies 'and Medium Mg EoETERE Closed *Records Directive and User Guide review to commence in May 2023. Policies + procedures within RKP do not specify NELLELE hylMoore
ustralia [ Management 22 supporting whom was the approver. Australia
Procedures 31 October 22: Digital Information and Records Policy endorsed by Council 11
October 2022.
Review of operating procedures and directives commenced. Council minutes —
11 October 2022
Council attachments — 11 October 2022.
Communicate the Records Management Policies Agreed Records Coordinator sent email to all staff with procedure manual and 12 December 2022: Moore Australia did
R . and operating procedures to all staff within the guidelines. Receive the Email the Shire sent out to the
ecord Keeping o . o
Moore Records Policies and organisation Sh.lrg Staff. The email qld offer one op one Validated by Moore
15-Jul-22 A i y Medium Manager Governance Closed training and also gave links to the Shire .
ustralia [ Management 22 supporting > Australia
Procedures Records User Guide. It also talks about

providing records induction training and follow
up training.
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Finding Title

Record Keeping

Recommendation

Copies of the Records Management Policies and
operating procedures be made available and

Risk Rating

Recommendation Owner

Management Comment in Report

Current Review Date:

Agreed Action

Overdue
Status

Client Progress Update

31 October 2022: All Council policies are available on the Shire’s website.
Records User Guide, procedures and guidelines are available on AIMS.

Status After

Moore Australia / SOA IA Comment
Assessment

8 February 2023: All current records
management internal documents are available

15-Jul-22 Moorg Records Policies 'and ea;lly acpessble to stgff and_relevanl contractors Medium Manager Governance Closed on the Shire’s |ntrane? (A.IMS) L'mder Validated by.Moore
Australia | Management 22 supporting at induction and ongoing basis Governance. The Policy is available on the Australia
Procedures Shire’s website and there is a link to all policies
available via AIMS.
Establish a program of reviewing the Records Agreed Evidence that policies and procedures will be 28 Feb 23: 2023 April 12:
Record Keeping [Management policies and procedures at a reviewed every 2 years. Policy review due date set to 2 years (see attached policy). Directive and Sufficient evidence of reviews being undertaken
Moore Records Policies and minimum every two years. procedure templates also include a section in the document control box to included witin updated RKP. Closed. Validated by Moore
-Jul- . y Medi Closed y . e y N .
15-Jul-22 Australia | Management 22 supporting edium Manager Governance ose detail the next review date. Directives will be reviewed every 2 years. 28 Feb 23: Australia
Procedures Procedures will be reviewed annually at a minimum, or as and when required. |As per client progress update.
Record Keeping Review the Record Keeping Plan to ensure they Agreed Provide updated and approved RKP. 28 Feb 23: 2023 April 12:
Moore Records reflect current practice requirements A review of the Recordkeeping Plan is currently underway. The plan will be Updated RKP provided. Completed. Validated by Moore
15-Jul-22 y plan (Statutory Manager Governance Closed p L " " ; .
Australia | Management 22 i submitted to the State Records Commission for consideration at its next 28 Feb 23: Australia
obligation) . B
meeting to be held Mav 2023. As per client proaress update.
Ensure that it is approved by the CEO or Agreed Was RKP approved by CEO and SRO? 28 Feb 23: 2023 April 12:
Moore Records Record Keeping |Executive management and the State Records A review of the Recordkeeping Plan is currently underway. The plan will be Updated RKP provided, signed by CEO and Validated by Moore
15-Jul-22 ! plan (Statutory |Commission. Manager Governance Closed submitted to the State Records Commission for consideration at its next provided to SRC for approval. Completed. Y
Australia | Management 22 N . N Australia
obligation) meeting to be held May 2023. 28 Feb 23:
As per client progress update.
Map all record keeping systems currently used Agreed Evidence of system mapping? 28 Feb 23: 2023 April 12:
Records within the Shire A review of all recordkeeping systems used at the Shire has been conducted |Sufficient evidence provided within updated Vali M
15-Jul-22 Moore_ Reteais Management Manager Governance Closed and has been documented in the draft Recordkeeping Plan. RKP. Closed. alidated hy. oore
Australia | Management 22 Australia
System 28 Feb 23:
As per client proaress update.
CEO approve which records systems should be Agreed Evidence of system to be used for RKP approved SOA IA 25 July 2023-The CEO approved the Recordkeeping Plan on 2 May  [SOA IA 25 July 2023-Transferred to Validated
used for records management by CEO. 2023. The Recordkeeping Plan details the Shire’s approved record by SOA IA-Page 8 on RKP stated and Current
management system and business information systems. RKP ITVision Synergy "Sourcing and
implementation of a modern EDRMS with
greater functionality and efficiency
is being investigated. When sufficient funds are
available and staff resourcing permits, a
Records new EDRMS will be implemented. It is T —
15-Jul-22 Moore Records Management Manager Governance Closed anticipated this may occur in the 2023/2024 alidated by
Australia | Management 22 System financial 1A
year"
8 February 2023: The Shire has investigated
alternative records management systems. A
report is being prepared for the Executive
Leadership Team to endorse a preferred new
system.
Moore Records Records Communicate the approved list of records systems Agreed Awareness provided i.e. email commiunications SOA IA 25 July 2023-Email sent on 18/07/2023 by the CEO advising of the SOA IA 25 July 2023-Transferred to Validated Validated by SOA
15-Jul-22 ! Management  |to all staff; including their responsibilities Manager Governance etc to remind employees about Shire’s Closed updated Recordkeeping Plan and employee responsibilities. by SOA IA-CEO Email was verified of such
Australia | Management 22 L 1A
System documented procedures. communication
Records Ensure that the systems are regularly maintained Agreed Evidence indicating maintenance of systems 2023 April 27: 2023 April 27:
15-Jul-22 Moore_ Records Management and key documents remain current. Manager Governance Closed Key QOcuments haye/are bemg reylewed as detailed above. System upda}es Ewdgnce of synergy systems maintenance Validated hylMoore
Australia | Management 22 System (provided by IT Vision) are being implemented as and when they are received. |received. Validated. Australia
Systems access Develop a document or register that classifies key Agreed Provide register that classifies key records or SOA IA 25 Aug 2023 SOAIA 25 Aug 2023
15-ul-22 Moorg Records e record_s by access or oon_ﬁden_tlal level and the Medium Manager Govemance confn_it_entn:’:ll level and the associated security GrEilin A dlrectlvelprpc‘ef:lure will be develoged in Q3 of 202‘3/2024. Records_projects Not Started Not Started
Australia | Management 22 . associated security classification classification have been prioritised to ensure readiness for relocation to an alternative
classification 9 i b . HFTrorm e [ef q
location whilst the new Administration Building is being built.
Ensure that the document is approved by the CEO Agreed Referring to item 84. SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
or the relevant delegated authority Was it approved by the CEO? Evidence A directive/procedure will be developed in Q3 of 2023/2024. Records projects |In Progress
Moore |  Recors | SYsiems access locaton whist 1o new Adminraton Buldng & bang Bt
15-Jul-22 " and records Medium Manager Governance Overdue . In Progress
Australia | Management 22 classification
31 Ocotber 2022: A review of the Shire’s Recordkeeping Plan has
commenced. This will be included in this review. It is anticipated the review will
be finalised bv 31 December 2022.
Systems access Communicate to relevant staff Agreed Referring to item 84. SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
15-Jul-22 Moorg Records and records Medium Manager Governance Awarene5§ provided i.e. email con'llrn!unlcatlons Gremlie A dlrecﬂve/prgc.efjure will be developed in Q3 of 202.3l2024. Records_prOJecis Not Started Not Started
Australia | Management 22 P etc to remind employees about Shire’s have been prioritised to ensure readiness for relocation to an alternative
classification p & P 5 P —— q
documented procedures. location whilst the new Administration Buildina is beina built.
Systems access Ensure that records are classified as per the Agreed Referring to item 84. SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
15-Jul-22 Moorg Records and records approved document. Medium Manager Goverance Provide evidence to show classification. GrEmlie A dwectwelprgcg@ure will be developed in Q3 of 202‘3/2024 Records_prujects Not Started Not Started
Australia | Management 22 N have been prioritised to ensure readiness for relocation to an alternative
classification ! y . y I . .
location whilst the new Administration Buildina is beina built.
Establish an ongoing training program for all staff Agreed 8 February 2023: All new staff are provided with
Training Program on records management including refresher a records induction/training session within the
15-Jul-22 Moorg IREETES for Records teeng Medium Manager Governance Closed flrs:t ek Of. commlencemenl. Rgcords filing parcete bylMoore
Australia | Management 22 M guides and instructions are provided together Australia
lanagement B e 5
with follow up training as required.
Ensure that the program is approved by the CEO Agreed 8 February 2023: All new staff are provided with
Training Program or the delegated authority a records induction/training session within the
Moore Records . first week of commencement. Records filing Validated by Moore
15-Jul-22 " for Records Medium Manager Governance Closed . . N N .
Australia | Management 22 M guides and instructions are provided together Australia
lanagement N L .
with follow up training as required.
Moore Records Training Program |Maintain an up to date log of when staff last Agreed 31 Ocotber 2022: In August 2022, the Records team commenced recording Validated by Moore Australia and closed on 31 Validated by Moore
15-Jul-22 . for Records completed their training Medium Manager Governance Closed training of staff in a register. October 2022 n
Australia | Management 22 e ——— Australia
Set minimum timeframes for when staff should Agreed Provide threshold of when staff should receive SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
attend the refresher training refresher training The new Recordkeeping Plan states what types of training/information is Transferred to Completed
Training Program provided to staff. Shire-wide (outsourced) records training was offered in 2022. :
Validated by SOA
15-Jul-22 Moorel Records for Records Medium Manager Governance Closed It is anticipated that this would be featured on the Shire’s training calendar at |8 February 2023: Minimum timeframes for staff FLRRE 1
Australia | Management 22 . . N - IA
Management least once every 2 years. refresher training will be included in the
Recordkeeping Plan. The review of this
document is in proaress.
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Moore Records Training Program |Ensure staff the attend the training and refresher Agreed 8 F_e_bruary_2023: Validated by Moore through dated by Moo
15-Jul-22 Australia | Management 22 for Records courses. Medium Manager Governance Closed training register. :
Management
Establish a sustained annual program of records Agreed Provide annual plan for disposal of records 31 October 2022: A review of the Shire’s Recordkeeping Plan has 2023 April 27:
disposal and retention commenced. This will be included in this review. It is anticipated the review will [Records Disposal procedure mentions annual
be finalised by 31 December 2022. calendar and financial year disposal programs +
ad hoc disposals. Validated.
15-Jul-22 Moorg Records Sus:s:nl:;jcz:(;gram Medium Manager Governance Closed 8. February 2023: Preparation of an_nual dared o0
Australia | Management 22 di disposal of records due for destruction has A
isposal
commenced on the backlog of stored records.
Future disposal programs will be on a financial
year basis in general. Details will be
documented in the Recordkeeping Plan which
is currently under review.
Conduct a risk assessment to determine which Agreed Provide risk assessment conducted on records for SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
records will be retained as state archives or state archiving As part of the review of the Recordkeeping Plan, risks were assessed and Transferred to Completed
Moore Records Sustained program disposed dlocuv'?'ezted in'g?e Tlan, As records are reviewed they are being assessed and Sated by SOA
15-Jul-22 1 for Records Medium Manager Governance Closed CassHegiEccorcinglys
Australia | Management 22 disposal A
31 October 2022: A review of the Shire’s Recordkeeping Plan has
commenced. This will be included in this review. It is anticipated the review will
be finalised bv 31 December 2022
Ensure all approvals are sought and evidence and Agreed Provide evidence of approvals SOA IA 25 July 2023-The Records team have commenced disposal of records [SOA IA 25 July 2023-Transferred to Validated
relevant records are maintained. with an aim to create an annual disposal schedule once the backlog has been |by SOA IA-Approval is sought from Jasmine &
cleared. Kenn for all Records Disposals.
All records are assessed against the General
Disposal Authority for Local Government
Records (GDA) as per our approved Amended
Moore Records Sustained program Recordkeepmg Plan 2023014 and State tated by SOA
15-Jul-22 . for Records Medium Manager Governance Closed Records requirements.
Australia | Management 22 disposal A
File IM23 is where all records of Records
Retention and Disposal Applications are
captured.
Please refer to Record 2350096 for our most
recent Records Disposal documentation
approved in May 2023.
Management Develop KPI's for monitoring compliance and Agreed Provide KPI's for compliance and performance SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Moore Records Reporting on the |performance of the records and information Not Startetd Not Startetd
15-Jul-22 A ’ Shire’s Records [management function Medium Manager Governance Overdue 0 ed
ustralia | Management 22
Management
Practices
Management Ensure KPI's are approved by the Executive or Agreed Was it approved by ELT member or delegated SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Moore Records Reporting on the |relevant delegated authority authority Not Startetd Not Startetd
15-Jul-22 ! Shire’s Records Medium Manager Governance Overdue 0 arted
Australia | Management 22
Management
Practices
Management Have a standard agenda item on a regular basis to Agreed Provide example of agenda paper where records SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Moore Records Reporting on the |discuss records management matters; and management was discussed. Not Startetd Not Startetd
15-Jul-22 " Shire’s Records Medium Manager Governance Overdue 0 ed
Australia | Management 22
Management
Practices
Management  [Regularly report to the Executive and Audit and Agreed Examples of reports to ELT and ARC. SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Reporting on the |Risk Committee level Not Startetd Not Startetd
15-Jul-22 Moorg Records Shire’s Records Medium Manager Governance Overdue ot Started
Australia | Management 22
Management
Practices
Determine the frequency and method of Agreed How does the Shire monitor compliance of records SOA IA 25 Aug 2023 SOAIA 25 Aug 2023
monitoring compliance management The Shire has introduced the Attain Compliance Calendar which documents Transferred to In Progress
various legislative requirements across multiple pieces of legislation. Tasks are
allocated to the appropriate officer. The officer is required to evidence their
Compliance compliance in thg system. Quarterly reporting of.oul'standing compliance
15-Jul-22 AMoore_ IREETES Monitoring and Medium Manager Governance Overdue calendar tasks will k,’e reportedito|ELT .commencing|in Oc.tober 2‘?23- In Progress
ustralia | Management 22 Evaluation Please note: compliance matters are reported to the Audit and Risk
Management Committee as part of the DLGSC annual Compliance Audit
Return (CAR). Currently outside of the CAR, no other legislative compliance
reporting is presented to the Audit and Risk Management Committee. This will
be investigated at a later date.
Regularly monitor; and report to executive and the Agreed Examples of reports to ELT and ARC. SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Audit and Risk Committee the outcomes. The Shire has introduced the Attain Compliance Calendar which documents Transferred to In Progress
various legislative requirements across multiple pieces of legislation. Tasks are
allocated to the appropriate officer. The officer is required to evidence their
Compliance compliance in thg system. Quarterly reporting of.out_standing compliance
15-Jul-22 Moorg Records Monitoring and Medium Manager Governance Overdue | calendar tasks wil k?e reported to ELT commencing in Ogtober 2923' In Progress
Australia | Management 22 Evaluation Please note: compliance matters are reported to the Audit and Risk

Management Committee as part of the DLGSC annual Compliance Audit
Return (CAR). Currently outside of the CAR, no other legislative compliance
reporting is presented to the Audit and Risk Management Committee. This will
be investigated at a later date.
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Auditor Audit Topic Finding Title Recommendation Risk Rating Recommendation Owner Management Comment in Report Agreed Action oé’; r::;e Client Progress Update Moore Australia / SOA IA Comment i::t::sf"f:;
Review the Records Emergency Management Agreed Provide update of Records Emergency SOA IA 25 Aug 2023 SOAIA 25 Aug 2023
Plan Management Plan The Records Emergency Management Plan reviewed will be finalised in Q2 of |In Progress
2023/2024. Records projects have been prioritised to ensure readiness for
relocation to an alternative location whilst the new Administration Building is 12 December 2022: The review of the Records
being built. Emergency Management Plan has commenced
el . and is being.undertakenl in conljuncﬁon with the
15-Jul-22 Moore_ Records Emergency Medium Manager Governance Not Due 12 December 2022: The review of the Rerfords IlEmerlgency Management Plan |Recordkeeping Plar) review. It is proposed In Progress
Australia | Management 22 Management Plan has commenced and is being undertaken in conjunction with the these documents will be presented to the State
Recordkeeping Plan review. It is proposed these documents will be presented |Records Office by 31 December 2022 - no
to the State Records Office by 31 December 2022. evidence received.
31 October 2022: A review of the Shire’s Recordkeeping Plan has
corr . This will be i in this review. It is anticipated the review will
be finalised bv 31 D 2022
Ensure it is approved by the CEO and the relevant Agreed Was it approved by CEO SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
delegated authority The Records Emergency Management Plan reviewed will be finalised in Q2 of |In Progress
2023/2024. Records projects have been prioritised to ensure readiness for
Moore Records Records relocation to an alternative location whilst the new Administration Building is
15-Jul-22 " Emergency Medium Manager Governance Not Due  |being built. In Progress
Australia | Management 22
Management Plan
31 October 2022: A review of the Shire’s Recordkeeping Plan has
commenced. This will be included in this review. It is anticipated the review will
be finalised bv 31 December 2022.
Made available to all staff. Agreed Provided to staff? How? Email, Intranet, through SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Moore Records Records learning. Provide examples. The Records Emergency Management Plan reviewed will be finalised in Q2 of |Transferred to In Progress
15-Jul22 | B Emergency Medium Manager Governance Not Due  [2023/2024. Records projects have been prioritised to ensure readiness for In Progress
ustralia | Management 22 N - N . fof 8 iy
Management Plan relocation to an alternative location whilst the new Administration Building is
being built.
Cyber Security |Establish a Cybersecurity Framework and Agreed. Develop a Cybersecurity Framework and |Develop a Cybersecurity Framework and 25 July 2023 SOA IA - No progress update
Moore Framework and |supporting procedures that align with the WA supporting procedures that align with the WA supporting procedures that align with the WA 8 February 2023: Cybersecurity Framework is
01-Nov-22 A " Cyber Security Supporting Government Cybersecurity Policy and the Manager ICT Government Cybersecurity Policy and the Government Cybersecurity Policy and the Overdue currently being drafted. In Progress
ustralia " . - . . ; . N . .
Operational Australian Government Information Security Australian Government Information Security Australian Government Information Security
Procedures Manual Manual Manual
Cyber Security [Ensure the Cyber Security Framework and Agreed. Have the Cybersecurity Framework Have the Cybersecurity Framework endorsed by 25 July 2023 SOA IA - No progress update
Moore Framework and |supporting operating procedures are approved by endorsed by the ICT Working group and Executive [the ICT Working group and Executive Leadership 8 February 2023: Cybersecurity Framework is.
01-Nov-22 Australia Cyber Security Supporting the CEO, Executive Leadership Team or the Manager ICT Leadership Team Team Overdue currently being drafted In Progress
Operational relevant delegated authority
Procedures
Cyber Security  |Ensure the Cyber Security Framework and Agreed. Have the supporting operating procedures |Have the supporting operating procedures 25 July 2023 SOA IA - No progress update
Moore Framework and |supporting operating procedures are approved by approved by the Director Corporate Services approved by the Director Corporate Services 8 February 2023: Cybersecurity Framework is
01-Nov-22 Australia Cyber Security Supporting the CEO, Executive Leadership Team or the Manager ICT Overdue currently being drafted In Progress
Operational relevant delegated authority
Procedures
Cyber Security  [Communicate the framework and supporting Agreed. Communicate the framework and Communicate the framework and supporting 25 July 2023 SOA IA - No progress update
Moore Framework and |operating procedures to all staff within the supporting operating procedures to all staff within |operating procedures to all staff within the 8 February 2023: Cybersecurity Framework is
01-Nov-22 Australia Cyber Security Supporting organisation Manager ICT the organisation; organisation; Overdue currently being drafted In Progress
Operational
Procedures
Cyber Security [Copies of the framework and operating procedures Agreed. Copies of the framework and operating Copies of the framework and operating 25 July 2023 SOA IA - No progress update
Moore Framework and |be made available and easily accessible to staff procedures be made available and easily procedures be made available and easily 8 February 2023: Cybersecurity Framework is
01-Nov-22 Australia Cyber Security Supporting and relevant contractors at induction and ongoing Manager ICT accessible to staff and relevant contractors at accessible to staff and relevant contractors at Overdue currently being drafted In Progress
Operational basis induction and ongoing basis; induction and ongoing basis;
Procedures
Cyber Security |Establish a program of reviewing framework and Agreed. Establish a program of reviewing Establish a program of reviewing framework and 25 July 2023 SOA IA - No progress update
Moore Framework and |operating procedures at a minimum every two framework and operating procedures at a operating procedures at a minimum every two 8 February 2023: Cybersecurity Framework is
01-Nov-22 Australia Cyber Security Supporting years Manager ICT minimum every two years. years. Overdue currently being drafted In Progress
Operational
Procedures
Establish cybersecurity training at induction, and Agreed. Establish cybersecurity training at Establish cybersecurity training at induction, and 25 July 2023 -New Cybersecurity induction completed 25 July 2023 SOA IA - Transferred to
Staff Awareness . . . N . L . e y
01-Nov-22 Moore_ Cyber Securit and Training on | 2" ©N90ing training program for all staff on Manager ICT induction, and an ongoing training program for all {an ongoing training program for all staff on Closed Validated by SOA 1A dated by SOA
y y g g N . g y d N ! Ny .
Australia Cyber Security cybersecurity awareness including refresher staff on cybersecurity awareness including cybersecurity awareness including refresher A
training refresher trainina. training.
Moore Staff Awareness |Maintain an up-to-date log of when staff last Agreed. Maintain an up-to-date log of when staff |Maintain an up-to-date log of when staff last 25 July 2023 -Part of Pulse training 25 July 2023 SOA IA - Transferred to dated by SOA
01-Nov-22 Australia Cyber Security a(?d Trasining on |completed their training Manager ICT last completed their training. completed their training. Closed Validated by SOA IA
yber Security
Risk Assessment Conduct cyber security risk assessment at planned Agreed. Schedule of planned intervals for Schedule of planned intervals for conducting 25 July 2023 -Reoccuring task to be set 25 July 2023 SOA IA - Remains in Not Started
Moore . .. |intervals (including using existing information to conducting cybersecurity risk assessments to be | cybersecurity risk assessments to be incorporated
01-Nov-22 ! Cyber Security | for Cyber Security |, Medium Manager ICT N ! " h N N Overdue 0 arted
Australia threats inform the assessments) incorporated into the Cybersecurity Framework into the Cybersecurity Framework and operating
and operating procedures procedures
Moore Risk Assessment |Retain documented information of the results of Agreed. Register maintained of risk assessments |Register maintained of risk assessments 25 July 2023 -Reoccuring task to be set 25 July 2023 SOA IA - Remains in Not Started
01-Nov-22 Australia Cyber Security | for Cyber Security |the risk assessment Medium Manager ICT conducted in accordance with the framework and |conducted in accordance with the framework and Overdue 0 arted
threats procedures procedures
Moore Risk Assessment |Update key governance documents and processes Agreed. Register maintained of risk assessments |Register maintained of risk assessments 25 July 2023 SOA IA - No progress update
01-Nov-22 Australia Cyber Security | for Cyber Security |post performing the risk assessment Medium Manager ICT conducted in accordance with the framework and |conducted in accordance with the framework and Overdue 0 arted
threats procedures procedures
Establish an annual program of testing Agreed. Incorporate an annual program of testing |Incorporate an annual program of testing 25 July 2023 -Reoccuring task to be set 25 July 2023 SOA IA - No progress update
Testing for control vulnerabilities (including penetration testing) which vulnerabilities into the Cybersecurity Framework  [vulnerabilities into the Cybersecurity Framework
Moore weakness and  [can be performed in house by staff with and supporting operating procedures and supporting operating procedures
01-Nov-22 Australia Cyber Security Cyber security |appropriate skills and experience or externally by Medium Manager ICT Overdue 0 arted
threats (including |consultants
penetration testing)
Develop processes for documenting and Agreed. Develop processes for documenting and | Develop processes for documenting and 25 July 2023 -Procedure developed. In review stage 25 July 2023 SOA IA - Transferred to In
Testing for control |addressing identified vulnerabilities in a timely addressing identified vulnerabilities in a timely addressing identified vulnerabilities in a timely Progress
Moore ) weakness aﬁd manner manner. manner.
01-Nov-22 " Cyber Security Cyber security Medium Manager ICT Overdue In Progress
Australia - -
threats (including
penetration testing)
Ensure that physical access to the server room is Agreed. Review current security measures and Review current security measures and incorporate 25 July 2023 SOA IA - No progress update
Physical security of restricted to only those with authorised access to incorporate acceptable restrictions for authorised |acceptable restrictions for authorised access into
Moore " key assets protected information systems and monitored to . access into the Shire’s Cybersecurity Framework |the Shire’s Cybersecurity Framework 23 February 2023:
Wik Australia ey Sy (inclu():I/ing Server |prevent unauthorised access and accidental (2t Ranzoeel O With the current uses of the server room, it is (AR
rooms) damage not possible to restrict access in this way
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Auditor Audit Topic Finding Title Recommendation Risk Rating Recommendation Owner Management Comment in Report Agreed Action oé’; rt:\;e Client Progress Update Moore Australia / SOA IA Comment i;:t::s:\"f:;
Ensure that physical access to the server room is Agreed. Ensure security measures included in the |Ensure security measures included in the 25 July 2023 SOA IA - No progress update
Physical security of restricted to only those with authorised access to framework are implemented framework are implemented
Moore 3 key assets protected information systems and monitored to 23 February 2023:
01-Nov-22 | \stralia | CYDer Security (inclué/ing Server |prevent unauthorised access and accidental Ll Manager ICT Overdue With the current uses of the server room, it is InlBrogress
rooms) damage not possible to restrict access in this way
Establish processes for identifying recording and Agreed. Incorporate cybersecurity recording, and |Incorporate cybersecurity recording, and reporting 25 July 2023 -Procedure developed. In review stage 25 July 2023 SOA IA - Remains In Progress
Moore Reporting of Cyber |reporting cyber security incidents to the relevant reporting measures and frequency in the measures and frequency in the Cybersecurity
01-Nov-22 P Cyber Security | Security Incidents |external entities and internally to the relevant Medium Manager ICT Cybersecurity Framework, including regular Framework, including regular reporting to the ICT Overdue 8 February 2023: Cybersecurity Framework is In Progress
and Threats authority reporting to the ICT Working Group and Executive Working Group and Executive Leadership Team currently being drafted
Leadership Team
Determine the frequency and key areas that the Agreed. Incorporate cybersecurity recording, and  |Incorporate cybersecurity recording, and reporting 25 July 2023 -Procedure developed. In review stage 25 July 2023 SOA IA - Remains In Progress
Moore Reporting of Cyber [reporting will cover reporting measures and frequency in the measures and frequency in the Cybersecurity
01-Nov-22 Australia Cyber Security | Security Incidents Medium Manager ICT Cybersecurity Framework, including regular Framework, including regular reporting to the ICT Overdue 8 February 2023: Cybersecurity Framework is In Progress
and Threats reporting to the ICT Working Group and Executive |Working Group and Executive Leadership Team currently being drafted
Leadership Team
Develop an ICT Disaster Recovery Plan which Agreed. Develop an ICT Disaster Recovery Plan  |Develop an ICT Disaster Recovery Plan which 22 Sep 2023 SOA IA 23 February 2023:
Strategies and  [outlines the overall strategy for recovery ICT which outlines the overall strategy for recovery ICT |outlines the overall strategy for recovery ICT Already have a recruitment and Retention Strategy in place — needs review. First draft completed
Moore Plans for Recovery | (including Cybersecurity threats and incidents), (including cybersecurity threats and incidents), (including cybersecurity threats and incidents), Have already commenced with review of directives and procedures.
01-Nov-22 - Cyber Security |from Cyber security|reasons and the activities required to implement Medium Manager ICT reasons and the activities required to implement  [reasons and the activities required to implement Overdue In Progress
attacks and the strategy, including timeliness for recovering the strategy, including timeliness for recovering the strategy, including timeliness for recovering
Threats each specific technology component as required each specific technology component as required  [each specific technology component as required
by the Shire by the Shire by the Shire
Review the end-of-life cycle of the backup Agreed. Review the end-of-life cycle of the backup |Review the end-of-life cycle of the backup ICT 2023 June 15: 2023 June 15:
Strategies and  [Information and Communication Technology ICT infrastructure installed at Onslow Airport in late |infrastructure installed at Onslow Airport in late Provided evidence of review conducted. Provided evidence of review conducted.
Moore Plans for Recovery |infrastructure installed at the airport in late 2016 2016; and 2016 Closed. dated b 00
01-Nov-22 Australia Cyber Security |from Cyber security Medium Manager ICT Closed
attacks and 23 February 2023:
Threats No evidence provided to close the
recommendation.
Review the end-of-life cycle of the backup Agreed. Develop an ICT asset replacement Develop an ICT asset replacement program 25 July 2023-Capital funding for replacement of hardware approved. Yet to be|25 July 2023 SOA IA - Remains In Progress
Information and Communication Technology program ordered
Strategies and |infrastructure installed at the airport in late 2016 2023 June 15:
Moore IAETS {27 (RS Insufficient evidence.
01-Nov-22 Australia Cyber Security |from Cyber security Medium Manager ICT Overdue In Progress
attacks and 28 Feb 23:
Threats Management considers closed - no evidence
received.
st . Replace the backup infrastructure at the Shire’s Agreed. Replace the backup infrastructure at the |Replace the backup infrastructure at the Shire’s 25 July 2023-Capital funding for replacement of hardware approved. Yet to be(25 July 2023 SOA IA - Transferred to In
rategies and ) " A . A " B ) " . "
Plans for Recovery disaster recovery site (Onslow Airport) at end of its Shire’ svdlsaster recovery site (Onslow Airport) at  |disaster recovery site (Onslow Airport) at end of its ordered Progress
01-Nov-22 A’EJA:t?;ﬁa Cyber Security |from Cyber security expected life cycle Medium Manager ICT end of its expected life cycle expected life cycle Overdue In Progress
attacks and
Threats
M Establish a removeable media arrangement or Agree in part. Options will need to be discussed  |Agree in part. Options will need to be discussed 25 July 2023-Still to be determined 25 July 2023 SOA IA - Remains In Progress
lanagement of . " N . p 5 ) ) o
removable media policy thatAoutllnes the Shlres expectation on thg with ELT. . . with ELT. ) _ 8 February ?023. Cybersecurity Framework is
Moore _ devices (USB and use, handling and protection of removable media Incorporate rerr!oveable media arrangements into [ Incorporate removeable media arrangements into currently being drafted
01-Nov-22 ! Cyber Security . Manager ICT the Cybersecurity Framework the Cybersecurity Framework Overdue In Progress
Australia Flash drives) &
Trusted Insider
Program
M Establish arrangements for monitoring Agree in part. Options will need to be discussed Agree in part. Options will need to be discussed 25 July 2023-Still to be determined 25 July 2023 SOA IA - Remains In Progress
lanagement of . a > >
. |unauthorised data access and excessive use of with ELT. with ELT.
removable media N L - . . .
Moore ) devices (USB and removable media Incorporate monitoring arrangem.er!ts of non- Incorporate monitoring arrangem.en.ts of non- 8 February ?023. Cybersecurity Framework is
01-Nov-22 Australia Cyber Security Flash drives) & Manager ICT permitted use of removable media into the permitted use of removable media into the Overdue currently being drafted In Progress
T . Cybersecurity Framework Cybersecurity Framework
rusted Insider
Program
Review the Shire’s Business Continuity There is no reason for the BCMA's to record the [ There is no reason for the BCMA'’s to record the SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Management Arrangements (BCMA) to ensure Local Recovery Centers (LRC). LRCs are for Local Recovery Centers (LRC). LRCs are for Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
they reflect current practice requirements and community use and do not play a role in BCMA. It |community use and do not play a role in BCMA. It A draft scope for RFQ has been prepared for the review of business continuity
better practice principles from AS ISO 22301:2020 should be remembered that they are separate should be remembered that they are separate arrangements at the Shire.
Security and Resilience processes. It is agreed that a system should be processes. It is agreed that a system should be
put in place to ensure the BCMA is updated put in place to ensure the BCMA is updated
Business annually, and all appropriate measures are putin |annually, and all appropriate measures are put in
Continuity, Blsiness continuity place to ensure it is relevant, staff are aware of it [place to ensure it is relevant, staff are aware of it
01-Nov-22 Moore_ Disaster management Medium Manager Governance and hard cop!es.are maintained. _Thls _should. and hard cop!es.are maintained. Thls §hould_ Overdue Not Started
Australia Recovery and commence with internal ownership being assigned |commence with internal ownership being assigned
N arrangements N . . .
Incident and a consultant engaged to train and assist staff (and a consultant engaged to train and assist staff
Management to develop BCMA's for service units and the to develop BCMA's for service units and the
organization as a whole. organization as a whole.
Review Business Continuity Management Review Business Continuity Management
Arrangements (BCMA) ensuring it adheres current |Arrangements (BCMA) ensuring it adheres current
practice requirements and better practice practice requirements and better practice
principles from AS ISO 22301:2020 Security and  [principles from AS ISO 22301:2020 Security and
Resilience. Resili
Ensure the BCMA, are approved by the CEO or There is no reason for the BCMA’s to record the  |Have the BCMA approved by the Executive SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Executive Leadership Team Local Recovery Centers (LRC). LRCs are for Leadership Team. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
community use and do not play a role in BCMA. It A draft scope for RFQ has been prepared for the review of business continuity
should be remembered that they are separate arrangements at the Shire.
Business processes. It is agreed that a system should be
Continuity, . _— put in place to ensure the BCMA is updated
Moore Disastery Business continuity annually, and all appropriate measures are put in
01-Nov-22 ! management Medium Manager Governance place to ensure it is relevant, staff are aware of it Not Due Not Started
Australia Recovery and N o .
Incident arrangements and hard copies are maintained. This .should.
Management commence with internal ownership being assigned
and a consultant engaged to train and assist staff
to develop BCMA's for service units and the
organization as a whole.
Have the BCMA approved by the Executive
Leadership Team.
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Communicate the BCMA, to all staff within the There is no reason for the BCMA's to record the | Communicate the BCMA to all staff within the SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
organisation Local Recovery Centers (LRC). LRCs are for organisation. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
community use and do not play a role in BCMA. It A draft scope for RFQ has been prepared for the review of business continuity
should be remembered that they are separate arrangements at the Shire.
Business processes. It is agreed that a syssem should be
Continuity put in place to ensure thg BCMA is updated ) Funds for business continuity were approved in the 2023/2024 Annual Budget.
Moore Disaster ’ Business continuity annually, and all appropriate measures are put in A draft scope for RFQ has been prepared for the review of business continuity
01-Nov-22 P Recovery and management Medium Manager Governance place to ensure it is relevant, staff are aware of it Not Due arrangements at the Shire. Not Started
ekt arrangements and hard copies are maintained. This should
e commence with internal ownership being assigned
and a consultant engaged to train and assist staff
to develop BCMA's for service units and the
organization as a whole.
Communicate the BCMA to all staff within the
organisation.
Copies of the BCMA, be made available and easily There is no reason for the BCMA’s to record the  |BCMA be made available and easily accessible to SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
accessible to staff and relevant contractors at Local Recovery Centers (LRC). LRCs are for staff and relevant contractors at induction and Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
induction and ongoing basis; and hard copies to community use and do not play a role in BCMA. It |ongoing basis; and hard copies to be retained by A draft scope for RFQ has been prepared for the review of business continuity
be retained by those with BCP role responsibilities should be remembered that they are separate those with BCP role responsibilities within the arrangements at the Shire.
within the Shire processes. It is agreed that a system should be Shire.
put in place to ensure the BCMA is updated
Business annually, and all appropriate measures are put in
Continuity, . - place to ensure it is relevant, staff are aware of it
Moore Disaster Business continuity and hard copies are maintained. This should
01-Nov-22 ! management Medium Manager Governance o . ) . Not Due Not Started
Australia Recovery and commence with internal ownership being assigned
y arrangements B N
Incident and a consultant engaged to train and assist staff
Management to develop BCMA's for service units and the
organization as a whole.
BCMA be made available and easily accessible to
staff and relevant contractors at induction and
ongoing basis; and hard copies to be retained by
those with BCP role responsibilities within the
Shire
Establish a program of reviewing the Business There is no reason for the BCMA’s to record the  |Review frequency to be incorporate in the revised SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity Management Arrangements, at a Local Recovery Centers (LRC). LRCs are for Business Continuity Management Arrangements. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
minimum every one year community use and do not play a role in BCMA. It A draft scope for RFQ has been prepared for the review of business continuity
should be remembered that they are separate arrangements at the Shire.
processes. It is agreed that a system should be
Business put in place to ensure the BCMA is updated
Continuity, . - annually, and all appropriate measures are put in
Moore Disaster [FlElTEss @iy place to ensure it is relevant, staff are aware of it
01-Nov-22 ! management Medium Manager Governance N A . Overdue Not Started
Australia Recovery and and hard copies are maintained. This should
" arrangements e A (e 5
Incident commence with internal ownership being assigned
Management and a consultant engaged to train and assist staff
to develop BCMA's for service units and the
organization as a whole.
Review frequency to be incorporate in the revised
Business Continuity Management Arrangements.
Business Conduct Risk Assessment and Business Impact Agreed. Shire to engage a suitably qualified Shire to engage a suitably qualified consultant to SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Continuity, Risk and Business Assessment consultant to ensure these measures are ensure these measures are implemented. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moore_ Disaster Impact Medium Manager Governance implemented. Incor.porate Rlsk ar?d BuslneS§ ) !ncorpgrate R|§k and Bus.lne.ss Impact Assessment| OvERiE A draft scope for RFQ h.as been prepared for the review of business continuity Not Started
Australia Recovery and Assessment Impact Assessment into Shire Business Continuity |into Shire Business Continuity Management arrangements at the Shire.
Incident Management Arrangements, including regular Arrangements, including regular reviews.
Management reviews.
Business Use findings to update the business continuity Agreed. Shire to engage a suitably qualified Shire to engage a suitably qualified consultant to SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, Risk and Business arrangements consultant to ensure these measures are ensure these measures are implemented. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moorg Disaster Impact Medium Manager Governance !mplemeqted. Idenufnled flndllngs to be u.1co'rporale Identlﬁed'flndlnqs to be |n09rpomte in the review Not Due A draft scope for RFQ h.as been prepared for the review of business continuity Not Started
Australia | Recovery and A in the review of the Shire Business Continuity of the Shire Business Continuity Management arrangements at the Shire.
. ssessment
Incident Management Arrangements. Arrangements.
Management
Develop an ICT Disaster recovery plan which Agreed. Develop an ICT Disaster Recovery Plan  [Develop an ICT Disaster Recovery Plan which SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Business outlines the overall strategy for recovery ICT which outlines the overall strategy for recovery ICT |outlines the overall strategy for recovery ICT Funds for business continuity were approved in the 2023/2024 Annual Budget. |In Progress
Continuity, reasons and the activities required to implement (including cybersecurity threats and incidents), (including cybersecurity threats and incidents), A draft scope for RFQ has been prepared for the review of business continuity
Moore Disaster Disaster Recovery |the strategy, including timeliness for recovering . reasons and the activities required to implement  [reasons and the activities required to implement arrangements at the Shire. 25 July 2023 SOA IA - No progress update
01-Nov-22 Australia | Recovery and | (ICT Infrastructure) [each specific technology component as required MeCieny Manager ICT the strategy, including timeliness for recovering the strategy, including timeliness for recovering Gl 28 Fegzs; preg P IHEEES
Incident by the Shire each specific technology component as required  |each specific technology component as required In progress - draft completed.
Management by the Shire; by the Shire;
Business Review the end-of-life cycle of the backup Agreed. Review the end-of-life cycle of the backup |Review the end-of-life cycle of the backup ICT 2023 June 15:
Continui Information and Communication Technology ICT infrastructure installed at Onslow Airport in late |infrastructure installed at Onslow Airport in late Provided evidence of review conducted.
ontinuity, 0 0 P q N )
Moore Disaster Disaster Recovery infrastructure installed at the airport in late 2016 . 2016; 2016; Closed. Validated by Moore
01-Nov-22 ’ Medium Manager ICT Closed .
Australia | Recovery and | (ICT Infrastructure) 28 Feb 23: Australia
Incident ; . 3
Management considers closed - no evidence
Management :
received.
Review the end-of-life cycle of the backup Agreed. Develop an ICT asset replacement Develop an ICT asset replacement program. SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Information and Communication Technology program. Funds for business continuity were approved in the 2023/2024 Annual Budget. |In Progress
infrastructure installed at the airport in late 2016 A draft scope for RFQ has been prepared for the review of business continuity
Business arrangements at the Shire. 25 July 2023 SOA IA - No progress update
Continuity,
Moore Disaster Disaster Recovery . 2023 June 15:
01-Nov-22 y Medium Manager ICT Overdue ©u . In Progress
Australia Recovery and | (ICT Infrastructure) Insufficient evidence.
Incident
Management 28 Feb 23:
Management considers closed - no evidence
received.
Business Replace the backup infrastructure at the Shire’s Agreed. Replace the backup infrastructure at the |Replace the backup infrastructure at the Shire’s SOA IA 25 Aug 2023 SOAIA 25 Aug 2023
Continuity, disaster recovery site (Onslow Airport) at end of its Shire’s disaster recovery site (Onslow Airport) at  |disaster recovery site (Onslow Airport) at end of its Funds for business continuity were approved in the 2023/2024 Annual Budget. |In Progress
Moore Disaster Disaster Recovery |expected life cycle . end of its expected life cycle. expected life cycle. A draft scope for RFQ has been prepared for the review of business continuity
01-Nov-22 | pustralia Recovery and | (ICT Infrastructure) Medium Manager [CT ST arrangements at the Shire. 25 July 2023 SOA IA - Remains In Progress DI
Incident
Management
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Audit Topic

Business

Shire of Ashburton

Finding Title

Recommendation

Establish a program of exercising and testing of

Risk Rating

Recommendation Owner

Management Comment in Report

Agreed. Scenario testing should be completed by

Current Review Date:

Agreed Action

Scenario testing should be completed by a

Overdue
Status

Client Progress Update

SOA IA 25 Aug 2023

Moore Australia / SOA IA Comment

SOAIA 25 Aug 2023

Continuity, : . the BCP arrangements a facilitator and staff with a post exercise review  facilitator and staff with a post exercise review Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
Moore Disaster Scenario Testing undertaken undertaken A draft scope for RFQ has been prepared for the review of business continuity
01-Nov-22 " and Post exercise Medium Manager Governance . . . . ) . . " Overdue B
Australia | Recovery and . Establish a program of exercising and testing of ~ |Establish a program of exercising and testing of arrangements at the Shire.
- review
Incident the BCP arrangements; the BCP arrangements;
Management
Business Ensure the program is performed on a timely basis Agreed. Scenario testing should be completed by |Scenario testing should be completed by a SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, s o Testi a facilitator and staff with a post exercise review |facilitator and staff with a post exercise review Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
Moore Disaster D UCET undertaken. undertaken A draft scope for RFQ has been prepared for the review of business continuity
01-Nov-22 . and Post exercise Medium Manager Governance . . 9 ; n q Not Due o
Australia Recovery and review Ensure the program is performed on a timely Ensure the program is performed on a timely arrangements at the Shire.
Incident basis; basis;
Management
Business Document post testing exercise reports that Agreed. Scenario testing should be completed by |Scenario testing should be completed by a SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, N . contain outcomes, recommendations and actions a facilitator and staff with a post exercise review  |facilitator and staff with a post exercise review Funds for business continuity were approved in the 2023/2024 Annual Budget. [Not Started
. Scenario Testing . N N N LY
Moore Disaster .~ |to implement improvements " undertaken. undertaken. A draft scope for RFQ has been prepared for the review of business continuity
01-Nov-22 " and Post exercise Medium Manager Governance . . " . Not Due .
Australia Recovery and review Document post testing exercise reports that Document post testing exercise reports that arrangements at the Shire.
Incident contain outcomes, recommendations and actions |contain outcomes, recommendations and actions
Management to implement improvements. to implement improvements.
Business Establish an ongoing training program for staff on Agreed. Budget should be amended to provide Budget should be amended to provide appropriate SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, business continuity including refresher training appropriate training. training. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moore_ Disaster Staff awareness Medium Manager Govemance ES(?thh an ongoing tram_lng program for_st_aﬁ on Gremlio A draft scope for RFQ h.as been prepared for the review of business continuity
Australia Recovery and and training business continuity including refresher training arrangements at the Shire.
Incident
Management
Business Ensure that the program is approved by the CEO Agreed. Budget should be amended to provide Budget should be amended to provide appropriate SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Continuity, or the delegated authority appropriate training. training. Ensure Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moorg Disaster Staff awa.re.ness Medium Manager Governance Ensure that the prograrr_1 is approved by the CEO |that the program .|s approved by the CEO or the OVERIE A draft scope for RFQ h.as been prepared for the review of business continuity
Australia | Recovery and and training or the delegated authority delegated authority arrangements at the Shire.
Incident
Manaaement
Business Maintain an up-to-date log of when staff last Agreed. Budget should be amended to provide Budget should be amended to provide appropriate SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, completed their training appropriate training. training. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moorg Disaster Staff awareness Medium Manager Governance Maintain an up-to-qa.te log of when staff last Maintain an upl-to—t?aFe log of when staff last Not Due A draft scope for RFQ h_as been prepared for the review of business continuity
Australia Recovery and and training completed their training completed their training arrangements at the Shire.
Incident
Management
Business Set minimum timeframes for when staff should Agreed. Budget should be amended to provide Budget should be amended to provide appropriate SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, attend the refresher training appropriate training. training. Set Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moorel Disaster Staff awareness Medium Manager Goverance Set minimum tlmeframels.for when staff should minimum tlmefralnr}es for when staff should attend Overdue |A draft scope for RFQ h.as been prepared for the review of business continuity
Australia Recovery and and training attend the refresher training the refresher training arrangements at the Shire.
Incident
Management
Business Ensure staff the attend the training and refresher Agreed. Budget should be amended to provide Budget should be amended to provide appropriate SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, courses appropriate training. training. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moore_ Disaster Staff awareness Medium Manager Governance Ensure staff the attend the training and refresher [Ensure staff the attend the training and refresher NotDue |A draft scope for RFQ h.as been prepared for the review of business continuity
Australia Recovery and and training courses. courses. arrangements at the Shire.
Incident
Management
Business Reporting to the Develop reporting and for monitoring compliance Agreed. Appropriate governance framework Appropriate governance framework should be SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Continuity, Exgcutivg Audit and performance of the Shire’s business continuity should be developed whilst undertaking a major  |developed whilst undertaking a major review. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moore_ Disaster and Risk management arrangements Medium Manager Govemance review. Develop reporting for momtor!ng Develop reporting for rpolmtonn_g compllar_\ce_and Not Due A draft scope for RFQ h_as been prepared for the review of business continuity
Australia Recovery and Committee and compliance and performance of the Shire’s performance of the Shire’s business continuity arrangements at the Shire.
Incident Council business continuity management arrangements management arrangements
Management
Business Reporting to the | ENSure the requirements are approved by the Agreed. Appropriate governance framework Appropriate governance framework should be SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, Exgculivg Audit CEO, Executive or relevant delegated authority should be developed whilst undertaking a major  |developed whilst undertaking a major review. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moorg Disaster and Risk Medium Manager Governance review. Ensure the requlr_ements are Ensure the rgqulrements are approved by tht=T i Not Due A draft scope for RFQ h.as been prepared for the review of business continuity
Australia Recovery and e approved by the CEO, Executive or relevant CEO, Executive or relevant delegated authority; arrangements at the Shire.
Incident q delegated authority;
Council
Management
Business Reporting to the Regularly report to the executive and Audit and Agreed. Appropriate governance framework Appropriate governance framework should be SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Continuity, P . 9 - |Risk Committee level should be developed whilst undertaking a major developed whilst undertaking a major review. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
Moore Disaster Executive, Audit review. Regularly report to the Executive |Regularly report to the Executive Leadershi A draft for RFQ has been prepared for the review of busin ntinuity
01-Nov-22 ! and Risk Medium Manager Governance S 9 y rep g y rep P Not Due ait scope fo _as een prepared for the review of business continuity
Australia Recovery and " Leadership Team. Team. arrangements at the Shire.
- Committee and
Incident !
Council
Management
Business Determine the frequency and method of Agreed. Determine the frequency and method of | Determine the frequency and method of SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, monitoring compliance monitoring compliance monitoring compliance Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moorg Disaster Compllapce Medium Manager Governance Not Due A draft scope for RFQ h.as been prepared for the review of business continuity
Australia Recovery and Monitoring arrangements at the Shire.
Incident
Management
Business Regularly monitor; and Report to executive and Agreed. Regularly monitor; and report to the Regularly monitor; and report to the Executive SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Continuity, the Audit and Risk Committee the outcomes Executive Leadership Team on the outcomes. Leadership Team on the outcomes. Funds for business continuity were approved in the 2023/2024 Annual Budget. |Not Started
01-Nov-22 Moore_ Disaster Complla_nce Medium Manager Governance Not Due A draft scope for RFQ h_as been prepared for the review of business continuity
Australia Recovery and Monitoring arrangements at the Shire.
Incident
Management
Business The Shire should allocate a budget for its business Agreed. Allocate a budget for business continuity, |Allocate a budget for business continuity, which SOAIA SOA IA 25 July 2023-Transferred to Validated
Continuity, Budget for continuity, which covers activities such as training, which covers activities such as training, scenario |covers activities such as training, scenario testing, 25 July 2023-A budget of $43,200 for Business Continuity (within GV23501 by SOA IA- Approved under GV23501
01-Nov-22 Moore_ Disaster Busl_nes_s scenario testing, hiring of consultants where 0 Manager Governance testing, hiring of consultants where required. hiring of consultants where required. Closed Consultancies) has been approved in the 2023/2024 Annual Budget. Consultancies for 2023/24.
Australia Recovery and Continuity required
Incident Management
Management
Business The Shire should allocate a budget for its business Agreed. Allocate a budget for business continuity, [Allocate a budget for business continuity, which SOAIA SOA IA 25 July 2023-Transferred to Validated
Continuity, Budget for continuity, which covers activities such as training, which covers activities such as training, scenario  |covers activities such as training, scenario testing, 25 July 2023-A budget of $43,200 for Business Continuity (within GV23501 by SOA IA-Approved under GV23501
01-Nov-22 Moore: Disaster Busmes_s scenario testing, hiring of consultants where =y Manager Governance testing, hiring of consultants where required. hiring of consultants where required. Closed Consultancies) has been approved in the 2023/2024 Annual Budget. Consultancies for 2023/24.
Australia Recovery and Continuity required
Incident Management
Management

Status After
Assessment

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Not Started

Validated by SOA
1A

Validated by SOA

1A
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Develop an overarching policy for building services Develop a Directive for building services, including (Develop a Directive for building services, including 22 Sep 2023 SOAIA 22 Sep 2023
including the management of development and the management of development and demolition  |the management of development and demolition Directive created — Currently awaiting response from DW to determine if IA has completed review and forwarded to
Moore Building Permit [ Overarching Policy |demolition application process; Executive Manager Land, |application processes. application processes. anything else is required prior to presenting at ELT Demi. Transferred to Completed
09-Jun-22 Australia Application and Supporting Medium Property and Regulatory Closed
Process procedures Services 25 Aug 2023 SOA IA 25 Aug 2023
Directive currently being drafted by the Development Services Administrator Transferred to In Progress
Review the existing operating manual and include Review and update the Building Services 12 December 2022: Administration Officer
Moore Building Permit | Overarching Policy [guidance on key aspects of the management of Executive Manager Land,  |Procedures Manual to include all relevant Building Services Procedures updated.
09-Jun-22 Australia Application and Supporting | building permit application such as recording times | Medium Property and Regulatory information. Closed
Process procedures and monitoring compliance; Services
Ensure that the policy is approved by the CEO or Have the Directive endorsed by the Executive Have the Directive endorsed by the Executive 20 Nov 2023 SOA IA 20 Nov 2023
Executive Leadership Team Leadership Team. Leadership Team. Directive updated and sent to CEO for approval or referral to ELT Remains In progress
25 Oct 2023 SOA IA 25 Oct 2023
Email chain attached. Directive was approved at ELT on 21/09/2023 Original directive has been approved on 21 Sep
s Building Permit | Overarching Policy Executive Manager Land, 22 Sep 2023 2023, IA has suggested changes which has
09-Jun-22 Australia Application and Supporting Medium Property and Regulatory Overdue been agreed by Administrator. Also Manager
Process procedures Services Directive created — RO to present at ELT once response received from DW Governance has informed that ammended
directive need to be re approved by ELT.
25 Aug 2023 Transferred to In progress.
To be completed once policy is created
SOA IA 25 Aug 2023
Not Starterd
i . . . |Ensure that the operating procedure is approved . Have the updated Building Services Procedures  |Have the updated Building Services Procedures 27 April 23: Building Procedure Manual
Building Permit | Overarching Policy N . Executive Manager Land, " f N
09-Jun-22 Moore_ Application and Supporting by the CEO or Executive Leadership Team Medium Property and Regulatory Manual endorsed by the Director People and Manual endorsed by the Director People and Closed provided.
Australia . Place. Place.
Process procedures Services
Communicate the policy to relevant staff. Communicate the Directive to the relevant staff. Communicate the Directive to the relevant staff. 22 Sep 2023 SOA IA 25 Aug 2023
Moore Building Permit [ Overarching Policy Executive Manager Land, RO to communicate to relevant staff once approved by ELT Not Starterd
09-Jun-22 Australia Application and Supporting Medium Property and Regulatory Overdue
Process procedures Services 25 Aug 2023
To be comnleted once nalicv is created
Building Permit | Overarching Policy Communicate the policy to relevant staff. Executive Manager Land, Communicate the updated Building Services Communicate the updated Building Services 20?3 April 26: ) o
Moore o . . Procedures Manual to the relevant staff. Procedures Manual to the relevant staff. Evidence of email communicating procedure
09-Jun-22 : Application and Supporting Medium Property and Regulatory Closed N N
Australia N manual to relevant management for dispersion
Process procedures Services N
provided. Closed.
Establish an ongoing training program for all staff, Ensure the Building Services Procedures Manual 8 February 2023: The Building Application
including staff responsible for building application includes sufficient detail and checklists for the Process map was developed and is referenced
Moore Building Permit and demolition permit applications. Executive Manager Land, |checking of submitted applications. in the Procedure Manual.
09-Jun-22 Australia Application Staff Training Medium Property and Regulatory Closed
Process Services 12 December 2022: Procedure includes
reference to the "Building Checklist" which is a
separate form.
Establish an ongoing training program for all staff, Ensure that training on job requirements, including |Ensure that training on job requirements, including 22 Sep 2023 SOA IA 25 Aug 2023
Moore Building Permit including staff responsible for building application Executive Manager Land, |understanding of policies, directives and understanding of policies, directives and RO to communicate to relevant staff once approved by ELT Not Starterd
09-Jun-22 Australia Application Staff Training  [and demolition permit applications. Medium Property and Regulatory procedures is included in the relevant employee's |procedures is included in the relevant employee's Overdue
Process Services on-boarding documentation. on-boarding documentation. SOA IA 25 Aug 2023
To he comnleted ance nalicy is created
Establish an ongoing training program for all staff, Ensure that confirmation of job requirements, Ensure that confirmation of job requirements, 22 Sep 2023 SOAIA 25 Aug 2023
Building Permit including s_tgff respor_mlble _for _bundmg application Executive Manager Land, including un_de_rstandmg_ of policies, directives ar:d including un_de_rslandlng of policies, directives arl1d RO to communicate to relevant staff once approved by ELT Not Starterd
Moore D - and demolition permit applications. . procedures is included in the relevant employee's |procedures is included in the relevant employee's
09-Jun-22 3 Application Staff Training Medium Property and Regulatory . . Overdue
Australia N annual performance review process and any gaps [annual performance review process and any gaps 25 Aug 2023
Process Services N B . N ) . e
identified are listed as development goals. identified are listed as development goals. To be completed once policy is created
- . I Establish and implement processes for identifying, . Create a conflict-of-interest declaration Create a conflict-of-interest declaration 1 March 2023: 27 April 23: Building Procedure Manual
Building Permit | Identification and . . s " Executive Manager Land, . . . . . . ! . 3 e y
Moore D recording and managing potential conflicts of requirement for all Shire staff involved in requirement for all Shire staff involved in Started — identified in Approval Process. provided.
09-Jun-22 Australia Application Management of interest that arise when assessing building and Property and Regulatory application process. application process Cesed
Process Conflict of Interest - N L 9 9 Services PP p . PP! P! -
demolition permit applications
Establish and implement processes for identifying, Update the Building Services Procedures Manual |Update the Building Services Procedures Manual 1 March 2023: 27 April 23: Building Procedure Manual
Moore Building Permit | Identification and |recording and managing potential conflicts of Executive Manager Land,  |to include a conflict-of-interest declaration process. [to include a conflict-of-interest declaration Started - Conflict of Interest is declared in ‘Building Approval process’ by the |provided.
09-Jun-22 Australia Application Management of |interest that arise when assessing building and Property and Regulatory process. Closed Officer and Executive Manager. Email is also recorded against 'Approval and
Process Conflict of Interest |[demolition permit applications Services Interest Declared' Stage in Synergy then added to the 'Supporting Comments'
section in Attain.
Moore Building Permit | Identification and |Ensure its approved by the relevant delegated Executive Manager Land, |Have the updated Building Services Procedures  |Have the updated Building Services Procedures 1 March 2023: 27 April 23: Building Procedure Manual
09-Jun-22 Australia Application Management of [authority Property and Regulatory Manual endorsed by the Director People and Manual endorsed by the Director People and Closed Started — currently updating approval process. Exec Manager to endorse once |provided.
Process Conflict of Interest Services Place. Place. complete
Moore Building Permit | Identification and |Communicate the procedures to the relevant staff Executive Manager Land, |Communicate updated procedures to relevant Communicate updated procedures to relevant 27 April 23: Building Procedure Manual
09-Jun-22 Australia Application Management of [and ensure they are adequately trained. Property and Regulatory  |staff. staff. Closed provided.
Process Conflict of Interest Services
- . " . Establish a risk-based process for independent . Create a signoff sheet to acknowledge 1 March 2023: 1 March 2023:
Building Permit | Quality review of N - L N Executive Manager Land, - N . - . : " . : .
Moore D e quality reviewing applications by senior staff; and - applications have been reviewed by senior staff. Completed - Building Checklist created as a stage in Synergy. Managers Client claims completed - no evidence provided
09-Jun-22 ! Application application by Medium Property and Regulatory Closed ; . "
Australia N N approval response is recorded and record number is added to the checklist to support.
Process senior staff Services N
confirming acknowledgement
Moore Building Permit | Quality review of |Establish a risk-based process for independent Executive Manager Land, |Update the Building Services Procedures Manual [Update the Building Services Procedures Manual 27 April 23: Building Procedure Manual
09-Jun-22 - Application application by  |quality reviewing applications by senior staff; and Medium Property and Regulatory to include independent quality reviewing of to include independent quality reviewing of Closed provided.
Process senior staff Services applications by senior staff. applications by senior staff.
Moore Building Permit | Quality review of |Implement and ensure that records of the review Executive Manager Land,  |Communicate updated procedures to relevant Communicate updated procedures to relevant 27 April 23: Building Procedure Manual
09-Jun-22 Australia Application application by  |are maintained on a timely basis. Medium Property and Regulatory staff. staff. Closed provided.
Process senior staff Services
Moore Building Permit Permit Application Ensure applications are processed within the Executive Manager Land,  |Ensure further information requests are recorded [Ensure further information requests are recorded 1 March 2023: 27 April 23: Building Procedure Manual
09-Jun-22 Australia Application Timeflr):-lx)mes required timeframes High Property and Regulatory against the building applications. against the building applications. Closed Started — Further information request and response is added to the ‘FIR’ stage | provided.
Process Services in Synergy and recorded on the Building Checklist
Ensure timeframes are recorded including start, Update the Building Services Procedures Manual |Update the Building Services Procedures Manual 1 March 2023: 27 April 23: Building Procedure Manual
pause and stop of the clock as required by the Act to include record keeping requirements for the to include record keeping requirements for the Started — Building Checklist records stages where further information is provided.
Moore Building Permit Permit Application Executive Manager Land, |start, pause and stop the clock activities in start, pause and stop the clock activities in requested (stop the clock) and once received, recorded again (start the clock).
09-Jun-22 y Application it App Property and Regulatory accordance with legislation. accordance with legislation. Closed Uncertified Applications Register created and shared with external Building
Australia Timeframes : . " . Y
Process Services Surveyor (COK) to identify when further information is requested and the

amount of days that have elapsed once further information is received

In Progress
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Identify the building and demolition applications Update the Building Services Procedures Manual |Update the Building Services Procedures Manual 27 April 23: Building Procedure Manual
which did not meet the required timeframes and to include reporting of applications which do not to include reporting of applications which do not provided.
Moore Building Permit Permit Application consider where the Shire is required to refund the Executive Manager Land, | meet the required timeframes to the Director meet the required timeframes to the Director
09-Jun-22 ! Application it App application fee, as required by legislation. Legal Property and Regulatory People and Place to determine whether a refund is|People and Place to determine whether a refund Closed
Australia Timeframes . o A q 0
Process advice may have to be sought as to how far to go Services required. is required.
back if this has not been identified previously.
Develop risk-based business rules for staff Incorporate compliance monitoring expectations in |Incorporate compliance monitoring expectations in 22 Sep 2023 SOAIA 22 Sep 2023
Moore Building Permit Monitoring and a::j(:rliltlizzzg :/oewn ;rr\]zr}:zlrtlgg gg&t:izgv;ILansure Executive Manager Land, the Building Services Directive. the Building Services Directive. Compliance Monitoring included in Directive. Awaiting Approval by ELT Transferred to Completed
09-Jun-22 Australia Application Compliance and pt it g f the articulated t Medium Property and Regulatory Closed
Process Enforcement | Staff are aware of the articulated arrangements Services 25 Aug 2023 SOAIA 25 Aug 2023
Directive currently being drafted by the Development Services Administrator  [Transferred to In Progress
Develop a process to demonstrate compliance Update the Building Services Procedures Manual |Update the Building Services Procedures Manual 25 Oct 2023 SOA IA 25 Oct 2023
with relevant legislation governing the building and following implementation of the Directive. following implementation of the Directive. Building Procedure Manual updated to include Directive Ammended Directive need to be approved
demolition permits including identification of before closing #174. Manager governance has
Moore Building Permit Monitoring and  [relevant legislation, legislative owner, Executive Manager Land, 22 Sep 2023 reveiwed against #174, communicated by email
09-Jun-22 | )\ ialia Application Compliance and |documentation to evidence of legislative Medium Property and Regulatory Overdue  |Awaiting Directive Approval by ELT prior to updating Procedure. dated 6th Nov 2023.
Process Enforcement  [compliance, frequency of how often the legislative Services
compliance assessment should be undertaken 25 Aug 2023 SOA IA 25 Aug 2023
Procedure Manual created. Transferred to In Progress
itil i it of Niractiva nriar ta includina in manual
Moore Building Permit Performance Develop KPI's for monitoring compliance and Executive Manager Land, [Develop KPI's for monitoring compliance and 1 March 2023: 28 March 23: Validated d
09-Jun-22 Australia Application Reportin performance of the building and demolition permit Medium Property and Regulatory performance of the building and demolition permit Closed Completed — Administrators KPI's reflect the compliance and performance of
Process P 9 application function Services application function. the permit application function
Ensure KPI's are approved by the Executive or Incorporate KP/I’s in the Building Services Directive |Incorporate KPI's in the Building Services Directive 22 Sep 2023 SOAIA 22 Sep 2023
Building Permit relevant delegated authority; Executive Manager Land, to be approved by the Executive Leadership to be approved by the Executive Leadership KP''s incorporated into Directive. Awaiting Approval by ELT Transferred to Completed
09-Jun-22 Roors Application (REETENED Medium Property and Regulatory EEm EET Closed
Australia Process Reporting Services 25 Aug 2023 SOA IA 25 Aug 2023
Directive currently being drafted by the Development Services Administrator | Transferred to In Progress
Moore Building Permit Performance Have a standard agenda item on a regular basis to Executive Manager Land, | A monthly report will be provided to the Executive 12 December 2022: We have received the
09-Jun-22 ! Application . discuss building and demolition permit application Medium Property and Regulatory Leadership Team and elected members. Closed Monthly reports from the Shire.
Australia Reporting N
Process matters; and Services
Moore Building Permit Performance Regularly report to the Executive and Audit and Executive Manager Land,  |A monthly report will be provided to the Executive 12 December 2022: We have received the d
09-Jun-22 y Application . Risk Committee level. Medium Property and Regulatory Leadership Team and elected members. Closed Monthly reports from the Shire.
Australia Reporting N
Process Services
Building Permit The Shire should review the delegation register Review the delegation register to ensure correct 25 January 2023: An internal review of the delegations/sub-delegations from |31 January 2023:
Moore g+ " and align the title of the relevant delegated position titles are listed. the CEO to staff has been completed and approved on 10 January 2023 Validated by Moore Australia and proposed for alidate
09-Jun-22 ! Application Staff Delegation ; o o L Low Manager Governance Closed . . o .
Australia authority to match existing positions within the (updated Delegation Register attached). Positions have been updated in line  |closure.
Process . ; - -
Shire with the relevant responsibility. with the recent restructure
Develop and implement an overarching Contract Develop and i 1t a Contract N Progress update as at 12 January 2023 28 March 23: Validated
Management Framework, including policies, Directive and supporting procedures Procedure In progress, a Contractor Performance Review template has been created and
procedures and guidelines in line with the Shire’s and have endorsed by the relevant delegated Variation documents have been reviewed and edited as needed. Contract
strategic objectives and better practice principles authority Management Directive and Procedures ongoing
Moore Contract Contract h as the WA Australia P ¢t Rul :
02-Dec-22 . Management |34 @ the ustralia Frocurement Rules Senior Procurement Officer Closed
Australia Management Framework 2021/02, the WA Contract Management
Framework Principles and the OAG tabled Report
dated 2020 — Local Government Contract
Extensions and Variations Ministerial Notice Not
Reauired
Contract Review and update 3.3 FIN12 Purchasing Policy Review and update FIN12 Purchasing Policy with |Review and update FIN12 Purchasing Policy with Progress Update as at 2023 31 January 2023:
02-Dec-22 Moore‘ Contract Management and FINZZ_Procurement Dlregtlve in line with the Senior Procurement Officer |2 biennial review frequency a biennial review frequency Closed FIN22 hias been approved by CEQ (Dlrectlve) FIN12 is now knoyvn as Validated by Moore Australia and proposed for alidate
Australia Management annual review frequency requirement Purchasing and Procurement Policy this was adopted by Council at December |closure.
Framework
2022 OMC please see attached.
Review and update 3.3 FIN12 Purchasing Policy Review and update FIN22 Procurement Directive [Review and update FIN22 Procurement Directive 12 December 2022: FIN 22 was reviewed and
Contract and FIN22 Procurement Directive in line with the as and when required, and at least once every 2 [as and when required, and at least once every 2 endorsed by the ELT on 13 October 2022. The
Moore Contract . " . . N . N p P
02-Dec-22 ’ Management |annual review frequency requirement Senior Procurement Officer [years years Closed following review date is also in 2023, which is
Australia Management 5
Framework relevant to the annual review frequency
Update the Contract Register to include Update Contract Register to include information Progress Update as at 2023 23 February 2023:
information recommended for effective contract recommended for effective contract management Please see attached most recent Contracts Register held by Procurement. Updated Contract Register provided.
Moore Contract . management and to reflect better practice . " and to reflect better practice principles and Version on AIMS is to be updated, however unable to keep terminated
-Dec-; ! - " Medi N Closed
02-Dec-22 Australia Management Contract Register principles and Department of Finance WA edium Senior Procurement Officer Department of Finance WA Procurement Rules ose contracts on AIMS.
Procurement Rules Procurement Direction Procurement Direction 2021/02
2021/02
Update the Contract Register to include Investigate Contract Management Software to Investigate Contract Management Software to Progress Update 12 January 2023 23 February 2023:
information recommended for effective contract resolve issues with tracking budget and variations, |resolve issues with tracking budget and variations, Please see attached most recent Contracts Register held by Procurement. Updated Contract Register provided.
02-Dec-22 Moorg Contract Contract Register m'fana.\gement and to reflect bettler practice Medium Senior Procurement Officer |nc|uld|ng performance reviews and retention |nc|u}i|ng performance reviews and retention Closed Version on AIMS is to be updated, however unable to keep terminated d
Australia Management principles and Department of Finance WA monies monies contracts on AIMS
Procurement Rules Procurement Direction
2021/03

In Progress
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Date of
Report

Auditor

Audit Topic

Shire of Ashburton

Finding Title

Recommendation

Develop comprehensive policies and procedures
to manage and review the Contract Register

Risk Rating

Recommendation Owner

Management Comment in Report

Develop a procedure for the management and
review of the Contract Register

Current Review Date:

Agreed Action

Develop a procedure for the management and
review of the Contract Register

Overdue
Status

Client Progress Update

25 Oct 2023
Drafts forwarded to WHS Consultant and Financial Audit Controller for
comment/review.

22 Sep 2023
Drafts resent to Director Community Services for review, Deputy CEO cc'd in
also

SOA IA 25 Aug 2023
Procedure is being developed, in Draft stage, yet to be approved by Director.
Feedback from staff received

Moore Australia / SOA IA Comment

SOA IA 25 Oct 2023
In Progress

SOA IA 25 Aug 2023
In Progress

SOA IA 25 July 2023
Remains in progress.

2023 July 4:
Remains in progress.

Status After
Assessment

SOA IA 25 July 2023-Procedure is being developed, in Draft stage, yet to be |2023 May 23:
02-Dec-22 Moore: Contract Contract Register Medium Senior Procurement Officer Overdue approved by Director before ELT approval. No feedback as yet. Remains in progress. In Progress
Australia Management
2023 July 4: 2023 April 27:
Procedure is being developed, in Draft stage, yet to be approved by Director ~|Remains in progress.
before ELT approval. No feedback as yet.
28 March 23: Shire in process of developing
2023 May 23: procedures and Directive.
Procedure is being developed, in Draft stage, yet to be approved by Director
before ELT approval.
2023 April 27:
Procedure — Contract Register, Still developing will have to be approved by
Director.
Progress Update as at 2023
Develop and implement comprehensive Incorporate contract performance management in |Incorporate contract performance management in 25 Oct 2023 SOAIA 25 Oct 2023
performance management policies and the Contract Management Directive the Contract Management Directive Forwarded to WHS Consultant and Financial Audit Controller for In Progress
procedures for the purposes for contract and comment/review.
supplier management in line with the WA Contract SOA IA 25 Aug 2023
Management Framework Principles published by 22 Sep 2023 In Progress
the Department of Finance. This includes Drafts resent to Director Community Services for review, Deputy CEO cc'd in
processes such as, but not limited to: also SOA IA 25 July 2023
*Regular and structured performance reviews; Remains in progress.
*Formal documentation requirements for 25 Aug 2023
performance review meetings and communication Directive & Procedure is being developed, in Draft stage, yet to be approved (2023 July 4:
with suppliers; by Director before ELT approval. . Feedback from staff received. Remains in progress.
*Monitoring and resolving non-compliance or poor
contract performance with contract conditions; and 25 July 2023- 2023 May 23:
*Mechanisms to ensure consistent processes to Directive & Procedure is being developed, in Draft stage, yet to be approved ~ |Remains in progress.
Conlract. and ensure contract COndItIOI:1$ aqd dellvs}rables are by Director before ELT approval. No feedback as yet.
02-Dec-22 Moorg Contract Supplier assessed and recorded in a final review. St e Ol Overdue 2023 April 27: In Progress
Australia Management Performance 2023 July 4: Remains in progress.
Management Directive & Procedure is being developed, in Draft stage, yet to be approved
by Director before ELT approval. No feedback as yet. 28 March 23: Shire in process of developing
procedures and Directive.
2023 May 23:
Directive & Procedure is being developed, in Draft stage, yet to be approved
by Director before ELT approval.
2023 April 27:
Developing the procedures and review documents, yet to be reviewed by
Director and ELT.
Progress Update as at 2023
In progress, emails are sent out to project officers when contracts are
completed with the requirements of the contract management. See attached
o v~ i
Develop and implement comprehensive Develop and implement a contract performance Develop and implement a contract performance Progress Update as a 28 March 23: Validated
performance management policies and management procedure and supporting templates |management procedure and supporting templates In progress, emails are sent out to project officers when contracts are
procedures for the purposes for contract and which includes documenting and recording of which includes documenting and recording of completed with the requirements of the contract management. See attached
supplier management in line with the WA Contract performance reviews undertaken performance reviews undertaken template. Shire is making enquiries into a online Contact Management system.
Management Framework Principles published by
the Department of Finance. This includes
Contract and p';oceslses slljjcf: as‘, butdnotr:‘imited to: )
: *Regular and structured performance reviews;
02-Dec-22 A’\Lf;jt[r);:a M a?g;;?;nt P :flg:fnl:: ce |Formal documeptation rgquirements for o Senior Procurement Officer Closed - 7 i
Management performance review meetings and communication
with suppliers;
*Monitoring and resolving non-compliance or poor
contract performance with contract conditions; and
*Mechanisms to ensure consistent processes to
ensure contract conditions and deliverables are
assessed and recorded in a final review.
Moore @i i RS Develop and implement comprehensive policy and Incorporate contract renewals and extensions in Progress Update as at 2023 28 March 23: Validated dated b 00
02-Dec-22 A 0 q procedures for a standardised and formal Medium Senior Procurement Officer [the Contract Management Directive Closed On going :
ustralia Management and Extensions 5
approach to contract extensions
Ensure contractor performance are documented, Incorporate contract renewals process in the Progress Update as at 2023 28 March 23: Validated
nd review fore rovin{ ntr rformance management pre r ngoing, Procurement email proj ffi ing in the relevant Director
02-Dec-22 Monrg Contract Contract Reng wals 2?;?\:}:0?1;;5;: o before approving a Medium Senior Procurement Officer conlract perfomance management procedre Closed gcgzlegz;pp:;/“'aleo:ej‘eecﬁoi gf ZJ: ce‘xct)en(;?or? t(c:)ccoitracte(oil(; ifa altlow:g Sn(tizr shlige L1
Australia Management and Extensions A

the contract) Reminders in Procurements calendar are at 6, 3 and 1 month
intervals.
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e dito d op ding Reco datio R R g Reco dation O g o Repo Ag d Actio Prog pd oore A alia OAIA Co A
Develop and implement a set of comprehensive Develop and implement a procedure for contract 12 December 2022: PP 067 — Contract
procedures to perform a contract variation which variations Variation Request form provided which outlines
includes the following: the step by step process detailed on page 2.
Step-by-step process of completing a contract
variation;
02-Dec-22 Moore_ Contact Contract Variations A regu[rements @ ensure (B FPEI/ = Senior Procurement Officer Closed deted ~y o0
Australia Management Contract Variation Request form is completed A
appropriately; and
«Considerations such as costs, risks, time, nature
of variation, cumulative effects and specific
requirements set out by council approved policies.
Develop and implement a set of comprehensive Review and update checklist on PP 067 — Contract Progress Update as at 12 January 2023 28 March 23: Validated (New Contract
procedures to perform a contract variation which Variation Request form See updated 067 — CEO067 this form is on the Shires AIMS (Ashburton Mnaagement Procedure)
includes the following: Information Management System)
*Step-by-step process of completing a contract
variation;
02-Dec-22 Moore_ Contract Contract Variations “Minimum reguyements to ensure the PP 067 — Senior Procurement Officer Closed geted oy o0
Australia Management Contract Variation Request form is completed
appropriately; and
«Considerations such as costs, risks, time, nature
of variation, cumulative effects and specific
requirements set out by council approved policies.
Execute a review process for contract variations to Investigate Contract Management Software to Investigate Contract Management Software to 25 Oct 2023 25 Oct 2023
determine whether the cumulative effect of resolve issues with tracking budget and variations, |resolve issues with tracking budget and variations, Still investigating Software, ICT Group hoping that any new software will be In Progress
variations requires a separate procurement including performance reviews and retention including performance reviews and retention able to incorporate Contract Management.
process monies monies SOA IA 25 Aug 2023
22 Sep 2023 In Progress
Still investigating Software, ICT Group hoping that any new software will be
able to incorporate Contract Management. SOA IA 25 July 2023
Remains in progress.
25 Aug 2023
Contract Management Software solutions are still being looked at, in the 2023 July 4:
meantime a request to used Contract Management Forms is to be approved by [Remains in progress.
ELT. Feedback from some staff received.
2023 May 23:
25 July 2023- Remains in progress.
Contract Management Software solutions are still being looked at, in the
02-Dec-22 Moorg (G Contract Variations Senior Procurement Officer Overdue |meantime a request to used Contract Management Forms is to be approved by (2023 April 27: In Progress
Australia | Management ELT. No feedback as yet. Remains in progress.
2023 July 4: 31 January 2023:
Contract Management Software solutions are still being looked at, in the No evidence of review.
meantime a request to used Contract Management Forms is to be approved by
ELT. No feedback as yet.
2023 May 23:
Contract Management Software solutions are still being looked at, in the
meantime a request to used Contract Management Forms is to be approved by
ELT
2023 April 27:
Creating inhouse excel documents to track Contract Management while still
in igating software. Dc are in draft stage, Director to provide
The Shire should: «Establish an ongoing training program for all staff |<Establish an ongoing training program for all staff 25 Oct 2023 SOA IA 25 Oct 2023
«Establish an ongoing training program for all staff on basic and standardised approach to contract on basic and standardised approach to contract Draft sent for feedback from internal stakeholders. In Progress
on basic and standardised approach to contract management including refresher training; management including refresher training;
management including refresher training; «Establish an ongoing training program specifically |*Establish an ongoing training program specifically 22 Sep 2023 SOA IA 25 Aug 2023
«Establish an ongoing training program specifically for contract managers to ensure expectations and |for contract managers to ensure expectations and No feedback received yet. In Progress
for contract managers to ensure expectations and standards are maintained especially during a standards are maintained especially during a
standards are maintained especially during a handover of responsibility; handover of responsibility; SOA IA 25 Aug 2023 2023 July 4:
handover of responsibility; *Ensure that the program is approved by the CEO |+Ensure that the program is approved by the CEO To be introduced once approved by Director — No feedback as yet. Remains in progress.
*Ensure that the program is approved by the CEO or the delegated authority; or the delegated authority;
or the delegated authority; *Maintain an up-to-date log of when staff last Maintain an up-to-date log of when staff last SOA IA 25 July 2023- 2023 May 23:
*Maintain an up-to-date log of when staff last completed their training; and completed their training; and To be introduced once approved by Director — No feedback as yet. Remains in progress.
N c Training and comple.te‘d theint training; +Set minimum timefram_e; for when staff must *Set minimum timefram_e§ for when staff must
02-Dec-22 Augt?;:a Manzrgg::;nt Contract Manager ;?tztnr;u;‘l;n:er?rsg;]eefrr?rr:ii?nfo_r when staff should Medium Senior Procurement Officer attend the refresher training attend the refresher training Not Due 2023 July 4: 2023 Ap”.l 27: In Progress
Continuity 9 ar_|d_ To be introduced once approved by Director — No feedback as yet. Remains in progress.
*Ensure staff the attend the training and refresher
courses 2023 May 23: 31 January 2023:
To be introduced once approved by Director No evidence provided.
2023 April 27:
To be incorporated with Procurement Training — as required staff. Draft
Contract Management training slideshow done, awaiting feedback.
Progress Update as at 12 January 2023
Ongoing, this will have to be discussed with Organisational Development (OD)
as they facilitate all online training. Procurement will develop a draft training for
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Date of
Report

Auditor

Audit Topic

Shire of Ashburton

Finding Title

Recommendation

Risk Rating

Recommendation Owner

Management Comment in Report

Current Review Date:

Agreed Action

Overdue
Status

Client Progress Update

Moore Australia / SOA IA Comment

Status After
Assessment

The Shire Should: Development of KPI's will be done in conjunction (Development of KPI's will be done in conjunction 25 Oct 2023 SOA IA 25 Oct 2023
*Develop KPIs for monitoring compliance and with Organisational Development for relevant with Organisational Development for relevant Feedback requested from Internal stakeholders In Progress
performance of the contract management function officers officers
based on policies, procedures and better practice 22 Sep 2023 SOA IA 25 July 2023
principles and standards; Draft still Remains in progress.
*Ensure KPI's are approved by the Executive or
relevant delegated authority; 25 July 2023- 2023 July 4:
Performance -ane a standard agenda item on a regular basis Draft stage, to consult with relevant departments Remains in progress.
02-Dec-22 Moore_ izt Monitoring and @ GIEELES @i managemept LS, ?”d Medium Senior Procurement Officer Not Due In Progress
Australia Management Reporting *Regularly report to the Executive and Audit and 2023 May 23: 2023 April 27:
Risk Committee level. Draft stage, to consult with relevant departments Remains in progress.
2023 April 27: 31 January 2023:
To be raised with ELT for Performance Review Period — Procurement creating |No evidence provided.
a list of roles and the proposed KPI to be introduced.
Progress Update as at 12 January 2023
O R
The Shire Should: Investigate and implement system to allow for Investigate and implement system to allow for 5 Oct 2023 SOA IA 25 July 2023
*Develop KPIs for monitoring compliance and reporting reporting No update Remains in progress.
performance of the contract management function
based on policies, procedures and better practice 22 Sep 2023 2023 July 4:
principles and standards; No update Remains in progress.
*Ensure KPI's are approved by the Executive or
relevant delegated authority; 25 July 2023- 2023 April 27:
-Haye a standard agenda item on a regular basis Once are KPI are finalised, suggestion is for these to be included into Remains in progress.
Moore Contract Per_forr_nance to discuss contract manageme_nt matters; gnd . . . Performance review process.
02-Dec-22 Australia Management Monitoring and  |-Regularly report to the Executive and Audit and Medium Senior Procurement Officer Not Due 31 January 2023: In Progress
Reporting Risk Committee level. 2023 May 23: No evidence provided.
Once are KPI are finalised, suggestion is for these to be included into
Performance review process.
2023 April 27:
Ensure KPI for projects are included with any project software or forms.
Progress Update as at 12 January 2023
Nocine Decoiscent bo dovislon sith Deninat Affinam nnd O
The Shire Should: Reporting to PCG and Audit and Risk Committee. |[Reporting to PCG and Audit and Risk Committee. 5 Oct 2023 SOA IA 25 Oct 2023
*Develop KPIs for monitoring compliance and Ongoing Remains in progress on the basis that
performance of the contract management function
based on policies, procedures and better practice 22 Sep 2023 SOA IA 25 July 2023
principles and standards; Ongoing Remains in progress.
*Ensure KPI's are approved by the Executive or
relevant delegated authority; 25 July 2023- 2023 July 4:
Moore Contract R MHENED *Have a standard agenda item on a regular basis i i i i R ins i
02-Dec-22 | - Monitoring and ) " Medium Senior Procurement Officer Not Due  [As per Audit and Risk Committee schedule and ELT. Completed as ongoing emains in progress. In Progress
ustralia Management Reporting to discuss contract management matters; and
*Regularly report to the Executive and Audit and 2023 April 27: 2023 April 27:
Risk Committee level. As per Audit and Risk Committee schedule and ELT. Completed as ongoing ~ [Remains in progress.
Progress Update as at 12 January 2023 31 January 2023:
Ongoing, Procurement to develop with Project officers and ELT No evidence provided.
Draft, approve and implement a Fraud and Develop Fraud and Corruption Policy and Develop Fraud and Corruption Policy and 20 Nov 2023 SOA IA 20 Nov 2023
Corruption policy and procedure; procedures procedures ARMC adopted a F&CCP in 2019. Financial Audit Controller currently updating | Remains In progress
Fraud and
Moore Fraud and Corruption Control . " .
01-Feb-23 Australia | Corruption FY22 Framework tiedun Director Corporate Services RotBue 8 February 2023: Fraud and Corruption Policy DD
Limitations currently being drafted. It is anticipated that this
policy will be submitted to the March Ordinary
Council Meetina.
Outdated Public All outdated policies and procedures should be Outdated Public Interest Disclosure information Outdated Public Interest Disclosure information SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
(e Dl kee reviewed and updated to reflect better practice and related policies and procedures to be anq related policies and procedures to be The Gratuity Policy and Risk Management Policy were reviewed by Council on | Transferred to In Progress
01-Feb-23 Moore Fraud and o —— and compliance requirements; Manager Governance reviewed reviewed Gremle 13/12/2022. EMP16 Grievance Investigations and Resolution was repealed by In Progress
Australia | Corruption FY22 - Council on 8/11/2022 and is currently being converted into a Directive. The
related Policies 8 3 N . n et
Public Interest Disclosure information on the website and Authorisations
and Procedures 5 q
Reaister are currentlv under review.
Appoint a suitably qualified PID Officer and ensure Chief Executive Officer to nominate PID officer/s. |Chief Executive Officer to nominate PID officer/s. 2023 May 29: 2023 May 29:
Outdated Public |appropriate awareness on this position is made to Evidence of PID officer appointment provided. Evidence of PID officer appointment provided -
Moore Fraud and Interest Disclosure |internal and external stakeholders including Public closed. dated by Moo
01-Feb-23 Australia | Corruption FY22 Information and  [Sector Commission; CEO Closed n
related Policies 27 March 23: CEO is PID Officer by default but
and Procedures will appoint new Director of Corporate Services
as PID Officer once appointed.
Appoint a suitably qualified PID Officer and ensure Nominated PID officer/s to attend relevant training. | Nominated PID officer/s to attend relevant training. SOA IA 25 July 2023-The Shire’s PID Officer attended the required Public SOA IA 25 July 2023-Transferred to Validated
appropriate awareness on this position is made to Sector Commission training on 28 June 2023. by SOA IA-Accepted the representation by
internal and external stakeholders including Public Manager Governance email to IA dated 20 July
Sector Commission; 2023 July 4: 2023 as DCS has completed training on 28
Can close out once PID Officer has received training, as organised by June 2023.
Manager Governance
i 2023 May 29:
In?:rt:;tsD?szll;gllﬁe o 2023 May 29: As per client update - can close upon
01-Feb-23 Moore_ Frau'd and \nformation and Manager Organisational Closed Darren Kennedy has enrolled in the Navigating the Public Interest Disclosure  |completion of relevant training. dated by SOA
Australia | Corruption FY22 Development Act 2003 course for 28 June 2023. A

related Policies
and Procedures

2023 May 24:

Confirmed CEO elected PID Officer with Manager Governance on 27 March.
Agreed that Manager Governance will source suitable PID training for PID
Officer. Cost to sit within Directorate.

2023 May 24:

No evidence provided of appointment - PSC
directorate has not been updated - Shire
website PID contact details are still wrong.

27 March 23: CEO is PID Officer by default but
will appoint new Director of Corporate Services

ac PIN Officar nnca annnintad
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Date of
Report

Auditor

Audit Topic

Shire of Ashburton

Finding Title

Outdated Public
Interest Disclosure

Recommendation

Appoint a suitably qualified PID Officer and ensure
appropriate awareness on this position is made to
internal and external stakeholders including Public
Sector Commission;

Risk Rating

Recommendation Owner

Management Comment in Report

Public Sector Commission to be advised of the
Shire’s appointed PID officer/s.

Current Review Date:

Agreed Action

Public Sector Commission to be advised of the
Shire’s appointed PID officer/s.

Overdue
Status

Client Progress Update

SOA IA 25 July 2023-The Public Sector Commission was notified of the
appointment of a new PID Officer and requested to update their database on
29 May 2023.

2023 May 29:
The CEO appointed Darren Kennedy, Director Corporate Services as the
Shire’s PID Officer on 26/05/2023. Communication provided to PSC.

Moore Australia / SOA IA Comment

SOA IA 25 July 2023-Transferred to Validated

by SOA IA-
https://www.wa.gov.au/system/files/2023-
07/piddirectory.pdf

2023 May 29:
PID Officer Darren Kennedy has been

Status After
Assessment

Moore Fraud and . " " N " Validated by SOA
01-Feb-23 Australia | Corruption FY22 Informahon_ gnd High Manager Governance Closed appointed - communications to PSC directory A
related Policies have been made but not yet update - can close
and Procedures upon update of public directory/register of PID
officers.
27 March 23: CEO is PID Officer by default but
will appoint new Director of Corporate Services
as PID Officer ance annainted
Consider appointing a dedicated Fraud Officer Review Internal Auditor position description to Review Internal Auditor position description to SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Lack of Fraud and [who will be responsible for all matters on FC, include fraud and corruption responsibility. include fraud and corruption responsibility. The Director Corporate Services will be responsible for fraud and corruption Email from Director Corporate Services .
Moore Fraud and " " " 3 - n Validated by SOA
01-Feb-23 1 3 Corruption which may be a current employee, however the Medium Manager Governance Closed controls and staff education. acknowladging responsibility.
Australia | Corruption FY22 N 3 8 1A
Resources Shire should consider the employee’s current roles
and responsibilities.
Consider appointing a dedicated Fraud Officer Recruitment of an Internal Auditor. Recruitment of an Internal Auditor. SOA IA 22 September 2023
who will be responsible for all matters on FC, Director Corporate Services accepted
which may be a current employee, however the responsibility for "All matters on Fraud Control.
Shire should consider the employee’s current roles Basis of this change that Internal Auditor can
and responsibilities.; not be responsible for implementation of
Lack of Fraud and s - 0
01-Feb-23 Moorg Frauf:l and Corruption Medium Manager Governance Closed controls which isa management responsibility - IREII hy‘Moore
Australia | Corruption FY22 R per Internal Audit Charter adopted. Australia
esources
8 February 2023: The Shire has appointed a
permanent full time Internal Auditor
commencing 15 February 2023.
Moore Fraud and Lack of Oversight | The ARMC should devote appropriate time for Include review, monitoring and reporting of fraud  (Include review, monitoring and reporting of fraud
01-Feb-23 0 3 of Fraud and  |discussions on Fraud and Corruption risks during Medium Manager Governance and corruption risks in the Fraud and Corruption  |and corruption risks in the Fraud and Corruption Not Due Not Started
Australia | Corruption FY22 . . N
Corruption Risks |meetinas: Control Plan. Control Plan.
Moore Fraud and Lack of Oversight |The ARMC should devote appropriate time for Fraud and Corruption risks to be included in the Fraud and Corruption risks to be included in the SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
01-Feb-23 Australia | Corruption FY22 of Fraud and  |discussions on Fraud and Corruption risks during Medium Manager Governance standard agenda for ARMC. standard agenda for ARMC. Not Due | A draft scope for RFQ has been prepared for the implementation of risk Transferred to In Progress In Progress
P Corruption Risks |meetings: management at the Shire.
Lack of Oversight The ARMC should improve oversight over the Fraud and Corruption Control Plan to be approved |Fraud and Corruption Control Plan to be approved 20 Nov 2023 SOA IA 20 Nov 2023
01-Feb-23 Moore_ Frau_d and of Fraud and Shire lexecunye Managgment team in effectively Medium Manager Governance by ARMC and Council. by ARMC and Council. Not Due Draft updated Fraud and Corruption Control Plan prepared. Transferred to In progress In Progress
Australia | Corruption FY22 . " approving and implementing the FC Control Plan;
Corruption Risks
Lack of a Fraud [The Shire should perform a comprehensive fraud Undertake a risk assessment in relation to fraud ~ [Undertake a risk assessment in relation to fraud SOA IA 25 Aug 2023 SOA IA 25 Aug 2023
Moore Fraud and and Corruption |and corruption risk assessment and ensure proper and corruption. and corruption. A draft scope for RFQ has been prepared for the implementation of risk Transferred to In Progress
01-Feb-23 Australia | Corruption FY22 Risk Assessment [alignment with the Australian Standards for Fraud Manager Governance Not Due management at the Shire. In Progress
P and Alignment with |and Corruption, AS 8001:2021;
Standards
Lack of a Fraud |The Shire should perform a comprehensive fraud Develop a Strategic Risk Register. Develop a Strategic Risk Register. SOAIA 25 Aug 2023 SOAIA 25 Aug 2023
Moore Fraud and and Corruption |and corruption risk assessment and ensure proper A draft scope for RFQ has been prep: for the i tation of risk Transferred to In Progress
01-Feb-23 Australia | Corruption FY22 Risk Assessment |alignment with the Australian Standards for Fraud Manager Governance Not Due management at the Shire. In Progress
P and Alignment with [and Corruption, AS 8001:2021;
Standards
. Training and Induction programs should include Fraud and corruption information to be Fraud and corruption information to be 8 February 2023: The CEO provides an
Limited Awareness L . N L . . N s N N .
and Training for Fraud and Corruption; incorporated into gmployee 's induction. incorporated into employee’s induction. induction to all new staff every 6 months.
01-Feb-23 Moore Fraud and Ethics and Fraud Director Corporate Services |* Manager Organisational Development Closed dated By o0
Australia | Corruption FY22 N A
and Corruption
Control
Vendor Master File The Vendor Master files should be reviewed and Vender Master File requirements and practices to |Vender Master File requirements and practices to
01-Feb-23 Moorg Frau_d and with Incomplete lupdatedlon a !lmely basis to ensure all relevant Medium Manager Finance bg rew'ewed and incorporated into the Shire’s bg revnfewed and incorporated into the Shire’s Gremlie . ed
Australia | Corruption FY22 Records information is included; Financial Manual. Financial Manual.
Vendor Master File Any missing information, including the ones Vender Master Files to be audited and relevant Vender Master Files to be audited and relevant
Moore Fraud and . identified in this audit should be reviewed with all " details updated. details updated.
01-Feb-23 " N with Incomplete . 3 o Medium Manager Finance Overdue 0 arted
Australia | Corruption FY22 Records relevant details included as identified;
Cheque processing should be closely monitored Reference naming convention to be developed for |Reference naming convention to be developed for
O1Fab23 Moore Fraud and Duplicate Cheque / anl'revtlewefd by managzmentv to:g;ur(;]that any Manager Finance frgoccumng In\fmces and documented in the ;gcccurrlng In\:mces and documented in the Overdue . .
Australia | Corruption FY22 | ERT Referances |dUPlicate reference numbers, including the ones g inance manual. inance manual. a
identified in the audit must be investigated and
appropriately adiusted:
Investigate the issues identified and assess the Establish if SynergySoft is able to provide reports |Establish if SynergySoft is able to provide reports
Moore Fraud and Employees Listed [risk of fraud or error, and institute corrective action for the purpose of exception reporting to identify  |for the purpose of exception reporting to identify
01-Feb-23 . N as Vendors in the |if necessary; Medium Manager Finance duplications. duplications. Not Due 0 ed
Australia | Corruption FY22 N N . N :
Vendor Master File Review against approved secondary employment |Review against approved secondary employment
declarations. declarations.
Vendors being used after their suspension dates Suspended Creditors procedure to be reviewed Suspended Creditors procedure to be reviewed
should be flagged and inspected to identify why and if possible, increase measures placed on and if possible, increase measures placed on
Moore Eraamnd Vendors Still Being [they are still being used with appropriate actions suspended creditors, including Auto Display suspended creditors, including Auto Display
01-Feb-23 Australia | Corruption FY22 Used after Being |taken to address; Manager Finance Memo’s. Memo’s. Not Due 0 ed
P! Suspension Finance Manual to be updated as required and Finance Manual to be updated as required and
incorporate monitoring and reporting measures. incorporate monitoring and reporting measures.
Consider designing the Exit Interview Exit interviews to incorporate Fraud and Corruption|Exit interviews to incorporate Fraud and 28 Feb 23:
Exit Interview questionnaires to include questions that help - risk questions. Corruption risk questions. Completed.
Moore Fraud and b N h . Manager Organisational dated b 00
01-Feb-23 Australia | Corruption FY22 Proces_s_ |§ent|fy and d_etect potential Fraud and Corruption Low Development Closed A
Opportunities  [risks the terminated staff may be aware of;
Creditor All transactions identified in this report including Include review, monitoring and reporting of fraud |Include review, monitoring and reporting of fraud
Moore Fraud and Expenditure those with the higher rate of usage in Appendix 5 and corruption risks, including the Benford’s Law |and corruption risks, including the Benford's Law
01-Feb-23 0 A P a should be monitored and reviewed on a timely Manager Finance test, in the Fraud and Corruption Control Plan and |test, in the Fraud and Corruption Control Plan and Not Due 0 ed
Australia | Corruption FY22 Transactions " ) X . e . q s (5
e —— basis to ensure they are free from fraud or error; incorporate into the Shire’s Finance Manual incorporate into the Shire’s Finance Manual
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BEOE] Auditor Audit Topic Finding Title Recommendation
Report
Creuror " - — - -
" Any transaction without descriptions, including the
01-Feb-23 AM°t°'f c F'aL:.d ar;‘:(zz .I'_Ex"e”df,“'e ones identified through this audit, should be
ustralia orruption 'f[‘f‘;“fj?f‘s reconfirmed against supporting documents and
Creditor Consider improving the requisition process to
01-Feb-23 Moore Fraud and Expenditure include details of officer raising and approving
Australia | Corruption FY22 Transactions transactions.
Concerns
Absence of an Corl13|der developing a Fraud and C(lmu.ptlgn
N register to capture fraud and corruption incidents
Moore Fraud and Allegations and N b .
01-Feb-23 y N N N or allegations reported either through a Public
Australia | Corruption FY22 | Incidents Register .
for FC Interest Disclosure or through other avenues.
Develop, approve and implement a comprehensive
Workforce Strategy, Workforce Plan, Human
Resources and Payroll Management framework,
including associated policies and procedures;
Absence of Human
Resources Payroll
Moore Payroll & HR Management
il rein2k) Australia FY22 Framework,
Policies and
Procedures.
Ensure that within the Human Resources and
Payroll team there is a nominated individual
responsible for maintaining compliance with
relevant legislation;
Absence of Human
Resources Payroll
Fah. Moore Payroll & HR Management
01-Feb-23 Australia FY22 Framework,
Policies and
Procedures.
Draft, approve and implement a comprehensive
Delegation of Authority Framework for payroll
functions, including policy and procedures;
Lack of Delegation
Moore Payroll & HR of Authority
ikres Australia FY22 Framework for
Payroll Functions

Risk Rating

High

Recommendation Owner

Manager Finance

Management Comment in Report

An audit of the identified transactions to be
conducted to confirm no fraudulent and corrupt
practices have occurred.

Current Review Date:

Agreed Action

An audit of the identified transactions to be
conducted to confirm no fraudulent and corrupt
practices have occurred.

Overdue
Status

Overdue

Client Progress Update

Moore Australia / SOA IA Comment

Manager Finance

Review systems controls, including Financial
Software upgrades, that provide for the electronic
record keeping of raising and approving invoices

Review systems controls, including Financial
Software upgrades, that provide for the electronic
record keeping of raising and approving invoices

Not Due

Manager Organisational
Development

Develop register which records all incidents or
allegations reported through Public Interest
Disclosure and other avenues.

Develop register which records all incidents or
allegations reported through Public Interest
Disclosure and other avenues.

Closed

1 February 2023:
Client provided incident register. Does not
discern source of report (i.e., PID).

Manager Organisational
Development

The Shire already has the following documents in
place: HR Strategic Plan (CEO endorsed),
Training and Development Plan (to be executed as
part of 2023/24 budget year, Shire Recruitment
and Retention Strategy (due for update); HR
Service Plan (previous and new draft with KPI's),
earlier this year we completed Workforce Plan
phase 1 we are currently working on the
completion of Workforce Plan phase 2. Leading on
from this is a People Plan, which is already
drafted. Most of these documents were discussed
with the auditors when they were on site. In
addition, the Shire has already developed a draft
Skills matrix, which will be aligned with training
programs in the 2022/23 year. We have finalised
our policy review and have already commenced
with a review of all HR directives and procedures,
which will be finalised in 2023, as part of an
organisation-wide initiative.

Agree with comments around cancellation of
systems/IT access as well as recovery of Shire
assets and understanding where this sit to ensure

rigour and control in future.
+ Manager Finance

Develop, approve and implement a
comprehensive Workforce Plan, Recruitment and
Retention Strategy, Human Resources and Payroll
Management Framework, including associated
policies and procedures.

Not Due

25 Oct 2023
Commencing Dec 23 only
25 Aug 2023

Not Started

2023 July 4:
As previously mentioned, to action next year — include in 2023/2 budget — not
for this FY

2023 May 24:
Cost included in 2023/24 budget

28 Feb 23:

Review of all HR policies complete (Governance can confirm), ready to
commence with Directive review (await go ahead from Governance), yet to
commence with OD Management Plan

SOA IA 25 Oct 2023
Not Started

SOA IA 25 Aug 2023
Not Started

2023 May 24:
Not started.

28 Feb 23:
In progress.

Manager Organisational
Development

The Shire already has the following documents in
place: HR Strategic Plan (CEO endorsed),
Training and Development Plan (to be executed as
part of 2023/24 budget year, Shire Recruitment
and Retention Strategy (due for update); HR
Service Plan (previous and new draft with KPI's),
earlier this year we completed Workforce Plan
phase 1 we are currently working on the
completion of Workforce Plan phase 2. Leading on
from this is a People Plan, which is already
drafted. Most of these documents were discussed
with the auditors when they were on site. In
addition, the Shire has already developed a draft
Skills matrix, which will be aligned with training
programs in the 2022/23 year. We have finalised
our policy review and have already commenced
with a review of all HR directives and procedures,
which will be finalised in 2023, as part of an
organisation-wide initiative.

Agree with comments around cancellation of
systems/IT access as well as recovery of Shire
assets and understanding where this sit to ensure
sufficient rigour and control in future.

+ Manager Finance

Human Resources and Payroll Management
Framework to include nominated positions
responsible for maintaining compliance with
relevant legislation.

Closed

2023 July 4:
Manager OD Responsible Officer

2023 May 24:
Cost included in 2023/24 budget

2023 July 4:
Manager OD Responsible Officer - closed.

2023 May 24:
Not started.

Manager Organisational
Development

Agree with the implementation of a framework for
authorisations for HR and Payroll functions
+ Manager Finance

Develop and implement an authorisation
framework and supporting directives and/or
procedures for HR and Payroll functions.

Closed

2023 May 24:
Completed.

28 Feb 23:
Policies done, ready to commence with Directives. CEO delegations relating to
OD done - see attached.

2023 May 24:

Evidence provided of suitable approval
delegations - policy/procedures covered by 224
validated.

23 February 2023: Signature and Other
Authorisations relating to Shire of Ashburton
Organisational Development" provided,
however, this does not satisfy the
recommendation

Status After
Assessment

Not Started

Not Started

Validated by Moore
Australia

Not Started

Validated by Moore
Australia

Validated by Moore
Australia

Item 6.1 - Attachment 2

Page 58



Audit And Risk Management Committee Meeting Attachments

12 December 2023

JAIA 20 Nov 2023

Date of
Report

Auditor

Audit Topic

Shire of Ashburton

Finding Title

Recommendation

Draft approve and implement a performance

measurement and reporting framework for human

resources and payroll activities, including self-
assessment protocols;

Lack of reporting
Moore Payroll & HR on Human
01-Feb-23 | Australia FY22 Resources and
Payroll activities
Develop, approve and implement a comprehensive
Workforce Strategy, Workforce Plan, Human
Resources and Payroll Management framework,
including associated policies and procedures;
Inconsistencies in
Moore Payroll & HR
01-Feb-23 Australia Fy22 payroll process
and documentation
Draft, approve and implement a comprehensive
staff exit controls policy and procedures;
Lack of Control
Moore Payroll & HR Procedures for
01-Feb-23 | p ustralia FY22 Shire Access and

Assets

Risk Rating

High

High

Medium

Recommendation Owner

Manager Organisational

Management Comment in Report

HR reporting to ELT has historically been done via
a dashboard. Due to lack of capacity, data integrity
and especially lack of appropriate software to
provide automated and accurate analytics, we
have been unable to provide this level of reporting.
Reporting is however provided to the CEO and
ELT (where required) relating to onboarding
survey data, exit data and analysis, employee
engagement survey results, training completion
reports, Performance Improvement Plans,
Workplace Investigations and our annual
Performance Review Process (PRP) reporting.

In addition, the Manager Organisational
Development has formed an LG network with
other HR teams for benchmarking purposes.
Examples of this are understanding how other

Current Review Date:

Agreed Action

Incorporate performance measurement and
reporting requirements/processes in the Human
Resources and Payroll Management Framework.

Overdue

Status

Client Progress Update

25 Oct 2023
Instructed to wait for Difinitiv roll-out

22 Sep 2023

Await Definitive system implementation for HR/OD analytics and reporting,
however, the following information is already reported to our CEO, which he
has access to: OD team NPS service scores and feedback, Market insight,
WHS, PRP, eLearning status, onboarding survey data, exit survey data, leave
accruals, employee engagement survey data. Happy to show you these.

25 Aug 2023
Waiting on Altius Payroll

2023 July 4:
As previously mentioned, to action next year — include in 2023/2 budget — not

Moore Australia / SOA IA Comment

SOA 1A 25 Oct 2023
In Progress

SOA IA 25 Aug 2023
In Progress

2023 May 24:
In progress.

Status After
Assessment

Development Councils recognise and reward their staff, gaining DRt for this FY In Progress
insight into how other Councils (at national level) 2023 May 24:
perform their Workplace Health and Safety Using existing data, which the CEO has access to for monthly reporting (EAP,
function and salary benchmarking for Managers EES, Exit, Onboarding, Incidents, Leave Accruals, PRP and Workers Comp).
and Executive. Manager Organisational ELT receives a weekly Incident Management Report. Request for new
Development has regular scheduled meetings with workforce planning software submitted to ICT Committee and budget proposal
Shire CEO and has KPI's that aligns with the submitted for 2023/24. Have been working with Pulse for a while on
Shire’s strategic community plan. This follows enhancement requests relating to their analytics capability.
through to the team. All HR team members are
experienced HR practitioners and members of the
Australian Institute of Human Resources to ensure
skills are current and they stay abreast of market
and legislative changes. Each Advisor is assigned
to a particular stakeholder group to enable work
outcomes and individual and team accountability.
There are existina KPI's within the HR Service
Our HR practices have evolved over the last 12 Develop, approve and implement a 22 Sep 2023 SOAIA SOA IA 25 Aug 2023
months. This means we continue to implement comprehensive Workforce Plan, Recruitment and Major progress made iro internal controls — ongoing effort as we identify gaps |In Progress
new and better practices as part of our business  |Retention Strategy, Human Resources and Payroll
process improvement initiatives. The auditors Management Framework, including associated SOA IA 25 Aug 2023 2023 May 24:
asked the team to provide current procedures for |policies and procedures. With governance department. Gov Dept is busy with directives and procedure |In progress.
them to audit against, however, due to the reveiws
frequent pace of change relating to practices and
procedures, these audits were performed against 2023 July 4:
practices that were not in place, relevant to each As previously mentioned, to action next year — include in 2023/2 budget — not
identified employee. There was therefore a for this FY.
mismatch between the procedure followed by
employee and current practice. In addition, we 2023 May 24:
used a step-change approach for the introduction OD policy/directive review has commenced. Cost for WFP included in 2023/24
of our Pulse modules and therefore must mainly budget.
Manager Organisational rely ?n marl\ual |nformat!on s.aveld on eagh Not D
Development ployee file (for any ! on). ot Due In Progress
We have subsequently discovered that some of
the previous team stored information in email
instead of using appropriate record-keeping
procedures.
Once Pulse modules have all been bedded down,
we will be able to pull analytics in support of future
audits. Since the audit, we have implemented new
onboarding and exit checklists, already in use. We
recognise the critical importance of internal
controls, and we are confident that future audits
will be easier managed as we have already
implemented multiple procedures to mitigate future
risk.
+ Manager Finance
Agreed Develop and implement an offboarding directive SOAIA 20 Nov 2023 SOA IA 20 Nov 2023
and procedure. Recently approved directives 5 Directives were verified
Implement Pulse Offboarding module with -Employee Lerning and Development
automated exit interview notifications and -Employee Reward and Recognition SOA IA 25 Aug 2023
reporting. -Referance on Ex Employees In Progress
Incorporate offboarding processes in the -Performance Management
framework. -Discrimination, Bullying and Harresment 2023 May 24:
In progress.
22 Sep 2023 SOAIA 28 Feb 23:
Progress slower than anticipated due to other pressing priorities In progress.
Manager Organisational Overdue SOA 1A 25 Aug 2023 In Progress

Development

With governance department. Gov Dept is busy with directives and procedure

2023 July 4:
Busy with Directive review. Offboarding Checklist already in place.

2023 May 24:
OD policy/directive review has commenced. Pulse Offboarding Module
implementation in 2023/24 FY

28 Feb 23:
Ready to review OD Directives — await go ahead and access from
Governance. Checklist developed in in use — attached.
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Auditor

Audit Topic

Shire of Ashburton

Finding Title

Recommendation

Revoke inappropriate access to the payroll system
and remove ex-employee user profiles from the

Risk Rating

Recommendation Owner

Management Comment in Report

Agreed. Risk rating should be medium to high due
to the significant risk relating to cyber security and

Current Review Date:

Agreed Action

Conduct an audit of SynergySoft access and
remove unauthorised access.

Overdue
Status

Client Progress Update

25 July 2023-Procedure has been drafted. Still to be reviewed. Regularly
reoccuring task has been set

Moore Australia / SOA IA Comment

25 July 2023 SOA IA - Remains In Progress

Status After

Assessment

Inappropriate  |system; and potential breaches. 2023 May 24:
01-Feb-23 Moorg Al SRR System Access Y Low Manager ICT Overdue (2023 May 24: In progreis. In Progress
Australia FY22 . .
Control A business case for new workforce planning software has been presented to
the ICT Committee - outcome yet to be determined. Cost of this software has
been included in the broposed 2023/24 budaet.
. Implement a process to regularly review, monitor Agreed. Risk rating should be medium to high due |Incorporate the regular review, monitoring and 25 July 2023-Procedure has been drafted. Still to be reviewed. Regularly 25 July 2023 SOA IA - Transferred to In
Moore Payroll & HR Inappropriate and maintain system access control to all Shire to the significant risk relating to cyber security and [maintenance of system access for all Shire ing task has b t P
01-Feb-23 ° V! System Access | ' Y Low Manager ICT si9 g tocy Y ! ¢ yst ) Overdue |"€0ccUrng task has been sef rogress In Progress
Australia FY22 Control information systems. potential breaches. information system in the Cybersecurity
Framework.
IA agreed to recommends improve the Project closeout workflow and procedures to be Project closeout workflow and procedures to be
completeness and accuracy of assets data by reviewed by Assets and Programming, with reviewed by Assets and Programming, with
Accuracy and improving the communication flow between approval by Finance, and endorsement by ELT. approval by Finance, and endorsement by ELT
10-Oct-23 SOA IA Reg 17-2023 et f Finance Department and Assets Committee when Manager Assets and For distribution and action by Project Mangers Not Due ot Started
g completeness Ot . . .
Asset Register closing e_aclj project an_c_! u_pdale two systems. Programming through MMG.
Also, periodical reconciliation between two
systems needs to be established either manually
or automaticallv.
IA agreed to recommend that the project Comments by Director Infrastructure Services and |Develop Project Management Procedure including
management methodology and procedures be Director Community Development review of Terms and Conditions of contracts
established in terms of establishing the scope both Project management procedures to be reviewed
) at pre-budget level and pre RFT, es_tablishing Director Infrastructure Services and gndprse_d by ELT. . )
10-Oct-23 SOA IA Reg 17-2023 Project (hre.sholds to apply. proc.edures at different level of and Director Community For distribution and action by Project Mangers Not Due = T
management  |projects for complying with cost, schedule and Development through MMG
quality control procedures and review the terms
and conditions to effectively handle costs due to
delays and quality defects.
IA agreed to recommend monitoring consumption Smart keys process is now in place, 60% of Implementation of Smart Tags 100% Nov 2023 SOA IA 20 Nov 2023
on regular basis and record the monitoring and vehicles now include Smart Tags and percentage Smart Tags are being issued to individual fleet as required. Remians In progress
actions taken based on results. is climbing with new Smart Tags recently arriving.
10-Oct-23 SOA IA Reg 17-2023 Fuel stock Manager Fleets Not Due 25 00t 2023 SOA 1A 25 Oct 2023 In Progress
As discussed, this will be a simplified worksheet that only captures fuel use Format of Monitoring Sheet has been drafted.
and consumntion across | Vs and olant ODO counts are collected Monthlv.
IA agreed to recommend monitoring consumption Reconciliation by SmartFill System for Tom Price  [Fuel Reconciliation by SmartFill System for 20 Nov 2023 SOA IA 20 Nov 2023
10-Oct-23 SOA IA Reg 17-2023 Fuel stock on regular basis and record the monitoring and Manager Fleets is now in place. Onslow will be completed by the [TomPrice and Onslow non moving tanks will be Not Due Quote received today for upgrades to Smartfill system. Purchase Order Remains In progress Not Started
actions taken based on results. target date. implemented pendina.
IA agreed to r 1d review the A review will commence in the next six months for |Review of Strategic Waste Management plan will
Waste Management Plan to align with the new the plan’s alignment and a gap analysis for the commence in the next six months for the plan’s
Strategic Waste [SCP and consider implementing best practices to Director Infrastructure and  |decision-making process. Outcome of a new alignment and a gap analysis for the decision-
L2 SR IREg) et Management Plan |the extent practicable with a funding strategy. Manager Waste Services  |strategic plan or amended will be decided at the ~ [making process. Outcome of a new strategic plan Detts DotStaed
time of the analysis review. or amended will be decided at the time of the
analysis review.
IA agreed to recommend that appropriate record Regulatory Services has agreed to implement the |Record each communication request on a 25 Oct 2023 SOAIA 25 Oct 2023
keeping needs to be implemented to record all use of the Communications Request Form located [spreadsheet and record into Synergy on an In progress, spreadsheet is in development and creation of Synergy file Transferred to In Progress
Natural events pre-|information communicated to community. Also, the on AIMS and to record each request on a appropriate file
10-Oct-23 SOAIA Reg 17-2023 information to | Communication Request Form needs to be Manager Regulatory Services |spreadsheet and record into Synergy on an Not Due In Progress
community completed to request any communication on Shire appropriate file set up for the purpose.
website and social media.
IA recommends that all WorkSafe/WHS Our WHS Consultant was mobilised onsite on 1 Everything will be addressed in due cause. (Note SOA IA 20 Nov 2023 SOA IA 20 Nov 2023
assessments are to be logged and an appropriate April 2023. While the 2022 high level desktop audit|By IA: IA recommendation to regularise audit SAl Global ISO Accreditation Audit - Final stage on site 2-6 Jan 24 ISO 45000 Stage 1 (Preperation) Report/
follow up and corrective actions process be findings have been reviewed, the consultant had |action status tracking and reporting process) Checklist from SAI Global was verified.
implemented which reports progress to ELT or to complete more detailed audits of each work 25 Oct 2023
relevant internal committee. area to fully understand the findings including SAI Global ISO Accreditation Audit confirmed for 8-10 Nov 23 SOA IA 25 Oct 2023
some identified gaps as outlined in the 2022 Transferred to In progress
report. Our onsite WHS Consulting has made
great progress to date, including supporting the
Shire in achieving its ISO45001 accreditation,
which no doubt will address many of the identified
issues in the 2022 report. Once the accreditation
has been issued, then they will support us in
WorkSafe accreditation, which means that
everything will be addressed in due course.
aclioviupiend Manager Organisational Yéﬁggﬁﬂ?lﬂmﬁ re:)s :(e)sianlez;n socialised
10-Oct-23 | SOAIA | Reg17-2023 | corrective actions & SRR pe progress pian, Not Due In Progress
S i S *WHS Dashboard created for Executive reporting
*Developed WHS Master Document Register,
socialised with Executive
+Site audits and safety inspection reports
produced by location and site and sent to
Executive
«Attending toolbox meetings
*Workers, supervisor, manager, director coaching
and support
*Established WHS Committee with Terms of
Reference
*WHS Skills matrix developed
*WHS Risk and Opportunities register developed
+Drafted a number of new templates, procedures
and reviewina directive:
IA recommends that effective succession planning CEO and Manager OD commenced with the Succession planning is scheduled for Q2 (Oct- 20 Nov 2023 SOA IA 20 Nov 2023
and retention strategies be implemented, and Shire’s Succession Planning process in Dec) of the 2023/24 year, as outlined in the OD 12 Meeting held with CEO — succession planning complete for ELT Email confirmation was verified.
programs be conducted towards improving the September 2022. A template was developed and |month plan and as endorsed by the CEO.
Succession organisational maturity. populated by the Manager OD, gui_ded by th_e 25 Oct 2023 SOA IA 25 Oct 2023
planning and _ Manager Organisational CEO_. The outcome of the succession planning Meeting scheduled with CEO for 24 October Transferred to In Progress
10-Oct-23 SOA IA Reg 17-2023 . Medium session aligns with the individual development Not Due In Progress
retention of Development N "
employees plans that were put in place at the time, by

individual. Succession planning is again scheduled
for Q2 (Oct-Dec) of the 2023/24 year, as outlined
in the OD 12-month plan and as endorsed by the
CEO.
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Auditor Audit Topic

Shire of Ashburton

Finding Title

Recommendation

Risk Rating Recommendation Owner

Management Comment in Report

Current Review Date:

Agreed Action

Overdue
Status

Client Progress Update

Status After

Moore Australia / SOA IA Comment
Assessment

1A agreed to recommend that the swimming pool Noted one month of water testing missing for Noted the Water Quality Testing machine at Tom
maintain strict compliance with the Department of 2022. Price swimming pool does require recalibrating.
Health’s “Code of Practice for the Design,
Chemical storage Construction, Operation, Management & Swimming Pools is following WA Health
10-Oct-23 SOA IA Reg 17-2023 of swimming pools Maintenance of Aquatic Facilities” and regular Low Swimming Pool Coordinator |Department requirements. Overdue Not Started
compliance inspections be conducted.
Noted the Water Quality Testing machine at Tom
Price swimming pool does require recalibrating.
1A agreed to recommend that directive/procedure Noted. To be completed Gift Cards Procedure will be developed and 20 Nov 2023 SOA IA 20 Nov 2023
for gift cards/vouchers/gifts be documented and a directive/procedure/register by the end of October |implement DCD email dated 21 Nov 2023-"No this policy is still being reviewed" Directove drafted-In progress
R register be developed for community grants. 2023.
100 Community gift " 25 Oct 2023 SOA IA 25 Oct 2023
-Oct-23 SOA IA Reg 17-2023 | cards/vouchers/gift Low Manager Communities Overdue s . N B In Progress
s and grants Registrar and Process for Grants completed — aligned to current Policy Transferred to in progress. Procedure has been
drafted side of the register. This need review
and present with correct procedure format used
bv Shire.
Community gift |Noted. To be completed Noted. To be completed Community Grants Register will be developed and 25 Oct 2023 SOA IA 25 Oct 2023
10-Oct-23 SOA IA Reg 17-2023 | cards/vouchers/gift | directive/procedure/register by the end of October Low Manager Communities directive/procedure/register by the end of October |implement Overdue |Draft Directive complete for review. Transferred t In progress In Progress
s and grants 2023. 2023.
IA recommends that regular reviews of documents, TSP Audit was not undertaken in 2020/21 due to [ TSP biennial audit has now been included in the 25 Oct 2023 SOA IA 25 Oct 2023
regular risk assessments and regular inspections COVID travel restrictions, noting limited aviation airports Annual Compliance checklist which is in WIP. Transferred to In Progress
be carried out. IA also recommends that the audit security auditors in WA. TSP independent biennial [development (this document will be finalised by 31 It is a complex and time-consuming document to draft as the regulation specific
10-Oct-23 SOAIA Reg 17-2023 Onslow Airport  log is regular maintained (Actions Checklist) and Medium Manager Airport Services  [audit has now been undertaken in Aug 2023. Oct 2023). This checklist will be monitored and Overdue [to the compliance tasks are also been included in comment boxes. In Progress
actioned in atimely manner to further strengthen actioned as needed, by Manager Airport Services
controls. (MAS), Airport Administrator and Airport Reporting
Officer.
IA recommends that regular reviews of documents, The mentioned security risk register is a subsidiary | The security risk register mentioned above can | 25 Oct 2023 SOA IA 25 Oct 2023
regular risk its and regular ir i document that was developed to be incorporated |be expanded upon and incorporated into the Very complex which requires the redrafting of the airport SMS and requires the |Not started
be carried out. IA also recommends that the audit into the ‘Transport Security Risk Assessment’ for |airport’s existing safety management system assistance of a consultant
log is regular maintained (Actions Checklist) and the airport back in 2014 when the airport was (SMS). The airport's SMS is currently a safety-
actioned in atimely manner to further strengthen applying to become a screening authority. There is based document; however, it can be amended to
10-Oct-23 SOAIA Reg 17-2023 Onslow Airport  [controls. Medium Manager Airport Services  |no regulatory requirement to run a risk register for |include security risks as well. The risks to be Not Due Not Started
security operations. The risk register has been included will be the risks from the initial security
superseded by the airport TSP. risk register, updated security risks (if any) and
passenger screening operational risk. This action
could be completed by December 31, 2023.
IA recommends that regular reviews of documents, Technical inspection findings identified during the | The checklists will be reviewed to consider if a ‘risk 25 Oct 2023 SOA IA 25 Oct 2023
regular risk assessments and regular inspections technical inspection are categorised based on the [acceptance’ criteria can be included. The next technical inspection is not until June next year. The new risk Not started
be carried out. IA also recommends that the audit assessed risk implication and the recommended acceptance will commence then (Requested to change Target Completion 30
. log is regular maintained (Actions Checklist) and . : time frame for implementation of corrective June 2024)
10-0ct-23 | SOAIA | Reg17-2023 | Onslow Airport | Ci o 4'in atimely manner to further strengthen | Mecium | Manager Airport Services | . " rAg| E] The airport's ‘actions checklist is Orerie DotStaited
controls. designed around the risk implications in the reports
received from the inspectors.
IA recommends that regular reviews of documents, Electrical Inspection in 2022 was undertaken in The inspection report has now been filed correctly 25 Oct 2023 SOA IA 25 Oct 2023
regular risk its and regular ir i July 2022, however the report was filed in the and action checklist updated. Annual technical Completed Report verified and Closed Issue
. be carried out. IA also recommends that the audit . . N incorrect location. inspections have also been added to the Airport's Validated by SOA
LocEs SRR IReg) -2 G (i log is regular maintained (Actions Checklist) and Lot kapad=lipoiselices Annual Compliance checklist. Actions from the Se=ed 1A
actioned in atimely manner to further strengthen May 2023 electrical annual technical inspection
controls. are works in progress.
IA is looking forward to report to ARMC on finance Comments by Director Corporate Services - Completion of FMR 20 Nov 2023 SOA IA 20 Nov 2023
10-Oct-23 SOA A Reg 17-2023 Finance aspects upon completion of FMR. Director F:orporate Services Noteg. Docymenls are currently being reviewed. Not Due Close out meetings to be scheduled now that External Audit nearing Remains in "Not Strarted" till confirm the time Not Started
and Finance Manager Meetings will be arranged to meet target date. completion plan
IA was informed that a new system has been The Shire has recently implemented the Implementation of Attain SOA IA 25 Oct 2023
implemented in April 2023. Compliance Calendar module in the Attain system. Attain Software has been implemented in 2023.
Legislative This Todule pr;)\llidt?sl iTproved aﬁ;urg?‘ge irr: the
3 compliance and legislative area. The Shire has .
10-0ct-23 | SOAIA | Reg17-2023 CETAERED Manager Governance  |had ot ogmpliances during the Closed VI 7 ek
monitoring y " 1A
mechanism engagement period and submitted the DLGSC
Compliance Audit Return as required.
1A agreed to recommend conducting an internal Internal audit over legislative compliance will be Request an internal audit on Legislative SOA IA 25 Oct 2023
Legislative audit as per the Strategic Internal Audit Plan 2023- scheduled in 2024/2025. compliance process in 2023/24 internal audit plan Transferred to Completed
compliance 2026. Manager Governance has requested to Validated by SOA
10-Oct-23 SOAIA Reg 17-2023 monitoring Manager Governance Closed Shedule and IA in 2023/24. IA has sheduled 3 A
. legislative Compliance Audits in 2023/24 and
mechanism . " .
be sheduling audit on the compiance framework
in 2024/25
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Shire of Ashburton

Current Review Date:

Date of Report Auditor Audit Topic Finding Topic Recommendation Risk Rating R“o';":::‘:mo" Management Comment in Report Agreed Action o;’tz':::e Client Progress Update Moore Australia/ SOA IA Comment Status After Assessment
Summary Not identified Not provided 28 Feb 23:
The Shire ration position, after adjustment for FAGs and Onslow tip closure expenditure, Ratios no longer required to be reported -
appears reasonably consistent with prior years with improvements in the Current ration but recommendation closed.
deterioration in both Asset Sustainability and Operating Surplus rations.
Whilst some ratios are below the accepted industry benchmark, given the relative strength of
Comment on the other ration and the Shire's balance sheet, lower rations may be expected and acceptable
. in the short term, provided other measure/ strategies are maximised. .
. . Ratios (Asset ) - N . . . e Validated by Moore
30-Jun-16 0AG Financial sustainability Notwithstanding this a number of the ratios do appear to be trending downwards over the Medium Not identified Closed Australla
Ratio) longer term and this should be considered moving forward.
We would like to take this opportunity to stress one off assessments of ratios at a particular
point in time can only provide a snap shot of the financial position and operating situation of
the Shire. As is the case with all ratios and indicators, their interpretation is much improved if
they are calculated as an average over time with the relevant trends being considered.
‘We will continue to monitor the financial position and ratios in the future financial years and
suggest it is prudent for Council and, to do so also as thev strive to manage the
Summary Not identified Not provided 28 Feb 23:
The Shire's Ration position, after adjustment for FAGs, appears reasonably consistent with Ratios no longer required to be reported -
prior years except the deterioration in the Operating Surplus Ratio. recommendation closed.
Comment on We also note a number of the rations appear to be trending downwards over the longer term
Ratios (Asset and this should be considered moving forward . .
30-un-17 0AG Financial | sustainability Ratio |We would like to take this opportunity to stress one off assessments of rations at a particular Medium Not identified Closed Validated by Moore
and Operating | point in time can only provide a snap shot of the financial position and operating situation of Australia
Surplus Ratio) ~|the Shire. As is the case over time with the relevant trends being considered.
We will continue to monitor the financial position and ratios in future financial years and
suggest it is prudent for Council and management to do so also as they strive to manage the
scarce resources of the Shire.
Summary Not identified Not provided 28 Feb 23:
As detailed above, the asset sustainability relation is below the accepted industry benchmark. Ratios no longer required to be reported -
Given the relative strength of the other ratios and the Shire's balance sheet, a lower ration recommendation closed.
may be acceptable in the short term provided other measure /strategies are maximised.
Notwithstanding this, a number of ratios appear to be trending downwards over the longer
. N Asset i A o A . ” Validated by Moore
30-Jun-18 OAG Financial _|term and this should be carefully considered moving forward to avoid the development of an Medium Not identified Closed N
Ratio|, yverse trend. Australia
‘We would like to take this opportunity to stress one off assessments of ratios at a particular
point in time can only provide a snap shot of the financial position and operating situation of
the Shire. As is the case with all ratios and indicators, their is much improved if they are
calculated as an average over time with the relevant trends being considered.
To help maintain the integrity of the accounting information, supporting documentation Procedure to be updated in the current Finance Manual. Approval to in line 28 Feb 23: 28 Feb 23:
should be maintained for all journals. In addition, someone more senior than the preparer financial approval delegations. Investigate options to restrict access o update and Journals are reviewed by someone more senior than As per mgmt comments.
- should authorise all journal entries to be processed in the system, review the correctness of ) approve journals in Synergy. preparer, with the exception of manager preparing Closed. Validated by Moore
30-Jun-19 OAG Financial General Journals | posting after being processed and evidence their approval and review. Manager Finance Closed  5urnals in which a senior member of finance will review Australia
journal. A register is maintained and all approved
journals with supporting evidence is included in file.
Vellesdem e ] The Shire should obtain up to date evidence of the value of the land to ensure it is recorded at Investigate current market value based on latest Valuer General information The Shire should obtain up to date evidence of the value of the land to ensure it is 28 Feb 23: 28 Feb 23:
30-Jun-19 OAG Financial el the lower of cost and net realisable value Medium Manager Finance recorded at the lower of cost and net realisable value Overdue |valuation is taking place prior to 30 April 2023 in relation [As per mgmt comments. In Progress
to RET 22 22
The Shire should manage and monitor the excessive annual leave accruals to reduce the Excessive and high annual leave accruals are reported on the quarterly Human Not provided 7 September 2022 - Evidence received
financial liability, risk of business interruption and fraud. Resources report, per Directorate. Each Director has previously been requested to indicating that this done on a regular basis
have discussions with the relevant employee to reduce their annual leave or cash through information provided to Directors
Excessive annual Manager out some of the leave in accordance with clause 10.2. As leave has not decreased and Managers. Validated by Moore
30-Jun-19 OAG Financial leave Medium Organisati for some employees Human Resources will be writing to employees to request Closed Australia
Development | that they reduce their annual leave accruals, as outlined in the report. The
intention is to do this in January following employees taking leave over Christmas
period.
All Shire Councillors and key management staff complete Related Party Disclosure forms for Review Governance Procedures relating to Related Party Declarations Not provided Jasmine provided evidence on 24 October
) . Related party any period that they held office or were employed by the Shire during a financial year. The . Manager 2022 Validated by Moore
30-Jun-19 OAG Financial declarations | declaration should also indicate the period of coverage. The shire should ensure these are Medium Governance Closed Australia
obtained from councillors and staff prior to them leaving the Shire.
Management should ensure staff comply with the Leave Management Policy and ensure long We can confirm that any excessive leave balances are highlighted in the monthly Not provided 7 September 2022 - Evidence received
outstanding leave balances are cleared in a timely manner. Managers should be reminded of Human Resources report for Executive Leadership Team distribution, awareness indicating that this done on a regular basis
their responsibility to manage excessive leave balances and ensure that leave management and action, with the following: “Directors should discuss the above leave liability through information provided to Directors
plans are implemented and enforced. with their Managers in order to develop a plan between the Manager and and Managers.
Manager Employee to reduce the leave.” The Human Resources Team, work with Managers )
30-Jun-20 0AG Financial Management of Medium Organisational |t issue letters relating to excess leave and we are about to conduct a complete Closed Validated by Moore
excessive leave Development | review of all Shire Human Resources Directives, which will include leave tstala
management. The Human Resources Team have also developed a formal training
program for of various y courses to support them
in the effective management of staff.
Management should implement procedures to ensure all KMP declarations are completed and In September 2020, the Shire i the Attain C 28 Feb 23: 28 Feb 23:
returned in a timely manner. system. This electronic system will assist with the timely collation of returns and Attain manages all KMP declarations. The system has As per mgmt comments.
declarations in the future. been configured (attached) that it the form becomes Completed.
available to submit at the end of the financial year with a
. . Related pa Manager due date of 30 September. Attain is configured to send a Validated by Moore
30-Jun-20 0AG Financial dedara("h: Medium Gwemgnce Closed | \/ekly reminder to the relevant person every Monday Austraylia
until it is completed. The Governance Team monitors the
system to ensure completion and makes individual
contact with the relevant person to ensure it is
completed by the due date.
The Shire should review its fixed asset register to ensure that all items acquired for less than Along with the monthly reconciliation of asset movements Shire officers review The Shire should review its fixed asset register to ensure that all items acquired for less Not provided No evidence provided
$5,000 have been removed from the register maintain an ‘attractive items register’ to prevent the fixed asset register to ensure items under $5,000 are excluded. To improve than $5,000 have been removed from the register maintain an ‘attractive items register’
Incorrect loss or theft. the tracking of small or minor assets an items register is currently being created | to prevent loss or theft.
30-Jun-20 OAG Financial capitalisation of Medium Manager Finance |14 will be maintained by the finance team. Along with the monthly reconciliation of asset movements Shire officers review the fixed | Overdue Not Started
minor assets asset register to ensure items under $5,000 are excluded. To improve the tracking of
small or minor assets an items register is currently being created and will be maintained
The Shire should implement a more robust process to identify year end accruals and perform Open Purchase Orders are reviewed annually around the month of May to assist | The Shire should implement a more robust process to identify year end accruals and Not provided No evidence provided
monthly reviews of open purchase orders and close off any long outstanding purchase orders with preparation of the annual budget. A new process of monthly review is now |perform monthly reviews of open purchase orders and close off any long outstanding
30-Jun-20 0AG Finandial Procurement |if they are no longer required Medium Manager Finance being implemented. purchase orders if they are no longer required. GvEhe Not Started
controls Open Purchase Orders are reviewed annually around the month of May to assist with
preparation of the annual budget. A new process of monthly review is now being
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Recommendation Risk Rating

Owner
Itis recommended that when petty cash is used for purchases above the $100.00 limit formal

documentation and approval is retained with the petty cash claim form to ensure the expense

was used for appropriate business purposes. Petty cash recoup forms should be updated to

Management Comment in Report

Current Review Date:

Agreed Action

A review of the approval process and supporting ion requi
has been undertaken alongside staff being informed of what is required when
using petty cash, in particular those instances of transactions over $100.

Itis r that when petty cash is used for purchases above the $100.00 limit
formal documentation and approval is retained with the petty cash claim form to ensure
the expense was used for appropriate business purposes. Petty cash recoup forms should

Overdue

Status

Client Progress Update

28 Feb 23:
No Purchases above $100 made with Petty Cash

Moore Australia/ SOA IA Comment Status After Assessment

28 Feb 23:
Updated petty cash recoup forms to reflect
the Shire’s policy for dual verification not

reflect the Shire’s policy for dual verification and staff should be reminded of the petty cash be updated to reflect the Shire’s policy for dual verification and staff should be reminded received.
30-Jun-20 0AG Financial Petty cash controls [POlicY- Low Manager Finance of the petty cash policy. Overdue In Progress
A review of the approval process and supporting documentation requirements has been
undertaken alongside staff being informed of what is required when using petty cash, in
particular those instances of transactions over $100.
The Shire should ensure that every grant is reviewed for its compliance with the relevant A review of the shire's contract liabilities transactions, with RSM, identified a The Shire should ensure that every grant is reviewed for its compliance with the relevant
i . The should be properly documented and readily available number of incorrect transactions included in the prior years audited i . The should be properly documented and readily
for review by audit. that had not been correctly assessed under accounting standard AASB15 and available for review by audit.
AASB 15 and AASB AASB1058.
vl @rE Financial O R High Manager Finance  (these transactions have been re-classified and resulted in re-instatements for the Not bue Not Started
recognition 2019 and 2020 financial years.
An assessment of revenue classified as a contract liability against the applicable
accounting standard to be reviewed and include the recording of the evaluation of]|
We recommend that a full review of the full asset group to ensure compliance with accounting A review of the "Onslow Airport Assets" fair value report completed in 2018 A review of the "Onslow Airport Assets" fair value report completed in 2018 identified
policy and recognise the relevant depreciation expenses in FY22. identified annual depreciation on one of the components was omitted from the  |annual depreciation on one of the components was omitted from the report. Since 2018
Incorrect report. Since 2018 an annual depreciation rate of 1.6% has been applied. The an annual depreciation rate of 1.6% has been applied. The depreciation calculation
30-Jun-21 OAG Financial depreciation rates High Manager Finance | gepreciation calculation methodology has been reviewed and a rate of 1.76% | methodology has been reviewed and a rate of 1.76% calculated. Overdue Not Started
calculated. An adjustment for the under depreciation on the "Onslow Airport Assets" will be included
An adjustment for the under depreciation on the "Onslow Airport Assets" will be [in FY22.
‘We recommend the Shire to: A number of increase control measures have been implemented as part of the A number of increase control measures have been implemented as part of the payroll
1. Ensure that evidence of changes to the employee master file data are matched to the audit payroll review process, including the action of independent reviews of review process, including the action of independent reviews of amendments to payroll
trail report as part of an independent review process; amendments to payroll Masterfile data. Masterfile data.
2. Ensure that officers with a role to independently review changes in master file data do not Review of payroll processes and procedures to be reviewed and documented, Review of payroll processes and procedures to be reviewed and documented, including
30-Jun-21 OAG Financial Payroll controls |15 have the ability to modify master file data; High Manager Finance ||y ding addressing the above matters raised. addressing the above matters raised. Not Due Not Started
3. Implement a procedure to produce audit trail reports from SynergySoft, which are
independently reviewed by an independent officer; and
4. Consideration be given to developing appropriate segregation of duties around payroll
The Shire should ensure that all valuations are reviewed and processed in the financial report The waste rehabilitation provision had not been included in prior financial years, |The waste rehabilitation provision had not been included in prior financial years, despite SOAIA 25 Aug 23 SOAIA 25 Aug 23
in the financial year which they relate to. despite having a report in 2017 from an independent valuer. having a report in 2017 from an independent valuer. ASK (Consultant) issued TOM PRICE AND PARABURDOO | Thansfered to In Progress
. 3 Rehabilitation ) Manager Waste A provision has now been recognized which resulted in re-instatements for the A provision has now been recognized which resulted in re-instatements for the 2019 and LANDFILL: CLOSURE COST ESTIMATE dated 27 June 2023.
30-Jun-21 OAG Financial provision High Services 2019 and 2020 financial years. 2020 financial years. Overdue In Progress
The adjustment for rehabilitation provision is now forming part of the end of The adjustment for rehabilitation provision is now forming part of the end of financial
financial year process. year process.
The Shire should develop procedures to assist with identification and accrual of invoices The Shire has a number of legal matters that are in progress each year, in The Shire has a number of legal matters that are in progress each year, in particular in
received after balance date, which relate to the prior year. particular in respect to Wittenoon matters. These have previously been reflected [respect to Wittenoon matters. These have previously been reflected as operating
as operating expenditure in the year that the accounts have been paid. expenditure in the year that the accounts have been paid.
30-Jun-21 OAG Finandial Legal expenses Medium Manager Finance |This matter was discussed with RSM, where it was agreed to reflect ongoing and | This matter was discussed with RSM, where it was agreed to reflect ongoing and current | ot Due Not Started
accruals current legal matters as an accrued legal expense. legal matters as an accrued legal expense.
A review of legal expenses is now forming part of the end of financial year A review of legal expenses is now forming part of the end of financial year process.
process.
oot one Fimancial General journal | We recommend that all manual journals raised undergo independent review from a staff “ Manager Finance |/2Unals prepared by the Finance Manager are now reviewed by the Financial | Journals prepared by the Finance Manager are now reviewed by the Financial Not Due ——
review member different from the one who raised the iournal.
We recommend that the Shire review outdated policies and procedures, identifying those that A review of Council's policies has commenced and is being presented to Council in | We recommend that the Shire review outdated policies and procedures, identifying those 25 Aug 23 SOA IA 25 Aug 23 SOA 1A
require immediate action and establish a process to monitor the review. a staged approach for endorsement. that require immediate action and establish a process to monitor the review. ENGO8 Bush Fire Policy will be revoked when the In Progress
implementation of the Bush Fire Brigades Local Law is
This will be to the 2023 May 29:
Council meeting (due to the election caretaker period In progress.
commencing 31 August 2023). A directive will be
developed to document the review process as part of the
Regular review of Mansger directive review commencing September 2023.
30-Jun-21 0AG Financial policies and Medium Overdue In Progress
procedures Coutnacs 2023 May 29:
All policies have been reviewed with the exception of
ENGO8 Bush Fire Policy which will be revoked when the
implementation of a Bush Fire Brigades Local Law is
completed (anticipated in August 2023). The new policy
template sets out the due date for the review of each
policy and the Shire maintains a Policy Register. A
directive will be developed to document the review
nroress
Review of property| The Shire should implement an independent review system, to ensure all Landgate valuations Staff have been working through investigating and correcting previous period The Shire should implement an independent review system, to ensure all Landgate
30-Jun-21 OAG Financial values input into are correctly entered into the SynergySoft. This will ensure Landgate valuation reports always Medium Manager Finance property values variances. Workflow practices to be amended to include an valuations are correctly entered into the SynergySoft. This will ensure Landgate valuation @il Not Started
Synergysoft | reconcile with SynergySoft :ndipendent reviewer and frequent balancing to documents provided by reports always reconcile with SynergySoft
andeate
We recommend that management formalise the review of invoices processed after year-end to Airport landing fees income received in July for the prior year was not identified | We recommend that management formalise the review of invoices processed after year-
30-Jun-21 0AG Financial Fees and charges |ensure that all invoices related to the audited financial year are captured and accurately Medium Manager Finance and included in accrued income. end to ensure that all invoices related to the audited financial year are captured and Not Due Not Started
cut-off recognised. A review of fees and charges received in July and August now forms part of the accurately recognised.
ond nf financial vear nracace
The Shire should: A recent internal audit has identified the requirement for the review and The Shire should: 25 July 2023 - Procedure has been drafted. Still to be 25 July 2023 SOA IA - Transferred to In
Develop, and il access policies / procedures that should development of several plans, including Cybersecurity Framework. Develop, d and il access policies / procedures that reviewed. Regularly reoccuring task has been set Progress
include: Recommendations to be incorporated into the reviewed Cybersecurity Framework |should include:
0 Onboarding & offboarding of users, including privileged and generic accounts and will include access management principals. Operating procedures to be 0 Onboarding & offboarding of users, including privileged and generic accounts
o Privileged and generic account management develop and aligned to the framework and include workflow and record keeping |o Privileged and generic account management
Network Access |0 Deactivate inactive/dormant accounts requirements for new, terminated and change in user accounts. o Deactivate inactive/dormant accounts
30-Jun-21 OAG LS Management | Ensure new user provisions are adequately documented and appropriate management Medium Manager ICT Ensure new user provisions are adequately documented and appropriate management | Overdue In Progress
approval is received before account creation approval is received before account creation
Perform regular privilege user access reviews to ensure appropriate access is maintained Perform regular privilege user access reviews to ensure appropriate access is maintained
Perform regular user access review to ensure terminated users is removed timely and identify Perform regular user access review to ensure terminated users is removed timely and
and remove redundant or dormant accounts. identify and remove redundant or dormant accounts.
The Shire should: A recent internal audit has identified the requirement for the review and The Shire should: 25 July 2023 - Procedure has been drafted. Still to be 25 July 2023 SOA IA - Transferred to In
Document, review, approve and implement an access management policy that should include: development of several plans, including Cybersecurity Framework Document, review, approve and implement an access management policy that should reviewed. Regularly reoccuring task has been set Progress
0 Onboarding & offboarding of users, including privileged and generic accounts Recommendations to be incorporated into the reviewed Cybersecurity Framework |include:
0 Generic account management and will include access inci for . Operating 0 Onboarding & offboarding of users, including privileged and generic accounts
SynergySoft |0 User access review requirements procedures to be develop and aligned to the framework. o0 Generic account management
Financial Ensure new user isi are and 0 User access review requirements
vzl @re Iefe Application Access |approval is received before account creation enazege] Ensure new user provisions are and appropriate management Overdue IDIEECRTESS
Management  |Regularly review user access to the SynergySoft application to ensure terminated users are approval is received before account creation

disabled timely.
Ensure SoD requirements and controls are appropri:
SynergySoft application.

for the

y defined and i

Regularly review user access to the SynergySoft application to ensure terminated users
are disabled timely.

Ensure SoD requirements and controls are appropriately defined and implemented for
the SynergySoft application.
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Finding Topic

Recommendation

The Shire should:

Develop, document, and publish policies / procedures / guidelines / governance documents as
required and ensure these documents are appropriately governed

Periodically review and endorse all Shire policies / procedures / governance documents
ensuring they have a documented review frequency

Risk Rating

Recommendation
Owner

Management Comment in Report

A recent internal audit has identified the requirement for the review and
development of several plans, including.

Shire's Business Continuity Management Arrangements

ICT Disaster Recovery Plan

Cybersecurity Framework

Current Review Date:

Agreed Action

The Shire should:

Develop, document, and publish policies / procedures / guidelines / governance
documents as required and ensure these documents are appropriately governed
Periodically review and endorse all Shire policies / procedures / governance documents
ensuring they have a documented review frequency

Overdue
Status

Client Progress Update

Moore Australia/ SOA IA Comment

Status After Assessment

IT Governance - |Define, and a risk framework that outlines key risk The Shire has made a commitment to review and develop the ab Define, and arisk framework that outlines key risk
30-Jun-21 OAG ITGC Standards, Policies | management processes Medium Manager ICT documents, incorporating the required as well as I and processes Overdue Not Started
& Procedures | Design and implement the BCP and IT DRP to align with the Shire's recovery requirements (i.e., documenting processes and procedures. Design and implement the BCP and IT DRP to align with the Shire's recovery requirements
Recovery scenarios, processes, and timeframes). To help maintain the effectiveness of these (i.e., Recovery scenarios, processes, and timeframes). To help maintain the effectiveness
plans it should be regularly reviewed and appropriately tested. The IT DRP tests should be used of these plans it should be regularly reviewed and appropriately tested. The IT DRP tests
to confirm key IT systems and services can be recovered in accordance with the agreed should be used to confirm key IT systems and services can be recovered in accordance
recovery requirements. with the agreed recovery requirements.
The Shire should: A recent internal audit has identified the requirement for the review and The Shire should: 25 July 2023 - Procedure has been drafted. Still to |25 July 2023 SOA IA - Transferred to In
Develop, review and i a security / policy / development of the Shire's Cybersecurity Framework and supporting operating | Develop, document, review and implement a security / vulnerability assessment policy / be reviewed. Regularly reoccuring task has been set|Progress
procedure which contains the requirement to periodically perform vulnerability assessments procedures that align with the WA Government Cybersecurity Policy and the procedure which contains the requirement to periodically perform vulnerability
30-Jun-21 O0AG ITGC Network Security |and periodic penetration (security) testing Medium Manager ICT Australia Government Information Security Manual. and periodic (security) testing Overdue In Progress
Define, and i a process for performing periodic reviews of firewall event The framework will incorporate risk assessments, monitoring, testing, and Define, document, and implement a process for performing periodic reviews of firewall
logs and updating firewall rules accordingly. reporting requirements, which will be included in operating procedures event logs and updating firewall rules accordingly.
The Shire should: The physical security of key assets (including server rooms) has been identified as |The Shire should: 25 July 2023 - Reviewing possibilities 25 July 2023 SOA IA - Transferred to In
Define and document a datacentre access policy / procedure which includes the requirements a finding within a recent Cybersecurity audit. Define and document a datacentre access policy / procedure which includes the Progress
to periodically perform access reviews to ensure staff are only allowed access to the Security measures and access resctrictions to be reviewed and incorporated into | requirements to periodically perform access reviews to ensure staff are only allowed
datacentre based on business needs the Shire's Cybersecurity Framework and implemented. This will include the access to the datacentre based on business needs
Physical and Investigate and implement appropriate physical security measures to protect against monitoring and reporting of approved security measures. Investigate and implement appropriate physical security measures to protect against
Environmental |unauthorised access and modification, such as access and operation logs unauthorised access and modification, such as access and operation logs
30-Jun-21 OAG ITec Security igate and appropriate envi m to protect physical sites and Medium Manager ICT igate and i appropriate envir measures to protect physical sites | ©verdue In Progress
Management | the data centre against environmental threats and damage. and the data centre against environmental threats and damage.
Remove potentially flammable materials from the datacentre. Remove potentially flammable materials from the datacentre.
Document and maintain a datacentre operator logbook to record any significant Document and maintain a datacentre operator logbook to record any significant
events/incidents in the Data Centre and corrective action taken to solve issues. events/incidents in the Data Centre and corrective action taken to solve issues.
The Shire should consider: The recommendations will be included in the review and development of the The Shire should consider: 25 July 2023 - Procedure has been drafted. Still to |25 July 2023 SOA IA - Transferred to In
D ing, i ing, and end. a change policy to ensure that changes Shire's Cybersecurity Framework. Developing, implementing, and endorsing a change management policy to ensure that be reviewed. Progress
are appropriately requested, logged, approved, and tested. The framework will incorporate risk assessments, approvals, monitoring, testing, |changes are appropriately requested, logged, approved, and tested.
Create a change register to track and monitor all changes made to the Shire's IT infrastructure and reporting requirements, which will be included in operating procedures Create a change register to track and monitor all changes made to the Shire's IT
Change Ensuring all changes are adequately documented containing: infrastructure
vzl @ne G Management |0 Approvals Medium enazege] Ensuring all changes are adequately documented containing: Overdue IDIEESKTES
o Implementation testing 0 Approvals
o Backout plans o Implementation testing
o Post implementation reviews. o Backout plans
o Post implementation reviews.
The Shire should: The shire has recently amended the password configuration to align with industry | The Shire should: 25 July 2023 - Procedure has been drafted. Still to |25 July 2023 SOA IA - Transferred to In
Develop, document, and publish an appropriate password policy, that aligns with industry best best practice of 6. Develop, document, and publish an appropriate password policy, that aligns with be reviewed. Progress
304un21 oAG . Password practice, to govern password configuration and management. e Manager icT | The review and development of the Shire's Sybersecurity Framework will industry best practice, to govern password configuration and management. Overdue REES
Management | Assess and configure appropriate password parameters within the network. incorporate password configuration principals and standards. Operating Assess and configure appropriate password parameters within the network.
procedures to be reviewed and aligned to revised framework.
The Shire should consider implementing as part of the preparation of financial statements a Revaluations are carried out in accordance with the legislation requirements in | The Shire should consider implementing as part of the preparation of financial
formal robust process to determine whether indicators exist annually, that would trigger a place from time to time and adjusted to ensure the fair value of any asset in each [statements a formal robust process to determine whether indicators exist annually, that
requirement to perform a formal revaluation of Infrastructure, land and building assets. Where| class reflects the appropriate carrying amount. would trigger a requirement to perform a formal revaluation of Infrastructure, land and
indicators exist a robust fair value assessment should be performed capturing the In accordance with legislation requirements Infrastructure assets are scheduled  |building assets. Where indicators exist a robust fair value assessment should be
requirements of AASB 13 Fair Value Measurements. This process is to ensure that the Shire's for revaluations in the 2023 Financial year. performed capturing the requirements of AASB 13 Fair Value Measurements. This process
Fair Value of infrastructure, land and buildings assets are recoded at fair value in compliance with AASB 13 Process to be determined for the AASB 13 fair value measurement to be applied [is to ensure that the Shire's infrastructure, land and buildings assets are recoded at fair
Infrastructure, Fair Value Measurement and the Regulations. annually for future years value in compliance with AASB 13 Fair Value Measurement and the Regulations.
30-Jun-22 0AG Financial Jand and building This may entail obtaining relevant input from an independent valuer as to whether or not they Manager Finance This may entail obtaining relevant input from an independent valuer as to whether or not GErE [N —
Assets - Frequency | COnSider there are any prevailing market factors which may indicate that the fai value of they consider there are any prevailing market factors which may indicate that the fair
e relevant assets is likely to have been impacted to any significant / material extent from the value of relevant assets is likely to have been impacted to any significant / material extent
prior year. Where a fair value assessment has been performed internally the Shire may from the prior year. Where a fair value assessment has been performed internally the
consider having this assessment peer reviewed by an independent valuer to obtain assurance Shire may consider having this assessment peer reviewed by an independent valuer to
over the valuation methodology applied, inputs and the reasonableness of the valuation obtain assurance over the valuation methodology applied, inputs and the reasonableness
model applied. of the valuation model applied.
Recognition of | The Shire should review the asset management procedures to ensure timely recording of An error had occurred with the data entry of assets additions. This resulted in | An error had occurred with the data entry of assets additions. This resulted in
) . depreciation of newly acquired assets and ensure accuracy of records in the asset register based on the ) depreciation not being correctly calculated from the actual addition date. depreciation not being correctly calculated from the actual addition date.
30-Jun-22 0AG Financial | 1t vear fixed |Uunderlying acquisition records. Manager Finance | gnd of year process to be reviewed to ensure accuracy of additions and correct  |End of year process to be reviewed to ensure accuracy of additions and correct Overdue Not Started
assets additions depreciation applied. depreciation applied.
The Shire should conduct a full review of the FAR to verify that the depreciation rates are A full review of depreciation rates will be conduction in FY23 and will utilise the | The Shire should conduct a full review of the FAR to verify that the depreciation rates are
30-Jun-22 0AG Financial Fixed Asset consistent with the Shire's depreciation policy. The review should also include an evaluation of Manager Finance infrastructure valuation report due by 30 June 2023. This valuation report consistent with the Shire's depreciation policy. The review should also include an GEihE [N —
Depreciation Rates [the asset's useful life. containing useful life and valuation will form a major part of the depreciation evaluation of the asset's useful life.
ratac
For purchases below the tender threshold, management should ensure that sufficient quotes Requirements to adhered to purchase policy to be enforced to staff. Systems to be|For purchases below the tender threshold, management should ensure that sufficient 25 Oct 2023 SOA 1A 25 Oct 2023
are obtained and evidenced in accordance with the Shire's purchasing policy and procedures. reviewed to audit purchase orders and address and issues of no-compliance. quotes are obtained and evidenced in accordance with the Shire's purchasing policy and Weekly checks of Purchase orders. If there are items Waiting for Diretor Corporate Series
If instances arise where the City is unable to obtain the required number of quotations, the procedures. If instances arise where the City is unable to obtain the required number of identified the responsible officer is contacted and we onfimation on aeptane by external auditors
reasons should be recorded and attached to the purchase order at the time of the purchase quotations, the reasons should be recorded and attached to the purchase order at the record the outcome in a spreadsheet. to lose te issue.
being made. time of the purchase being made.
25 Aug 2023 22 Sep 2023 SOA 1A
Procurement . " " . .
30-Jun-22 OAG Financial obtaining Medium Senior Procurement GoEde F‘rr_)curement are r.mtlﬂefi by email for all requisitions Transfer Baci.( to Inprogress. D.CS informed IEroress
N Officer raised over $10k (including GST). All purchases are then |external auditors need to confirm before the
quotations N B . e N s N N
checked, if any issues are identified the requesting officer [issue is closed
and authorising officer are both contacted, with the
reason of the issue. For purchases below $10k 25 Aug 2023 SOA 1A
Procurement do weekly checks for the previous week, Transferred to Completed
requesting information if required. See PO Report
The Shire should review the current debt recovery process to ensure timely follow-up of The shire attempts to recover the listed debts have been unsuccessful. Deductions | The shire attempts to recover the listed debts have been unsuccessful. Deductions from
overdue debts and a payroll form which meets the from payroll is not permitted without the employee's authority. payroll is not permitted without the employee's authority.
requirements of the Act and have each employee complete that form. Further advice to be sought regarding legal position for employee contracts Further advice to be sought regarding legal position for employee contracts containing
) . Outstanding . ) containing repayment clauses on relocation amounts and if the shire can repayment clauses on relocation amounts and if the shire can automatically enforce this
30-Jun-22 O0AG Financial Medium Manager Finance |automatically enforce this provision and deduct from payroll. provision and deduct from payroll. Overdue Not Started

Employee debts

The Shire has transferred all electricity accounts from the Shire to the invididual
tenants' names, and no longer receives electricity expenses.

The Shire has transferred all electricity accounts from the Shire to the invididual tenants'
names, and no longer receives electricity expenses.
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Auditor

Audit Topic

Shire of Ashburton

Finding Topic Recommendation

The current process could be enhanced by putting in some specific measures to address the
slow response or lack of response from business owners. Some of the examples of the specific
measures for the Shire to consider could be:

a.If a PO is >15 months old and has not had any transaction in the past 6 months, then the PO

Review of Open | should be closed by default;

Risk Rating

Recommendation
Owner

Senior Procurement

Management Comment in Report

Open purchase orders are reviewed by the authorising officers in May / June as
part of the end of financial year and budget process. This process results in a
number of inactive purchase orders being closed, with the theory of only leaving
current purchase orders active. Some open purchase orders are in relation to
major ongoing project spanning over multiple financial years.

Current Review Date:

Agreed Action

Open purchase orders are reviewed by the authorising officers in May / June as part of
the end of financial year and budget process. This process results in a number of inactive
purchase orders being closed, with the theory of only leaving current purchase orders
active. Some open purchase orders are in relation to major ongoing project spanning over
multiple financial years.

Overdue
Status

Client Progress Update

SPO requested to change Process Owner to Finance

Moore Australia/ SOA IA Comment

30-Jun-22 OAG Financial Purchase Orders |}, if 5 po is >18 months old, then it should be closed by default unless the business provides % Officer Systems to be reviewed to incorporate higher level of review / authorisation and  [Systems to be reviewed to incorporate higher level of review / authorisation and record | Overdue
(PO) express request and is approved by the (say) the Director Corporate Services. record keeping of purchase orders exceeding acceptable timeframes. keeping of purchase orders exceeding acceptable timeframes.
Although the individual open PO amounts are not material, the enhancement will ensure all
old purchase orders are closed promptly and reduces resources in continuous followup.
The Shire should: A recent internal audit has identified the requirement for the review and The Shire should:
Define, and i an IT risk policy and/or procedure development of several plans, including Cybersecurity Framework. Define, and i an IT risk policy and/or procedure
Create an IT risk register and use it to track/manage newly identified and existing risks. It Recommendations have been incorporated into the reviewed Cybersecurity Create an IT risk register and use it to track/manage newly identified and existing risks. It
should also detail their mitigating controls and resolution status. Framework including assessment of Risk. The document is in its final review to should also detail their mitigating controls and resolution status.
ensure it meets all applicable standards, best practices and matters raised within
30-Jun-22 0AG ITGC Risk management Medium Manager ICT the audit process Operating procedures to be developed and aligned to the Not Due
frameworks and include workflow and record keeping requirements for
An internal audit road map 2023-2026 has been developed and includes
implementing Risk Management Framework 1SO 31000, including develop /
update operational risk registers. This will include IT Risk Management.
The Shire should investigate HR's inability to provide a full employee list and implement an Human Resource systems to be i for Organisation Dt Human Resource systems to be i for Or isation D department 25 July 2023-This is incorrect as HR has always been able [SOA IA 25 July 2023 Status Changed to In
appropriate solution to track who is employed at the Shire. department to be able to maintain an up-to-date employee listing. Processes and |to be able to maintain an up-to-date employee listing. Processes and procedures to be to pull / provide an employee list - very confused when | | Progress
procedures to be development to audit against payroll and IT listings data. development to audit against payroll and IT listings data. heard of this approximately 1 week ago only. Recently
provided full, up to date employee list to ICT in support |Based on email dated 25 July from OD to IA,
of OAG audit. See attached. issue remains disputed and need external
auditors confirmation on the basis of issue
Confirming again that the below is in place (and always [and expectation on (agreed) management
Manager have been) and not an issue as OD has always been able |comment.
30-Jun-22 0AG \T6c Human rESOLIIfCGS Medium Organisational NotDue |t provide an employee list either directly or via payroll.
employee list Development As commented, the information provided by the Shire to |"I was only made aware of “Process and
the auditors were incorrect (not sure by whom). ltwas  |Procedures to be development to audit
not provided by OD. against payroll and IT listing data” outcome
about a week ago and not sure what is
expected here. It sounds like a payroll and IT
action, but happy to be guided by you.
Feel free to arrange a meeting so we can
diceuise if ranuired "
The Shire should: A recent internal audit has identified the requirement for the review and The Shire should:
Define, document and publish a backup policy development of several plans including. Define, document and publish a backup policy
Develop, document, test and publish a Disaster Recovery Plan and IT Business Continuity Plan Business Continuity Management Arrangements Develop, document, test and publish a Disaster Recovery Plan and IT Business Continuity
Develop, document and publish an Incident Response Plan. ICT Disaster recovery Plan Plan
Periodically review the above mentioned plans to ensure that they are relevant and adequate Cybersecurity Framework. Develop, document and publish an Incident Response Plan.
R &6 e Business continuity|to support the Shire's operations. Medlum Manager ICT The Shire ha.s made a commitment to review and develop the above-mentioned  [Periodically review the above mentioned plans to ensure that they are relevant and Overdue

management

as well as ing and

the required
and pr

The Cybersecurity Framework document has been prepared and is in its final
review to ensure it meets all applicable standards, best practices and matters
raised within the audit process.

Business Continuity Plans and ICT disaster recovery plan is scheduled to

d te to support the Shire's operations.

Status After Assessmi

Not Started

Not Started

In Progress

Not Started
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